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Description of STM32F4xx HAL drivers

Introduction

STM32Cube™ is an STMicroelectronics original initiative to ease developers life by reducing
development efforts, time and cost. STM32Cube™ covers STM32 portfolio.

STM32Cube™ Version 1.x includes:

e The STM32CubeMX, a graphical software configuration tool that allows generating C initialization
code using graphical wizards.

e A comprehensive embedded software platform, delivered per series (such as STM32CubeF4 for
STM32F4 series)
—  The STM32Cube HAL, an STM32 abstraction layer embedded software, ensuring maximized

portability across STM32 portfolio

— A consistent set of middleware components such as RTOS, USB, TCP/IP, Graphics
— All embedded software utilities coming with a full set of examples.

The HAL drivers layer provides a generic multi instance simple set of APIs (application programming
interfaces) to interact with the upper layer (application, libraries and stacks). It is composed of generic
and extension APIs. It is directly built around a generic architecture and allows the built-upon layers,
such as the middleware layer, to implement their functions without knowing in-depth how to use the
MCU. This structure improves the library code reusability and guarantees an easy portability on other
devices.

The HAL drivers include a complete set of ready-to-use APIs which simplify the user application
implementation. As an example, the communication peripherals contain APIs to initialize and configure
the peripheral, to manage data transfers based on polling, to handle interrupts or DMA, and to manage
communication errors.

The HAL drivers APIs are split into two categories: generic APIs which provide common and generic
functions for all the STM32 series and extension APIs which include specific and customized functions
for a given family or part number.

The HAL drivers are feature-oriented instead of IP-oriented. As an example, the timer APIs are split into
several categories following the functions offered by the IP: basic timer, capture, pulse width modulation
(PWM), etc..

The drivers source code is developed in Strict ANSI-C which makes it independent from the
development tools. It is checked with CodeSonar™ static analysis tool. It is fully documented and is
MISRA-C 2004 compliant.

The HAL drivers layer implements run-time failure detection by checking the input values of all
functions. Such dynamic checking contributes to enhance the firmware robustness. Run-time detection
is also suitable for user application development and debugging.

This user manual is structured as follows:

e  Overview of the HAL drivers
e Detailed description of each peripheral driver: configuration structures, functions, and how to use
the given API to build your application.

-
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Acronyms and definitions

Table 1: Acronyms and definitions

Acronym Definition
ADC Analog-to-digital converter
ANSI American National Standards Institute
API Application Programming Interface
BSP Board Support Package
CAN Controller area network
CEC Consumer Electronics Control
CMSIS Cortex Microcontroller Software Interface Standard
CPU Central Processing Unit
CRYP Cryptographic processor unit
CRC CRC calculation unit
DAC Digital to analog converter
DCMI Digital Camera Module Interface
DMA Direct Memory Access
DMA2D Chrom-Art Accelerator™ controller
ETH Ethernet controller
EXTI External interrupt/event controller
FLASH Flash memory
FSMC Flexible Static Memory controller
FMC Flexible Memory controller
FMPI2C Fast-mode Plus inter-integrated circuit
GPIO General purpose 1/0s
HAL Hardware abstraction layer
HASH Hash processor
HCD USB Host Controller Driver
12C Inter-integrated circuit
12S Inter-integrated sound
IRDA InfraRed Data Association
IWDG Independent watchdog
LTDC LCD TFT Display Controller
MSP MCU Specific Package
NAND NAND external Flash memory
NOR NOR external Flash memory
NVIC Nested Vectored Interrupt Controller
PCCARD PCCARD external memory
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Acronym Definition
PCD USB Peripheral Controller Driver
PWR Power controller
QSPI QuadSPI Flash memory Interface
RCC Reset and clock controller
RNG Random Number Generator
RTC Real-time clock
SAl Serial Audio Interface
SD Secure Digital
SDRAM SDRAM external memory
SRAM SRAM external memory
SMARTCARD Smartcard IC
SPDIFRX SPDIF-RX Receiver Interface
SPI Serial Peripheral interface
SysTick System tick timer
TIM Advanced-control, general-purpose or basic timer
UART Universal asynchronous receiver/transmitter
USART Universal synchronous receiver/transmitter
WWDG Window watchdog
USB Universal Serial Bus
PPP STM32 peripheral or block
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Overview of HAL drivers

The HAL drivers were designed to offer a rich set of APIs and to interact easily with the
application upper layers.

Each driver consists of a set of functions covering the most common peripheral features.
The development of each driver is driven by a common API which standardizes the driver
structure, the functions and the parameter names.

The HAL drivers consist of a set of driver modules, each module being linked to standalone
peripheral. However, in some cases, the module is linked to a peripheral functional mode.
As an example, several modules exist for the USART peripheral: UART driver module,
USART driver module, SMARTCARD driver module and IRDA driver module.

The HAL main features are the following:

e  Cross-family portable set of APIs covering the common peripheral features as well as
extension APIs in case of specific peripheral features.
e  Three API programming models: polling, interrupt and DMA.
e  APIs are RTOS compliant:
—  Fully reentrant APIs
- Systematic usage of timeouts in polling mode.
e  Peripheral multi-instance support allowing concurrent API calls for multiple instances
of a given peripheral (USART1, USART2..))
. All HAL APIs implement user-callback functions mechanism:
—  Peripheral Init/Delnit HAL APIs can call user-callback functions to perform
peripheral system level Initialization/De-Initialization (clock, GPIOs, interrupt,
DMA)
- Peripherals interrupt events
—  Error events.
e  Object locking mechanism: safe hardware access to prevent multiple spurious
accesses to shared resources.
e  Timeout used for all blocking processes: the timeout can be a simple counter or a
timebase.

HAL and user-application files

HAL driver files

HAL drivers are composed of the following set of files:
Table 2: HAL drivers files

File Description

Main peripheral/module driver file.
stm32f4xx_hal_ppp.c It includes the APIs that are common to all STM32 devices.
Example: stm32f4xx_hal_adc.c, stm32f4xx_hal irda.c, ...

Header file of the main driver C file

It includes common data, handle and enumeration structures,
stm32f4xx_hal_ppp.h define statements and macros, as well as the exported generic
APIs.

Example: stm32f4dxx_hal_adc.h, stm32f4xx_hal _irda.h, ...
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File

Description

stm32f4xx_hal_ppp_ex.c

Extension file of a peripheral/module driver. It includes the specific
APIs for a given part number or family, as well as the newly
defined APIs that overwrite the default generic APIs if the internal
process is implemented in different way.

Example: stm32f4xx_hal_adc_ex.c, stm32f4xx_hal_dma_ex.c, ...

stm32f4xx_hal_ppp_ex.h

Header file of the extension C file.

It includes the specific data and enumeration structures, define
statements and macros, as well as the exported device part
number specific APIs

Example: stm32f4xx_hal_adc_ex.h, stm32f4xx_hal_dma_ex.h, ...

stm32f4xx_II_ppp.c

Peripheral low layer driver that can be accessed from one or more
HAL drivers. It offers a set of APIs and services used by the upper
driver. From the user point of view, low-level drivers are not
accessible directly. They are used only by the HAL drivers built
upon them.

Example: stm32f4xx_lI_fmc.c offers a set of API used by

stm32f4xx_hal_sdram.c, stm32f4xx_hal_sram.c,
stm32f4xx_hal_nor.c, stm32f4xx_hal_nand.c,...

stm32f4xx_II_ppp.h

Header file of the low layer C file. It is included in the HAL driver
header file, thus making the low-level driver an intrinsic add-on of
the HAL driver that is not visible from the application.

Example: stm32f4xx_Il_fmc.h, stm32f4xx_lI_usb.h,...

stm32f4xx_hal.c

This file is used for HAL initialization and contains DBGMCU,
Remap and Time Delay based on systick APIs.

stm32f4xx_hal.h

stm32f4xx_hal.c header file

stm32f4xx_hal_msp_template.c

Template file to be copied to the user application folder.

It contains the MSP initialization and de-initialization (main routine
and callbacks) of the peripheral used in the user application.

stm32f4xx_hal_conf_template.h

Template file allowing to customize the drivers for a given
application.

stm32f4xx_hal_def.h

Common HAL resources such as common define statements,
enumerations, structures and macros.

Since the low-level drivers are only used by the HAL drivers built upon them, the
APIs provided by these drivers will not be described in this document.
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User-application files

The minimum files required to build an application using the HAL drivers are listed in the
table below:

Table 3: User-application files

File Description

This file contains Systemlnit() which is called at startup just after reset and
before branching to the main program. It does not configure the system
clock at startup (contrary to the standard library). This must be performed
using the HAL APIs in the user files.

system_stm32f4xx.c It allows to :
. relocate the vector table in internal SRAM.

e configure FSMC/FMC peripheral (when available) to use as
data memory the external SRAM or SDRAM mounted on the
evaluation board.

Toolchain specific file that contains reset handler and exception vectors.

For some toolchains, it allows adapting the stack/heap size to fit the
application requirements.

startup_stm32f4xx.s

stm32f4xx_flash.icf Linker file for EWARM toolchain allowing mainly to adapt the stack/heap
(optional) size to fit the application requirements.

stm32f4xx_hal_msp.c This file contains the MSP |n|t|§I|zat|on and Qe-lnltlallzatlon (mgln routine
and callbacks) of the peripheral used in the user application.

This file allows the user to customize the HAL drivers for a specific

application.
stm32f4xx_hal_conf.h ) ) . . . _—
-~ It is not mandatory to modify this configuration. The application can use the
default configuration without any modification.

This file contains the exceptions handler and peripherals interrupt service
routine, and calls HAL_IncTick() at regular time intervals to increment a
. local variable (declared in stm32f4xx_hal.c) used as HAL timebase. By
stm32fxx_it.c/.h default, this function is called each 1ms in Systick ISR. .

The PPP_IRQHandler() routine must call HAL_PPP_IRQHandler() if an
interrupt based process is used within the application.

This file contains the main program routine, mainly:
the call to HAL_Init()
assert_failed() implementation
system clock configuration
peripheral HAL initialization and user application code.

main.c/.h

The STM32Cube package comes with ready-to-use project templates, one for each

supported board. Each project contains the files listed above and a preconfigured project
for the supported toolchains.

Each project template provides empty main loop function and can be used as a starting

point to get familiar with project settings for STM32Cube. Their characteristics are the
following:

. It contains sources of HAL, CMSIS and BSP drivers which are the minimal
components to develop a code on a given board.
) It contains the include paths for all the firmware components.
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. It defines the STM32 device supported, and allows to configure the CMSIS and HAL
drivers accordingly.
. It provides ready to use user files preconfigured as defined below:
- HAL is initialized
- SysTick ISR implemented for HAL_Delay()
- System clock configured with the maximum frequency of the device.

If an existing project is copied to another location, then include paths must be
updated.

Figure 1: Example of project template
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|, Applications
+/- |, Demonstrations
). _Examples
| Templates
+- | EWARM

=~ & Inc
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+

%
I h
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- stm32f4xx_ith

' @ | MDK-ARM

I =- j Src

: main.c

: stm32fhox_hal_msp.c

: stm32#xx_itc

: system_stm32fhocc

| @ ) TrueSTUDIO

- readme.t
Release_Notes html
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2.2 HAL data structures
Each HAL driver can contain the following data structures:

e  Peripheral handle structures
¢ |Initialization and configuration structures
e  Specific process structures.

2.2.1 Peripheral handle structures

The APIs have a modular generic multi-instance architecture that allows working with
several IP instances simultaneous.

PPP_HandleTypeDef *handle is the main structure that is implemented in the HAL
drivers. It handles the peripheral/module configuration and registers and embeds all the
structures and variables needed to follow the peripheral device flow.

The peripheral handle is used for the following purposes:

e  Multi-instance support: each peripheral/module instance has its own handle. As a
result instance resources are independent.

o  Peripheral process intercommunication: the handle is used to manage shared data
resources between the process routines.
Example: global pointers, DMA handles, state machine.

e  Storage : this handle is used also to manage global variables within a given HAL
driver.

An example of peripheral structure is shown below:

typedef struct
{

USART_ TypeDef *Instance; /* USART registers base address */
USART InitTypeDef Init; /* Usart communication parameters */
uint8 t *pTxBuffPtr;/* Pointer to Usart Tx transfer Buffer */
uintlé t TxXferSize; /* Usart Tx Transfer size v

__I0 uintlé6_t TxXferCount;/* Usart Tx Transfer Counter v
uint8 t *pRxBuffPtr;/* Pointer to Usart Rx transfer Buffer */
uintlé6 t RxXferSize; /* Usart Rx Transfer size =y

IO uintlé6_t RxXferCount; /* Usart Rx Transfer Counter w/
DMA HandleTypeDef *hdmatx; /* Usart Tx DMA Handle parameters */
DMA HandleTypeDef *hdmarx; /* Usart Rx DMA Handle parameters */
HAL LockTypeDef Lock; /* Locking object =y

IO HAL USART StateTypeDef State; /* Usart communication state w/
IO HAL USART ErrorTypeDef ErrorCode;/* USART Error code v

}USART_HandleTypeDef;

1) The multi-instance feature implies that all the APIs used in the application are
re-entrant and avoid using global variables because a subroutine can fail to be re-
entrant if they rely on a global variable to remain unchanged but that variable is
modified when the subroutine is recursively invoked. For this reason, the following
rules are respected:

e Re-entrant code does not hold any static (or global) non-constant data: re-
entrant functions can work with global data. For example, a re-entrant
interrupt service routine can grab a piece of hardware status to work with
(e.g. serial port read buffer) which is not only global, but volatile. Still, typical
use of static variables and global data is not advised, in the sense that only
atomic read-modify-write instructions should be used in these variables. It
should not be possible for an interrupt or signal to occur during the execution
of such an instruction.

3
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e Reentrant code does not modify its own code.

2) When a peripheral can manage several processes simultaneously using the
DMA (full duplex case), the DMA interface handle for each process is added in the
PPP_HandleTypeDef.

3) For the shared and system peripherals, no handle or instance object is used.
The peripherals concerned by this exception are the following:

GPIO
SYSTICK
NVIC
PWR
RCC

e FLASH.

Initialization and configuration structure

These structures are defined in the generic driver header file when it is common to all part
numbers. When they can change from one part number to another, the structures are
defined in the extension header file for each part number.

typedef struct

{

uint32_ t BaudRate; /*1< This member configures the UART communication baudrate.*/
uint32 t WordLength; /*!< Specifies the number of data bits transmitted or received
in a frame.*/

uint32 t StopBits; /*!< Specifies the number of stop bits transmitted.*/

uint32 t Parity; /*1< Specifies the parity mode. */

uint32 t Mode; /*!< Specifies wether the Receive or Transmit mode is enabled or
disabled.*/

uint32 t HwFlowCtl; /*!< Specifies wether the hardware flow control mode is enabled
or disabled.*/

uint32 t OverSampling; /*!< Specifies wether the Over sampling 8 is enabled or
disabled,

to achieve higher speed (up to fPCLK/8).%*/

}UART_ InitTypeDef;

The config structure is used to initialize the sub-modules or sub-instances. See
below example:

HAL ADC ConfigChannel (ADC HandleTypeDef* hadc, ADC ChannelConfTypeDef*
sConfig)

Specific process structures

The specific process structures are used for specific process (common APIs). They are
defined in the generic driver header file.

Example:

HAL PPP Process (PPP _HandleTypeDef* hadc,PPP ProcessConfig* sConfig)

3
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API classification

The HAL APIs are classified into three categories:

e  Generic APIs: common generic APIs applying to all STM32 devices. These APIs are
consequently present in the generic HAL drivers files of all STM32 microcontrollers.

HAL StatusTypeDef HAL ADC Init (ADC_HandleTypeDef* hadc); HAL StatusTypeDef

HAL ADC DelInit (ADC HandleTypeDef *hadc); HAL StatusTypeDef

HAL ADC Start (ADC HandleTypeDef* hadc); HAL StatusTypeDef

HAL ADC Stop (ADC HandleTypeDef* hadc); HAL StatusTypeDef

HAL ADC Start IT(ADC HandleTypeDef* hadc); HAL StatusTypeDef

HAL ADC Stop IT(ADC HandleTypeDef* hadc); void HAL ADC IRQHandler (ADC_ HandleTypeDef*

hadc) ;

e Extension APIs: This set of APl is divided into two sub-categories :
—  Family specific APIs: APIs applying to a given family. They are located in the
extension HAL driver file (see example below related to the ADC).
HAL StatusTypeDef HAL ADCEx InjectedStop (ADC HandleTypeDef* hadc); HAL StatusTypeDef
HAL ADCEx InjectedStop IT (ADC HandleTypeDef* hadc); HAL StatusTypeDef

HAL ADCEx InjectedStart (ADC HandleTypeDef* hadc); HAL StatusTypeDef
HAL ADCEx_ InjectedStart IT(ADC_HandleTypeDef* hadc) ;

—  Device part number specific APIs: These APIs are implemented in the
extension file and delimited by specific define statements relative to a given part
number.

#if defined (STM32F427xx) ||

defined (STM32F437xx) ||

defined (STM32F429xx) ||

defined (STM32F439xx)

HAL StatusTypeDef HAL FLASHEx OB SelectPCROP (void); HAL StatusTypeDef

HAL FLASHEx OB DeSelectPCROP (void) ;
#endif /* STM32F427xx || STM32F437xx || STM32F429xx || STM32F439xx || */

The data structure related to the specific APIs is delimited by the device part number define
statement. It is located in the corresponding extension header C file.

The following table summarizes the location of the different categories of HAL APIs in the
driver files.

Table 4: APis classification

Generic file Extension file
Common APIs X x®
Family specific APIs X
Device specific APIs X

Notes:

®in some cases, the implementation for a specific device part number may change . In this case the generic API
is declared as weak function in the extension file. The API is implemented again to overwrite the default function

Family specific APIs are only related to a given family. This means that if a
specific APl is implemented in another family, and the arguments of this latter
family are different, additional structures and arguments might need to be added.
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The IRQ handlers are used for common and family specific processes.

2.4 Devices supported by HAL drivers

3
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Table 5: List of devices supported by HAL drivers

IPIModule STM32F405x | STM32F415x | STM32F407x | STM32F417x | STM32F427x | STM32F437x | STM32F429x | STM32F439x | STM32F401x | STM32F401x | STM32F446x
X X X X X X X X C E X
stm32fdxx_hal.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_adc.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_adc_ex.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_can.c Yes Yes Yes Yes Yes Yes Yes Yes No No Yes
stm32f4xx_hal_cec.c No No No No No No No No No No Yes
stm32f4xx_hal_cortex.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_crc.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_cryp.c No Yes No Yes No Yes No Yes No No No
stm32f4xx_hal_cryp_ex.c No Yes No Yes No Yes No Yes No No No
stm32f4xx_hal_dac.c Yes Yes Yes Yes Yes Yes Yes Yes No No Yes
stm32f4xx_hal_dac_ex.c Yes Yes Yes Yes Yes Yes Yes Yes No No Yes
stm32f4xx_hal_dcmi.c No No Yes Yes Yes Yes Yes Yes No No Yes
stm32f4xx_hal_dcmi_ex.c No No Yes Yes Yes Yes Yes Yes No No Yes
stm32f4xx_hal_dma.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_dma2d.c No No No No Yes Yes Yes Yes No No No
stm32f4xx_hal_dma_ex.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_eth.c No No Yes Yes Yes Yes Yes Yes No No No
stm32f4xx_hal_flash.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_flash_ex.c No No No No Yes Yes Yes Yes Yes Yes Yes
stm32fdxx_hal_fmpi2c.c No No No No No No No No No No Yes
stm32f4xx_h.?|_fmpi20_ex No No No No No No No No No No Yes
stm32f4xx_hal_gpio.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
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IPIModule STM32F405x | STM32F415x | STM32F407x | STM32F417x | STM32F427x | STM32F437x | STM32F429x | STM32F439x | STM32F401x | STM32F401x | STM32F446x
X X X X X X X X C E X
stm32f4xx_hal_hash.c No Yes No Yes No Yes No Yes No No No
stm32f4xx_hal_hash_ex.c No No No No No Yes No Yes No No No
stm32f4xx_hal_hcd.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_i2c.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_i2c_ex.c No No No No Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_i2s.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32fdxx_hal_irda.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_iwdg.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_ltdc.c No No No No No No Yes Yes No No No
stm32f4xx_hal_nand.c Yes Yes Yes Yes Yes Yes Yes Yes No No Yes
stm32f4xx_hal_nor.c Yes Yes Yes Yes Yes Yes Yes Yes No No Yes
stm32f4xx_hal_pccard.c Yes Yes Yes Yes Yes Yes Yes Yes No No No
stm32fdxx_hal_pcd.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_pwr.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_pwr_ex.c No No No No Yes Yes Yes Yes No No Yes
stm32fdxx_hal_qspi.c No No No No No No No No No No Yes
stm32fdxx_hal_rcc.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_rcc_ex.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_rng.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No
stm32f4xx_hal_rtc.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_rtc_ex.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_sai.c No No No No Yes Yes Yes Yes No No
stm32fdxx_hal_sd.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
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IPIModule STM32F405x | STM32F415x | STM32F407x | STM32F417x | STM32F427x | STM32F437x | STM32F429x | STM32F439x | STM32F401x | STM32F401x | STM32F446x
X X X X X X X X C E X
stm32f4xx_hal_sdram.c No No No No Yes Yes Yes Yes No No Yes
Sthzmxx-ﬁg'-smartcard Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_spdifrx.c No No No No No No No No No No Yes
stm32f4xx_hal_spi.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_sram.c Yes Yes Yes Yes Yes Yes Yes Yes No No Yes
stm32f4xx_hal_tim.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_tim_ex.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_uart.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_usart.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_hal_wwdg.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32f4xx_ll_fmc.c No No No No Yes Yes Yes Yes No No Yes
stm32fdxx_Il_fsmc.c Yes Yes Yes Yes No No No No No No No
stm32f4xx_ll_sdmmc.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
stm32fdxx_II_ush.c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
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HAL drivers rules

HAL API naming rules

The following naming rules are used in HAL drivers:
Table 6: HAL API naming rules

Generic Family specific Device specific
nzlal:rzlwis stm32f4xx_hal_ppp (c/h) stm32f4xx_hal_ppp_ex (c/h) stm32f4xx_ hal_ppp_ex (c/h)
Module
name HAL_PPP_ MODULE
Functio HAL_PPP_Function HAL_PPPEXx_Function HAL_PPPEx_Function
N name HAL_PPP_FeatureFunction_ | HAL_PPPEx_FeatureFunction_ | HAL_PPPEXx_FeatureFunction_
MODE MODE MODE
Handle
name PPP_HandleTypedef NA NA
Init

S":ft“ PPP_InitTypeDef NA PPP_InitTypeDef

name

Enum HAL_PPP_StructnameTypeD NA NA

name ef

o  The PPP prefix refers to the peripheral functional mode and not to the peripheral itself.
For example, if the USART, PPP can be USART, IRDA, UART or SMARTCARD
depending on the peripheral mode.

e  The constants used in one file are defined within this file. A constant used in several
files is defined in a header file. All constants are written in uppercase, except for
peripheral driver function parameters.
typedef variable names should be suffixed with _TypeDef.

Registers are considered as constants. In most cases, their name is in uppercase and
uses the same acronyms as in the STM32F4xx reference manuals.

o  Peripheral registers are declared in the PPP_TypeDef structure (e.g. ADC_TypeDef)
in stm32f4xxx.h header file. stm32f4xxx.h corresponds to stm32f401xc.h,
stm32f401xe.h, stm32f405xx.h, stm32f415xx.h, stm32f407xx.h, stm32f417xx.h,
stm32f427xx.h, stm32f437xx.h, stm32f429xx.h or stm32f439xx.h

e  Peripheral function names are prefixed by HAL_, then the corresponding peripheral
acronym in uppercase followed by an underscore. The first letter of each word is in
uppercase (e.g. HAL_UART_Transmit()). Only one underscore is allowed in a function
name to separate the peripheral acronym from the rest of the function name.

e  The structure containing the PPP peripheral initialization parameters are named
PPP_InitTypeDef (e.g. ADC_InitTypeDef).

e  The structure containing the Specific configuration parameters for the PPP peripheral
are named PPP_xxxxConfTypeDef (e.g. ADC_ChannelConfTypeDef).

e  Peripheral handle structures are named PPP_HandleTypedef (e.g
DMA_HandleTypeDef)

e The functions used to initialize the PPP peripheral according to parameters specified
in PPP_InitTypeDef are named HAL_PPP_Init (e.g. HAL_TIM_Init()).

e  The functions used to reset the PPP peripheral registers to their default values are
named PPP_Delnit, e.g. TIM_Delnit.
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e  The MODE suffix refers to the process mode, which can be polling, interrupt or DMA.
As an example, when the DMA is used in addition to the native resources, the function

should be called: HAL_PPP_Function_DMA ().
e  The Feature prefix should refer to the new feature.

Example: HAL_ADC_InjectionStart() refers to the injection mode

HAL general naming rules

e For the shared and system peripherals, no handle or instance object is used. This rule

applies to the following peripherals:
- GPIO

- SYSTICK

- NvIC

- RCC

—  FLASH.

Example: The HAL_GPIO_Init() requires only the GPIO address and its configuration

parameters.

HAL StatusTypeDef HAL GPIO Init (GPIO TypeDef* GPIOx, GPIO InitTypeDef *Init)

{
/*GPIO Initialization body */

}

e  The macros that handle interrupts and specific clock configurations are defined in
each peripheral/module driver. These macros are exported in the peripheral driver
header files so that they can be used by the extension file. The list of these macros is
defined below: This list is not exhaustive and other macros related to peripheral
features can be added, so that they can be used in the user application.

Table 7: Macros handling interrupts and specific clock configurations

Macros Description
__HAL_PPP_ENABLE_IT(_HANDLE_ , INTERRUPT ) Enables aiiﬁieeﬁlljlgtperlpheral
__HAL_PPP_DISABLE_IT(_HANDLE__, INTERRUPT ) Disables aiﬁfeerfff,'oct peripheral

__HAL_PPP_GET IT (_HANDLE__, _INTERRUPT _) | Getsa Spec'f";gstﬂshera' Interrupt
Clears a specific peripheral
__HAL_PPP_CLEAR_IT (_HANDLE_, _INTERRUPT ) nterrupt Status
__HAL_PPP_GET_FLAG (_HANDLE_ , FLAG_) Gets a Spec'sft'gtﬂ‘:”phera' flag
__HAL_PPP_CLEAR_FLAG (_ HANDLE__, _FLAG_) Clears a Speg'tg‘;uie“phera' flag
_ HAL_PPP_ENABLE(__HANDLE_ ) Enables a peripheral
__HAL_PPP_DISABLE(__HANDLE_ ) Disables a peripheral
__HAL_PPP_XXXX (_HANDLE__, _PARAM_) Specific PPP HAL driver macro
__HAL_PPP_GET_IT_SOURCE (_ HANDLE__, Checks the source of specified
INTERRUPT _) interrupt

features are located in the stm32f4xx_hal_cortex.c file.
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e When a status bit or a flag is read from registers, it is composed of shifted values
depending on the number of read values and of their size. In this case, the returned
status width is 32 bits. Example : STATUS = XX | (YY << 16) or STATUS=".

e  The PPP handles are valid before using the HAL_PPP_Init() API. The init function
performs a check before modifying the handle fields.

HAL PPP Init (PPP_HandleTypeDef)

if (hppp == NULL)

{
return HAL ERROR;

}

e  The macros defined below are used:
—  Conditional macro:#define ABS(x) (((x) > 0) ? (X) : -(X))
—  Pseudo-code macro (multiple instructions macro):

#define _ HAL LINKDMA( HANDLE , _ PPP DMA FIELD , _ DMA HANDLE ) \
dof{ \

(__HANDLE )-> PPP DMA FIELD = &(_DMA HANDLE ); \

(__DMA HANDLE ) .Parent = (_ HANDLE ); \

} while (0)

HAL interrupt handler and callback functions
Besides the APIs, HAL peripheral drivers include:

. HAL_PPP_IRQHandler() peripheral interrupt handler that should be called from
stm32f4xx_it.c

. User callback functions.

The user callback functions are defined as empty functions with “weak” attribute. They
have to be defined in the user code.

There are three types of user callbacks functions:

. Peripheral system level initialization/ de-Initialization callbacks: HAL_PPP_Msplnit()
and HAL_PPP_MspDelnit

. Process complete callbacks : HAL_PPP_ProcessCpltCallback

. Error callback: HAL_PPP_ErrorCallback.

Table 8: Callback functions

Callback functions Example

Ex: HAL_USART_Msplnit()

HAL_PPP_MsplInit() / _Delnit() Called from HAL_PPP_Init() API function to perform peripheral
system level initialization (GPIOs, clock, DMA, interrupt)

Ex: HAL_USART_TxCpltCallback

HAL_PPP_ProcessCpltCallback | Called by peripheral or DMA interrupt handler when the process
completes

Ex: HAL_USART_ErrorCallback

HAL_PPP_ErrorCallback Called by peripheral or DMA interrupt handler when an error
oceurs
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HAL generic APIs

The generic APIs provide common generic functions applying to all STM32 devices. They
are composed of four APIs groups:

e Initialization and de-initialization functions:HAL_PPP_Init(), HAL_PPP_Delnit()

e |0 operation functions: HAL_PPP_Read(), HAL_PPP_Write(),HAL_PPP_Transmit(),
HAL _PPP_Receive()

e  Control functions:HAL_PPP_Set (), HAL_PPP_Get ().

e  State and Errors functions: HAL_PPP_GetState (), HAL_PPP_GetError ().

For some peripheral/module drivers, these groups are modified depending on the
peripheral/module implementation.

Example: in the timer driver, the API grouping is based on timer features (PWM, OC, IC...).

The initialization and de-initialization functions allow initializing a peripheral and configuring
the low-level resources, mainly clocks, GPIO, alternate functions (AF) and possibly DMA
and interrupts. The HAL_Delnit()function restores the peripheral default state, frees the
low-level resources and removes any direct dependency with the hardware.

The 10 operation functions perform a row access to the peripheral payload data in write
and read modes.

The control functions are used to change dynamically the peripheral configuration and set
another operating mode.

The peripheral state and errors functions allow retrieving in runtime the peripheral and data
flow states, and identifying the type of errors that occurred. The example below is based on
the ADC peripheral. The list of generic APIs is not exhaustive. It is only given as an
example.

Table 9: HAL generic APIs

AUDET Common API Name Description
Group
This function initializes the peripheral and
HAL_ADC_Init() configures the low -level resources (clocks,
Initialization GPIO, AF..)
group This function restores the peripheral default state,
HAL_ADC_Delnit() frees the low-level resources and removes any

direct dependency with the hardware.

This function starts ADC conversions when the

HAL_ADC_Start () polling method is used

This function stops ADC conversions when the

HAL_ADC_Stop () polling method is used

This function allows waiting for the end of
conversions when the polling method is used. In
this case, a timout value is specified by the user
group according to the application.

IO operation HAL_ADC_PollForConversion()

This function starts ADC conversions when the

HAL_ADC_Start_IT() interrupt method is used

This function stops ADC conversions when the

HAL_ADC_Stop_IT( interrupt method is used

HAL_ADC_IRQHandler() This function handles ADC interrupt requests
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Function
Group

Common APl Name Description

Callback function called in the IT subroutine to

HAL_ADC_ConvCpltCallback() | indicate the end of the current process or when a

DMA transfer has completed

HAL_ADC_ErrorCallback()

Callback function called in the IT subroutine if a
peripheral error or a DMA transfer error occurred

Control group

This function configures the selected ADC regular

HAL_ADC_ConfigChannel() channel, the corresponding rank in the sequencer

and the sample time

HAL_ADC_AnalogWDGConfig

This function configures the analog watchdog for
the selected ADC

State and

HAL_ADC_GetState()

This function allows getting in runtime the
peripheral and the data flow states.

Errors group

HAL_ADC_GetError()

This fuction allows getting in runtime the error
that occurred during IT routine

HAL extension APIs

HAL extension model overview

The extension APIs provide specific functions or overwrite modified APIs for a specific
family (series) or specific part number within the same family.

The extension model consists of an additional file, stm32f4xx_hal_ppp_ex.c, that includes
all the specific functions and define statements (stm32f4xx_hal_ppp_ex.h) for a given part

number.

Below an example based on the ADC peripheral:
Table 10: HAL extension APIs

Function Group

Common APl Name

HAL_ADCEX_InjectedStart()

This function starts injected channel ADC conversions when
the polling method is used

HAL_ADCEX_InjectedStop()

This function stops injected channel ADC conversions when
the polling method is used

HAL_ADCEX_InjectedStart_IT()

This function starts injected channel ADC conversions when
the interrupt method is used

HAL_ADCEX_InjectedStop_IT()

This function stops injected channel ADC conversions when
the interrupt method is used

HAL_ADCEXx_InjectedConfigChannel()

This function configures the selected ADC Injected channel
(corresponding rank in the sequencer and sample time)
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2.7.2 HAL extension model cases

The specific IP features can be handled by the HAL drivers in five different ways. They are
described below.

Casel: Adding a part number-specific function

When a new feature specific to a given device is required, the new APIs are added in the
stm32f4xx_hal_ppp_ex.c extension file. They are named HAL_PPPEx_Function().

Figure 2: Adding device-specific functions

(@
E:S".'

1! stm32f4xx_hal ex.c stm32fdxx_hal ex.h
stm32fdxx_hal_ppp.c L -nal_PPP_ _hal_PpPp_

I Specific API I
Example: stm32f4xx_hal_flash_ex.c/h

#if defined (STM32F427xx) || defined(STM32F437xx) || defined (STM32F429xx) | |
defined (STM32F439xx)

HAL StatusTypeDef HAL FLASHEx OB SelectPCROP (void) ;

HAL StatusTypeDef HAL FLASHEx OB DeSelectPCROP (void);

#endif /* STM32F427xx ||STM32F437xx || STM32F429xx || STM32F439xx || */

Case2: Adding a family-specific function

In this case, the API is added in the extension driver C file and named
HAL_PPPEXx_Function ().

Figure 3: Adding family-specific functions

c?® I

]
stm32fdxx_hal ex.c stm32fdxx_hal ex.h
stm32faxx_hal_ppp.c ] —E-PRR —aRRR

“Family specific”
API

Example: stm32f4xx_hal_adc_ex.c/h

HAL StatusTypeDef HAL ADCEx InjectedStop (ADC HandleTypeDef* hadc);

HAL StatusTypeDef HAL ADCEx InjectedStop IT (ADC HandleTypeDef* hadc);
HAL StatusTypeDef HAL ADCEx InjectedStart (ADC HandleTypeDef* hadc) ;
HAL StatusTypeDef HAL ADCEx InjectedStart IT (ADC_HandleTypeDef* hadc) ;

3
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Case3 : Adding a new peripheral (specific to a device belonging to a given
family)

When a peripheral which is available only in a specific device is required, the APIs
corresponding to this new peripheral/module are added in stm32f4xx_hal_newppp.c.
However the inclusion of this file is selected in the stm32fxx_hal_conf.h using the macro:

#define HAL NEWPPP MODULE ENABLED

Figure 4: Adding new peripherals
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Example: stm32f4xx_hal_sai.c/h

Case4: Updating existing common APIs

In this case, the routines are defined with the same names in the stm32f4xx_hal_ppp_ex.c
extension file, while the generic API is defined as weak, so that the compiler will overwrite
the original routine by the new defined function.

Figure 5: Updating existing APIs

I
I
I1
I
I
I
stm32f4xx_hal_ppp.c 1

I

stm32fdxx_hal_ppp_ex.c stm32fdxx_hal_ppp_ex.h

U
=

Original Common “Device specific”
API (weak) Common API

Caseb5 : Updating existing data structures

The data structure for a specific device part number (e.g. PPP_InitTypeDef) can have
different fields. In this case, the data structure is defined in the extension header file and
delimited by the specific part number define statement.

Example:

#if defined (STM32F401xx)
typedef struct

{

()

}PPP_InitTypeDef;

#endif /* STM32F401xx */
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File inclusion model

The header of the common HAL driver file (stm32f4xx_hal.h) includes the common
configurations for the whole HAL library. It is the only header file that is included in the user
sources and the HAL C sources files to be able to use the HAL resources.

Figure 6: File inclusion model

Stm32faxx_hal_ppp.c

N

Stm32f4xx_hal.h Stm32f4xx_hal_conf.h Stm32faxx_hal_ppp.h  Stm32fdxx_hal_ppp_ex.h
.h L] . ® . L ] .
/ Stm32fdxx_hal_defh

Stm32fdxx_hal_ppp.c I I
L]

stm32f405xx.h
stm32f415xx.h
stm32f407xx.h Stm32faxx.h

stm32f417xx.h

stm32f427xx.h -

stm32f437xx.h -
stm32f429xx.h i P

stm32f439xx.h : Y- - flfmm—
stm32f401xx.h P Root Part ®

Number Define

o e (e

A PPP driver is a standalone module which is used in a project. The user must enable the
corresponding USE_HAL_PPP_MODULE define statement in the configuration file.

/*********************************************************************
* @file stm32f4xx hal conf.h

* @author MCD Application Team

* @version VX.Y.Z * @date dd-mm-yyyy

* @brief This file contains the modules to be used
KAk hkhk kA Ak Ak Ak hhkhkh kA Ak Ak hk bk hk Ak kA hkhk ko hk Ak hkhkhk ko hk ko hk kA hkhkhkhkhkhkhk bk hkhkhkhkhkhkhkhkhkhkhkhkhkhkhkrkhhkhkhkxkx

(...)

#define USE HAL USART MODULE
#define USE HAL IRDA MODULE
#define USE_HAL DMA MODULE
#define USE HAL RCC MODULE
()

HAL common resources

The common HAL resources, such as common define enumerations, structures and
macros, are defined in stm32f4xx_hal_def.h.The main common define enumeration is
HAL_StatusTypeDef.

e HAL Status The HAL status is used by almost all HAL APIs, except for boolean
functions and IRQ handler. It returns the status of the current API operations. It has
four possible values as described below:
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Typedef enum

{

HAL OK = 0x00,

HAL ERROR = 0x01,
HAL BUSY = 0x02,

HAL TIMEOUT = 0x03

} HAL StatusTypeDef;

e HAL Locked The HAL lock is used by all HAL APIs to prevent accessing by accident
shared resources.

typedef enum

{

HAL UNLOCKED = 0x00, /*!<Resources unlocked */

HAL LOCKED = 0x01 /*!< Resources locked */
} HAL LockTypeDef;

In addition to common resources, the stm32f4xx_hal_def.h file calls the stm32f4xx.h file in
CMSIS library to get the data structures and the address mapping for all peripherals:

—  Declarations of peripheral registers and bits definition.
—  Macros to access peripheral registers hardware (Write register, Read
register...etc.).
. Common macros
—  Macro defining HAL_MAX_DELAY

#define HAL MAX DELAY OxFFFFFFFF

—  Macro linking a PPP peripheral to a DMA structure pointer:

HAL LINKDMA();#define  HAL LINKDMA( HANDLE , PPP DMA FIELD ,  DMA HANDLE ) \

do{ \

(_HANDLE )-> PPP DMA FIELD = &( DMA HANDLE ); \
(__DMA HANDLE ).Parent = (_ HANDLE ); \

} while (0)

HAL configuration

The configuration file, stm32f4xx_hal_conf.h, allows customizing the drivers for the user
application. Modifying this configuration is not mandatory: the application can use the
default configuration without any modification.

To configure these parameters, the user should enable, disable or modify some options by
uncommenting, commenting or modifying the values of the related define statements as
described in the table below:

Table 11: Define statements used for HAL configuration

Configuration item Description Default Value

Defines the value of the external
oscillator (HSE) expressed in Hz.
HSE_VALUE The user must adjust this define 25 000 000 (Hz)
statement when using a different

crystal value.

Timeout for HSE start up,

. 5000
expressed in ms

HSE_STARTUP_TIMEOUT

Defines the value of the internal

HSI_VALUE oscillator (HSI) expressed in Hz.

16 000 000 (Hz)

This value is used by the
I12S/SAI HAL module to compute
EXTERNAL_CLOCK_VALUE the 12S/SAl clock source 12288000 (Hz)
frequency, this source is inserted

directly through 12S_CKIN pad.
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Configuration item Description Default Value
VDD_VALUE VDD value 3300 (mV)
USE_RTOS Enables the use of RTOS FALSE (for future use)
PREFETCH_ENABLE Enables prefetch feature TRUE
INSTRUCTION_CACHE_ENABLE Enables instruction cache TRUE
DATA_CACHE_ENABLE Enables data cache TRUE

USE HAL_PPP_MODULE

Enables module to be used in
the HAL driver

MAC_ADDRX

Ethernet peripheral
configuration : MAC address

ETH_RX_BUF_SIZE

Ethernet buffer size for receive

ETH_MAX_PACKET_SIZE

ETH_TX_BUF_SIZE

Ethernet buffer size for trasmit

ETH_MAX_PACKET_SIZE

The number of Rx buffers of

ETH_RXBUFNS size ETH_RX_BUF_SIZE 4
The number of Tx buffers of size
ETH_TXBUFNB ETH_RX_BUF_SIZE 4
DP83848_PHY_ADDRESS DB83848 Ethemet PHY 0x01
— — Address
PHY Reset delay these values
PHY_RESET_DELAY are based on a 1 ms Systick 0x000000FF
interrupt
PHY_CONFIG_DELAY PHY Configuration delay O0xO00000FFF

PHY_BCR PHY_BSR

Common PHY Registers

PHY_SR PHY_MICR PHY_MISR

Extended PHY registers

The stm32f4xx_hal_conf_template.h file is located in the HAL drivers Inc folder. It
should be copied to the user folder, renamed and modified as described above.

By default, the values defined in the stm32f4xx_hal_conf_template.h file are the
same as the ones used for the examples and demonstrations. All HAL include
files are enabled so that they can be used in the user code without modifications.
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HAL system peripheral handling

This chapter gives an overview of how the system peripherals are handled by the HAL
drivers. The full API list is provided within each peripheral driver description section.

Clock

Two main functions can be used to configure the system clock:

¢ HAL_RCC_OscConfig (RCC_OscInitTypeDef *RCC_OsclInitStruct). This function
configures/enables multiple clock sources (HSE, HSI, LSE, LSI, PLL).

e HAL_RCC_ClockConfig (RCC_CIkInitTypeDef *RCC_CIklInitStruct, uint32_t
FLatency). This function
—  Selects the system clock source
—  Configures AHB, APB1 and APB2 clock dividers
—  Configures the number od Flash memory wait states
— Updates the SysTick configuration when HCLK clock changes.

Some peripheral clocks are not derived from the system clock (RTC, SDIO, 12S, SAI, Audio
PLL...). In this case, the clock configuration is performed by an extended API defined in
stm32f4xx_hal_ppp_ex.c: HAL_RCCEXx_PeriphCLKConfig(RCC_PeriphCLKInitTypeDef
*PeriphClIkinit).

Additional RCC HAL driver functions are available:

e HAL_RCC_Delnit() Clock de-init function that return clock configuration to reset state

e  Get clock functions that allow retreiving various clock configurations (system clock,
HCLK, PCLK1, PCLK2, ...)

e MCO and CSS configuration functions

A set of macros are defined in stm32f4xx_hal_rcc.h. They allows executing elementary
operations on RCC block registers, such as peripherals clock gating/reset control:

e  PPP_CLK ENABLE/__PPP_CLK _DISABLE to enable/disable the peripheral clock

e  PPP _FORCE_RESET/__PPP_RELEASE_RESET to force/release peripheral reset
__ PPP_CLK_SLEEP_ENABLE/__PPP_CLK_SLEEP_DISABLE to enable/disable the
peripheral clock during low power (Sleep) mode.

GPIOs

GPIO HAL APIs are the following:

. HAL_GPIO_lInit() / HAL_GPIO_Delnit()
. HAL_GPIO_ReadPin() / HAL_GPIO_WritePin()
. HAL_GPIO_TogglePin ().

In addition to standard GPIO modes (input, output, analog), pin mode can be configured as
EXTI with interrupt or event generation.

When selecting EXTI mode with interrupt generation, the user must call
HAL_GPIO_EXTI_IRQHandler() from stm32f4xx_it.c and implement
HAL_GPIO_EXTI_Callback()

The table below describes the GPIO_InitTypeDef structure field.

3
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Table 12: Description of GPIO_InitTypeDef structure

Structure
field

Description

Pin

Specifies the GPIO pins to be configured.
Possible values: GPIO_PIN_x or GPIO_PIN_AIl, where x[0..15]

Mode

Specifies the operating mode for the selected pins: GPIO mode or EXTI mode.
Possible values are:

GPIO mode

—  GPIO_MODE_INPUT : Input Floating

— GPIO_MODE_OUTPUT_PP : Output Push Pull

- GPIO_MODE_OUTPUT_OD : Output Open Drain

- GPIO_MODE_AF_PP : Alternate Function Push Pull

GPIO_MODE_AF_OD : Alternate Function Open Drain

— GPIO_MODE_ANALOG : Analog mode

External Interrupt Mode

- GPIO_MODE_IT_RISING : Rising edge trigger detection

- GPIO_MODE_IT_FALLING : Falling edge trigger detection

— GPIO_MODE_IT_RISING_FALLING : Rising/Falling edge trigger
detection

External Event Mode

— GPIO_MODE_EVT_RISING : Rising edge trigger detection

— GPIO_MODE_EVT_FALLING : Falling edge trigger detection

— GPIO_MODE_EVT_RISING_FALLING: Rising/Falling edge trigger
detection

Pull

Specifies the Pull-up or Pull-down activation for the selected pins.
Possible values are:
GPIO_NOPULL
GPIO_PULLUP
GPIO_PULLDOWN

Speed

Specifies the speed for the selected pins
Possible values are:
GPIO_SPEED_LOW

GPIO_SPEED_MEDIUM
GPIO_SPEED_FAST
GPIO_SPEED_HIGH
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Structure

field Description

Peripheral to be connected to the selected pins.
Possible values: GPIO_AFx_PPP, where
AFx: is the alternate function index
PPP: is the peripheral instance
Example: use GPIO_AF1_TIM1 to connect TIM1 IOs on AF1.

These values are defined in the GPIO extended driver, since the AF mapping may

Alternate change between product lines.

Refer to the “Alternate function mapping” table in the
datasheets for the detailed description of the system and
peripheral I/O alternate functions.

Please find below typical GPIO configuration examples:

. Configuring GPIOs as output push-pull to drive external

LEDSGPIO InitStruct.Pin = GPIO PIN 12 | GPIO PIN 13 | GPIO PIN 14 | GPIO PIN 15;
GPIO InitStruct.Mode = GPIO MODE OUTPUT PP;

GPIO InitStruct.Pull = GPIO PULLUP;

GPIO InitStruct.Speed = GPIO_SPEED FAST;

HAL GPIO Init (GPIOD, &GPIO InitStruct);

. Configuring PAO as external interrupt with falling edge sensitivity:

GPIO_InitStructure.Mode = GPIO MODE IT FALLING;
GPIO InitStructure.Pull GPIO NOPULL;

GPIO InitStructure.Pin = GPIO PIN O;

HAL GPIO Init (GPIOA, &GPIO InitStructure);

o Configuring USART3 Tx (PC10, mapped on AF7) as alternate function:

GPIO InitStruct.Pin = GPIO PIN 10;

GPIO InitStruct.Mode GPIO MODE AF PP;

GPIO InitStruct.Pull GPIO PULLUP;

GPIO InitStruct.Speed = GPIO_SPEED FAST;
GPIO InitStruct.Alternate = GPIO AF7 USARTS3;
HAL GPIO Init (GPIOC, &GPIO InitStruct);

Cortex NVIC and SysTick timer

The Cortex HAL driver, stm32f4xx_hal_cortex.c, provides APIs to handle NVIC and
Systick. The supported APIs include:

HAL_NVIC_SetPriorityGrouping()

HAL_NVIC_SetPriority()
HAL_NVIC_EnablelRQ()/HAL_NVIC_DisablelRQ()
HAL_NVIC_SystemReset()

HAL_NVIC_GetPendingIlRQ() / HAL_NVIC_SetPendingIRQ () /
HAL_NVIC_ClearPendingIRQ()

HAL_SYSTICK_Config()

HAL_SYSTICK_CLKSourceConfig()

3
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PWR

The PWR HAL driver handles power management. The features shared between all
STM32 Series are listed below:

. PVD configuration, enabling/disabling and interrupt handling
- HAL_PWR_PVDConfig()
- HAL_PWR_EnablePVD() / HAL_PWR_DisablePVD()
- HAL_PWR_PVD_IRQHandler()
- HAL_PWR_PVDCallback()
. Wakeup pin configuration
- HAL_PWR_EnableWakeUpPin() / HAL_PWR_DisableWakeUpPin()
. Low power mode entry
- HAL_PWR_EnterSLEEPMode()
- HAL_PWR_EnterSTOPMode()
- HAL _PWR_EnterSTANDBYMode()

Depending on the STM32 Series, extension functions are available in
stm32f4xx_hal_pwr_ex. Here are a few examples (the list is not exhaustive)

. Backup domain registers enable/disable
- HAL_PWREx_EnableBkUpReg() / HAL_PWREXx_DisableBkUpReg()

. Flash overdrive control and flash power-down, for STM32F429/F439xx only
- HAL_PWREX_ActivateOverDrive()
- HAL_PWREXx_EnableFlashPowerDown().

EXTI

The EXTI is not considered as a standalone peripheral but rather as a service used by
other peripheral. As a result there are no EXTI APIs but each peripheral HAL driver
implements the associated EXTI configuration and EXTI function are implemented as
macros in its header file.

The first 16 EXTI lines connected to the GPIOs are managed within the GPIO driver. The
GPIO_InitTypeDef structure allows configuring an I/O as external interrupt or external
event.

The EXTI lines connected internally to the PVD, RTC, USB, and COMP are configured
within the HAL drivers of these peripheral through the macros given in the table below. The
EXTI internal connections depend on the targeted STM32 microcontroller (refer to the
product datasheet for more details):

Table 13: Description of EXTI configuration macros

Macros Description

Defines the EXTI line connected to the internal peripheral.

Example:
PPP_EXTI_LINE_FUNCTION #define PWR_EXTI_LINE_PVD ((uint32_t)0x00010000)
[*1<External interrupt line 16 Connected to the PVD EXTI
Line */

Enables a given EXTI line
__HAL_PPP_EXTI_ENABLE_IT(__EXTI_LINE_) Example:
__HAL_PVD_EXTI_ENABLE_IT(PWR_EXTI_LINE_PVD)
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Macros Description

Disables a given EXTI line.
__HAL_PPP_EXTI_DISABLE_IT(__EXTI_LINE_ ) Example:
__HAL_PVD_EXTI_DISABLE_IT(PWR_EXTI_LINE_PVD)

Gets a given EXTI line interrupt flag pending bit status.
_ HAL_PPP_EXTI_GET_FLAG(__EXTI_LINE_) Example:
__HAL_PVD_EXTI_GET_FLAG(PWR_EXTI_LINE_PVD)

Clears a given EXTI line interrupt flag pending bit.

__HAL_PPP_EXTI_CLEAR_FLAG(__EXTI_LINE_ Example;
) __HAL_PVD_EXTI|_CLEAR_FLAG(PWR_EXTI_LINE_PV
D)
Generates a software interrupt for a given EXTI line.
__HAL_PPP_EXTI_GENERATE_SWIT Example:
(__EXTI_LINE_) __HAL_PVD_EXTI_ GENERATE_SWIT

(PWR_EXTI_LINE_PVD)

If the EXTI interrupt mode is selected, the user application must call
HAL_PPP_FUNCTION_IRQHandler() (for example HAL_PWR_PVD_IRQHandler()), from
stm32f4xx_it.c file, and implement HAL_PPP_FUNCTIONCallback() callback function (for
example HAL_PWR_PVDCallback().

DMA

The DMA HAL driver allows enabling and configuring the peripheral to be connected to the
DMA Stream (except for internal SRAM/FLASH memory which do not require any
initialization). Refer to the product reference manual for details on the DMA request
corresponding to each peripheral.

For a given stream, HAL_DMA_Init() API allows programming the required configuration
through the following parameters:

Transfer Direction

Source and Destination data formats

Circular, Normal or peripheral flow control mode
Stream Priority level

Source and Destination Increment mode

FIFO mode and its Threshold (if needed)

Burst mode for Source and/or Destination (if needed).

Two operating modes are available:

. Polling mode I/O operation
a. Use HAL_DMA_Start() to start DMA transfer when the source and destination
addresses and the Length of data to be transferred have been configured.
b. Use HAL_DMA_PollForTransfer() to poll for the end of current transfer. In this
case a fixed timeout can be configured depending on the user application.
) Interrupt mode 1/O operation
a. Configure the DMA interrupt priority using HAL_NVIC_SetPriority()
b.  Enable the DMA IRQ handler using HAL_NVIC_EnablelRQ()
c. Use HAL_DMA_Start IT() to start DMA transfer when the source and destination
addresses and the length of data to be transferred have been confgured. In this
case the DMA interrupt is configured.
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d. Use HAL_DMA IRQHandler() called under DMA_IRQHandler() Interrupt
subroutine

e. When data transfer is complete, HAL_DMA_IRQHandler() function is executed
and a user function can be called by customizing XferCpltCallback and
XferErrorCallback function pointer (i.e. a member of DMA handle structure).

Additional functions and macros are available to ensure efficient DMA management:

. Use HAL_DMA_GetState() function to return the DMA state and
HAL_DMA_GetError() in case of error detection.
. Use HAL_DMA_Abort() function to abort the current transfer

The most used DMA HAL driver macros are the following:

_ HAL_DMA_ENABLE: enablse the specified DMA Stream.

__HAL_DMA_DISABLE: disables the specified DMA Stream.

__HAL_DMA_GET_FS: returns the current DMA Stream FIFO filled level.
__HAL_DMA_GET_FLAG: gets the DMA Stream pending flags.

_ HAL_DMA_CLEAR_FLAG: clears the DMA Stream pending flags.

_ HAL_DMA_ENABLE_IT: enables the specified DMA Stream interrupts.
__HAL_DMA_DISABLE_IT: disables the specified DMA Stream interrupts.

_ HAL_DMA_GET_IT_SOURCE: checks whether the specified DMA stream interrupt
has occurred or not.

When a peripheral is used in DMA mode, the DMA initialization should be done in
the HAL_PPP_Msplnit() callback. In addition, the user application should
associate the DMA handle to the PPP handle (refer to section “HAL 10 operation
functions”).

DMA double-buffering feature is handled as an extension API.

DMA channel callbacks need to be initialized by the user application only in case
of memory-to-memory transfer. However when peripheral-to-memory transfers
are used, these callbacks are automatically initialized by calling a process API
function that uses the DMA.

2.12 How to use HAL drivers
2.12.1 HAL usage models

The following figure shows the typical use of the HAL driver and the interaction between
the application user, the HAL driver and the interrupts.

3

DOCID025834 Rev 2 81/900




Overview of HAL drivers UM1725

2.12.2
21221

82/900

Figure 7: HAL driver model
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Basically, the HAL driver APIs are called from user files and optionally from interrupt
handlers file when the APIs based on the DMA or the PPP peripheral dedicated interrupts

are used.

When DMA or PPP peripheral interrupts are used, the PPP process complete callbacks are
called to inform the user about the process completion in real-time event mode (interrupts).
Note that the same process completion callbacks are used for DMA in interrupt mode.

HAL initialization

HAL global initialization

In addition to the peripheral initialization and de-initialization functions, a set of APIs are
provided to initialize the HAL core implemented in file stm32f4xx_hal.c.

e  HAL_Init(): this function must be called at application startup to

Initialize data/instruction cache and pre-fetch queue

Set Systick timer to generate an interrupt each 1ms (based on HSI clock) with the
lowest priority

Set priority grouping to 4 preemption bits

Call HAL_MsplInit() user callback function to perform system level initializations
(Clock, GPIOs, DMA, interrupts). HAL_Msplnit() is defined as “weak” empty
function in the HAL drivers.

e HAL_Delnit()

Resets all peripherals

DOCID025834 Rev 2 ‘Yl




UM1725 Overview of HAL drivers
—  Calls function HAL_MspDelnit() which a is user callback function to do system
level De-Initalizations.

o  HAL_GetTick(): this function gets current SysTick counter value (incremented in
SysTick interrupt) used by peripherals drivers to handle timeouts.

e HAL_Delay(). this function implements a delay (expressed in milliseconds) using the
SysTick timer.
Care must be taken when using HAL_Delay() since this function provides an accurate
delay (expressed in milliseconds) based on a variable incremented in SysTick ISR.
This means that if HAL_Delay() is called from a peripheral ISR, then the SysTick
interrupt must have highest priority (hnumerically lower) than the peripheral interrupt,
otherwise the caller ISR will be blocked.

In STM32Cube V1.0 implemented in STM32CubeF2 and STM32CubeF4 first
versions, the SysTick timer is used as default timebase. This has been modified to
allow implementing user-defined timebases (such as a general-purpose timer),
keeping in mind that the timebase duration must be kept at 1 ms since all
PPP_TIMEOUT_VALUEs are defined and handled in milliseconds. This
enhancement is implemented in STM32Cube V1.1 that is deployed starting from
STM32CubelL0/FO/F3 and later. This modification is backward compatible with
STM32Cube V1.0 implementation. Functions affecting timebase configurations
are declared as __Weak to allow different implementations in the user file.

2.12.2.2 System clock initialization
The clock configuration is done at the beginning of the user code. However the user can
change the configuration of the clock in his own code. Please find below the typical Clock
configuration sequence:
static void SystemClock Config(void)
{
RCC_ClkInitTypeDef RCC ClkInitStruct;
RCC_OscInitTypeDef RCC OscInitStruct;
/* Enable HSE Oscillator and activate PLL with HSE as source */
RCC OscInitStruct.OscillatorType = RCC OSCILLATORTYPE HSE;
RCC_OscInitStruct.HSEState = RCC_HSE ON; RCC OscInitStruct.PLL.PLLState =
RCC_PLL_ON;
RCC_OscInitStruct.PLL.PLLSource = RCC_PLLSOURCE HSE;
RCC OscInitStruct.PLL.PLLM = 25; RCC OscInitStruct.PLL.PLLN = 336;
RCC OscInitStruct.PLL.PLLP = RCC_PLLP DIV2;
RCC_OscInitStruct.PLL.PLLQ = 7;
HAL RCC OscConfig (&RCC_OscInitStruct);
/* Select PLL as system clock source and configure the HCLK, PCLKl and PCLK2 clocks
dividers */
RCC_ClkInitStruct.ClockType = (RCC_CLOCKTYPE SYSCLK | RCC CLOCKTYPE HCLK |
RCC_CLOCKTYPE PCLK1l | RCC_CLOCKTYPE PCLK2);
RCC_ClkInitStruct.SYSCLKSource = RCC_SYSCLKSOURCE PLLCLK;
RCC ClkInitStruct.AHBCLKDivider = RCC SYSCLK DIV1;
RCC7ClkInitStruct.APBlCLKDiVider = RCCiHCLKiDIV4;
RCC7ClkInitStruct.APBZCLKDiVider = RCCiHCLKiDIV2;
HAL RCC_ClockConfig (&RCC_ClkInitStruct, FLASH LATENCY 5); }

2.12.2.3 HAL MSP initialization process

3

The peripheral initialization is done through HAL_PPP_Init() while the hardware resources
initialization used by a peripheral (PPP) is performed during this initialization by calling
MSP callback function HAL_PPP_Msplnit().

The Msplnit callback performs the low level initialization related to the different additional
hardware resources: RCC, GPIO, NVIC and DMA.
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All the HAL drivers with handles include two MSP callbacks for initialization and de-
initialization:

/**

* @brief Initializes the PPP MSP.

* @param hppp: PPP handle

* @retval None */

void weak HAL PPP MspInit (PPP HandleTypeDef *hppp) {

/* NOTE : This function Should not be modified, when the callback is needed,
the HAL PPP MspInit could be implemented in the user file */

}

/**

* @brief DeInitializes PPP MSP.

* @param hppp: PPP handle

* @retval None */

void  weak HAL PPP MspDeInit (PPP HandleTypeDef *hppp) {

/* NOTE : This function Should not be modified, when the callback is needed,
the HAL PPP MspDelInit could be implemented in the user file */

}

The MSP callbacks are declared empty as weak functions in each peripheral driver. The
user can use them to set the low level initialization code or omit them and use his own
initialization routine.

The HAL MSP callback is implemented inside the stm32f4xx_hal_msp.c file in the user
folders. An stm32f4xx_hal_msp.c file template is located in the HAL folder and should be
copied to the user folder. It can be generated automatically by STM32CubeMX tool and
further modified. Note that all the routines are declared as weak functions and could be
overwritten or removed to use user low level initialization code.

Stm32f4xx_hal_msp.c file contains the following functions:
Table 14: MSP functions

Routine Description
void HAL_Msplnit() Global MSP initialization routine
void HAL_MspDelnit() Global MSP de-initialization routine
void HAL_PPP_Msplnit() PPP MSP initialization routine
void HAL_PPP_MspDelnit() PPP MSP de-initialization routine

By default, if no peripheral needs to be de-initialized during the program execution, the
whole MSP initialization is done in Hal_Msplnit() and MSP De-Initialization in the
Hal_MspDelnit(). In this case the HAL_PPP_Msplnit() and HAL_PPP_MspDelnit() are not
implemented.

When one or more peripherals needs to be de-initialized in run time and the low level
resources of a given peripheral need to be released and used by another peripheral,
HAL_PPP_MspDelnit() and HAL_PPP_Msplnit() are implemented for the concerned
peripheral and other peripherals initialization and de-Initialization are kept in the global
HAL_Msplnit() and the HAL_MspDelnit().

If there is nothing to be initialized by the global HAL_MsplInit() and HAL_MspDelnit(), the
two routines can simply be omitted.
HAL IO operation process

The HAL functions with internal data processing like Transmit, Receive, Write and Read
are generally provided with three data processing modes as follows:

e  Polling mode
e Interrupt mode
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e DMA mode
2.12.3.1 Polling mode
In polling mode, the HAL functions return the process status when the data processing in
blocking mode is complete. The operation is considered complete when the function
returns the HAL_OK status, otherwise an error status is returned. The user can get more
information through the HAL_PPP_GetState() function. The data processing is handled
internally in a loop. A timeout (expressed in ms) is used to prevent process hanging.
The example below shows the typical polling mode processing sequence :
HAL StatusTypeDef HAL PPP Transmit ( PPP HandleTypeDef * phandle, uint8 t
pData,
intlé tSize,uint32 tTimeout)
{
if ((pData == NULL ) || (Size == 0))
{
return HAL ERROR;
}
(..) while (data processing is running)
{
if ( timeout reached )
{
return HAL TIMEOUT;
}
}
()
return HELIAC; }
2.12.3.2 Interrupt mode

3

In Interrupt mode, the HAL function returns the process status after starting the data
processing and enabling the appropriate interruption. The end of the operation is indicated
by a callback declared as a weak function. It can be customized by the user to be informed
in real-time about the process completion. The user can also get the process status
through the HAL_PPP_GetState() function.

In interrupt mode, four functions are declared in the driver:

e HAL_PPP_Process_IT(): launch the process
¢ HAL_PPP_IRQHandler(): the global PPP peripheral interruption

e  weak HAL_PPP_ProcessCpltCallback (): the callback relative to the process
completion.
e _ weak HAL_PPP_ProcessErrorCallback(): the callback relative to the process Error.

To use a process in interrupt mode, HAL_PPP_Process_IT() is called in the user file and
HAL_PPP_IRQHandler in stm32f4xx_it.c.

The HAL_PPP_ProcessCpltCallback() function is declared as weak function in the driver.
This means that the user can declare it again in the application. The function in the driver is
not modified.

An example of use is illustrated below:

main.c file:

UART HandleTypeDef UartHandle;
int main(void)
{
/* Set User Parameters */
UartHandle.Init.BaudRate = 9600;
UartHandle.Init.WordLength = UART DATABITS 8;
UartHandle.Init.StopBits = UART STOPBITS 1;
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UartHandle.Init.Parity = UART PARITY NONE;
UartHandle.Init.HwFlowCtl = UART HWCONTROL NONE;
UartHandle.Init.Mode = UART MODE TX RX;
UartHandle.Init.Instance = USART3;

HAL UART Init (&UartHandle);

HAL UART SendIT (&UartHandle, TxBuffer, sizeof (TxBuffer));
while (1);

}

void HAL UART TxCpltCallback (UART HandleTypeDef *huart)
{

}

void HAL UART ErrorCallback (UART HandleTypeDef *huart)
{

}

stm32f4xx_it.cfile:

extern UART HandleTypeDef UartHandle;
void USART3 IRQHandler (void)

{
HAL UART TRQHandler (&UartHandle) ;

}

DMA mode

In DMA mode, the HAL function returns the process status after starting the data
processing through the DMA and after enabling the appropriate DMA interruption. The end
of the operation is indicated by a callback declared as a weak function and can be
customized by the user to be informed in real-time about the process completion. The user
can also get the process status through the HAL_PPP_GetState() function. For the DMA
mode, three functions are declared in the driver:

e HAL_PPP_Process_DMA(): launch the process
e HAL_PPP_DMA_IRQHandler(): the DMA interruption used by the PPP peripheral

e  weak HAL_PPP_ProcessCpltCallback(): the callback relative to the process
completion.
e _ weak HAL_PPP_ErrorCpltCallback(): the callback relative to the process Error.

To use a process in DMA mode, HAL_PPP_Process_DMA() is called in the user file and
the HAL_PPP_DMA_IRQHandler() is placed in the stm32f4xx_it.c. When DMA mode is
used, the DMA initialization is done in the HAL_PPP_MsplInit() callback. The user should
also associate the DMA handle to the PPP handle. For this purpose, the handles of all the
peripheral drivers that use the DMA must be declared as follows:

typedef struct

{

PPP TypeDef *Instance; /* Register base address */

PPP InitTypeDef Init; /* PPP communication parameters */
HAL StateTypeDef State; /* PPP communication state */
()

DMA_HandleTypeDef *hdma; /* associated DMA handle */

} PPP_HandleTypeDef;

The initialization is done as follows (UART example):

int main (void)

{

/* Set User Parameters */
UartHandle.Init.BaudRate = 9600;
UartHandle.Init.WordLength = UART DATABITS 8;
UartHandle.Init.StopBits = UART STOPBITS 1;
UartHandle.Init.Parity = UART PARITY NONE;
UartHandle.Init.HwFlowCtl = UART HWCONTROL_ NONE;
UartHandle.Init.Mode = UART MODE TX RX;
UartHandle.Init.Instance = UART3;

HAL UART_Init (&UartHandle) ;

(..)

3
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}
void HAL USART MspInit (UART_HandleTypeDef * huart)
{
static DMA HandleTypeDef hdma tx;
static DMA HandleTypeDef hdma rx;

(&)

_ HAL LINKDMA (UartHandle, DMA Handle tx, hdma_ tx);

__ HAL LINKDMA (UartHandle, DMA Handle rx, hdma rx);

(..)
}

The HAL_PPP_ProcessCpltCallback() function is declared as weak function in the driver
that means, the user can declare it again in the application code. The function in the driver
should not be modified.

An example of use is illustrated below:

main.c file:

UART HandleTypeDef UartHandle;

int main(void)

{

/* Set User Paramaters */

UartHandle.Init.BaudRate = 9600;

UartHandle.Init.WordLength = UART DATABITS 8;
UartHandle.Init.StopBits = UART STOPBITS 1;
UartHandle.Init.Parity = UART PARITY NONE;
UartHandle.Init.HwFlowCtl = UART HWCONTROL NONE;
UartHandle.Init.Mode = UART MODE TX RX; UartHandle.Init.Instance = USART3;
HAL UART Init (&UartHandle) ;

HAL UART Send DMA (&UartHandle, TxBuffer, sizeof (TxBuffer));
while (1) ;

}

void HAL UART TxCpltCallback (UART HandleTypeDef *phuart)

{

}

void HAL UART TxErrorCallback (UART HandleTypeDef *phuart)

{

}

stm32f4xx_it.c file:

extern UART HandleTypeDef UartHandle;
void DMAx IRQHandler (void)

{
HAL DMA IRQHandler (&UartHandle.DMA Handle tx);

}

HAL_USART_TxCpltCallback() and HAL_USART_ErrorCallback() should be linked in the
HAL_PPP_Process_DMA() function to the DMA transfer complete callback and the DMA
transfer Error callback by using the following statement:

HAL PPP Process DMA (PPP_HandleTypeDef *hppp, Params...)

{

(...)

hppp->DMA Handle->XferCpltCallback = HAL UART TxCpltCallback ;
hppp->DMA_ Handle->XferErrorCallback = HAL UART ErrorCallback ;
(...)

}

Timeout and error management

Timeout management

The timeout is often used for the APIs that operate in polling mode. It defines the delay
during which a blocking process should wait till an error is returned. An example is provided
below:

HAL StatusTypeDef HAL DMA PollForTransfer (DMA HandleTypeDef *hdma, uint32 t
CompleteLevel, uint32 t Timeout)
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The timeout possible value are the following:

Table 15: Timeout values

Timeout value Description
0 No poll : Immediate process check and exit
1... (HAL_MAX_DELAY -1)® Timeout in ms
HAL_MAX_DELAY Infinite poll till process is successful

Notes:
WHAL_MAX_DELAY is defined in the stm32fxxx_hal_def.h as OXFFFFFFFF

However, in some cases, a fixed timeout is used for system peripherals or internal HAL
driver processes. In these cases, the timeout has the same meaning and is used in the
same way, except when it is defined locally in the drivers and cannot be modified or
introduced as an argument in the user application.

Example of fixed timeout:

#define LOCAL PROCESS TIMEOUT 100
HAL StatusTypeDef HAL PPP Process (PPP_HandleTypeDef)
{
(...)
timeout = HAL GetTick() + LOCAL PROCESS TIMEOUT;
(fwo)
while (ProcessOngoing)
{
(fwo)
if (HAL GetTick() >= timeout)
{
/* Process unlocked */
__HAL UNLOCK (hppp) ;
hppp->State= HAL PPP_STATE TIMEOUT;
return HAL PPP STATE TIMEOUT;

The following example shows how to use the timeout inside the polling functions:

HAL PPP StateTypeDef HAL PPP Poll (PPP HandleTypeDef *hppp, uint32 t Timeout)
{

()

timeout = HAL GetTick() + Timeout;
(&)

while (ProcessOngoing)

{

(&)
if (Timeout != HAL MAX DELAY)

{

if (HAL GetTick() >= timeout)

{

/* Process unlocked */

__ HAL UNLOCK (hppp) ;

hppp->State= HAL PPP STATE TIMEOUT;
return hppp->State;

}

}

()
}

2.12.4.2 Error management

The HAL drivers implement a check for the following items:

88/900 DOCID025834 Rev 2

3




UM1725

Overview of HAL drivers

3

e Valid parameters: for some process the used parameters should be valid and already
defined, otherwise the system can crash or go into an undefined state. These critical
parameters are checked before they are used (see example below).

HAL StatusTypeDef HAL PPP Process (PPP HandleTypeDef* hppp, uint32 t *pdata, uint32
Size)
{
if ((pData == NULL ) || (Size == 0))
{
return HAL ERROR;
}
}

e Valid handle: the PPP peripheral handle is the most important argument since it keeps
the PPP driver vital parameters. It is always checked in the beginning of the
HAL_PPP_Init() function.

HAL StatusTypeDef HAL PPP Init (PPP_HandleTypeDef* hppp)
{
if (hppp == NULL) //the handle should be already allocated
{ return HAL ERROR;
}
}

e  Timeout error: the following statement is used when a timeout error occurs: while
(Process ongoing)

{

timeout = HAL GetTick() + Timeout; while (data processing is running)
{
if (timeout)
{
return HAL TIMEOUT;
}
}

When an error occurs during a peripheral process, HAL_PPP_Process () returns with a
HAL_ERROR status. The HAL PPP driver implements the HAL_PPP_GetError () to allow
retrieving the origin of the error.

HAL PPP ErrorTypeDef HAL PPP GetError (PPP_HandleTypeDef *hppp) ;

In all peripheral handles, a HAL_PPP_ErrorTypeDef is defined and used to store the last
error code.

typedef struct

{

PPP TypeDef * Instance; /* PPP registers base address */
PPP InitTypeDef Init; /* PPP initialization parameters */
HAL LockTypeDef Lock; /* PPP locking object */

__ IO HAL PPP StateTypeDef State; /* PPP state */

IO HAL PPP ErrorTypeDef ErrorCode; /* PPP Error code */
()

/* PPP specific parameters */

}
PPP_HandleTypeDef;

The error state and the peripheral global state are always updated before returning an
error:

PPP->State = HAL PPP READY; /* Set the peripheral ready */
PP->ErrorCode = HAL ERRORCODE ; /* Set the error code */

~ HAL UNLOCK (PPP) ; /* Unlock the PPP resources */
return HAL ERROR; /*return with HAL error */

HAL_PPP_GetError () must be used in interrupt mode in the error callback:

void HAL PPP ProcessCpltCallback (PPP_HandleTypeDef *hspi)
{
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ErrorCode = HAL PPP_GetError (hppp); /* retreive error code */
}

Run-time checking

The HAL implements run-time failure detection by checking the input values of all HAL
drivers functions. The run-time checking is achieved by using an assert_param macro. This
macro is used in all the HAL drivers' functions which have an input parameter. It allows
verifying that the input value lies within the parameter allowed values.

To enable the run-time checking, use the assert_param macro, and leave the define
USE_FULL_ASSERT uncommented in stm32f34xx_hal_conf.h file.

void HAL UART_ Init (UART HandleTypeDef *huart)
{
(..) /* Check the parameters */
assert param (IS UART INSTANCE (huart->Instance));
assert param (IS UART BAUDRATE (huart->Init.BaudRate));
assert param (IS UART WORD LENGTH (huart->Init.WordLength)) ;
assert param(IS UART STOPBITS (huart->Init.StopBits));
assert param (IS UART PARITY (huart->Init.Parity));
assert param (IS UART MODE (huart->Init.Mode)) ;
assert param (IS UART HARDWARE FLOW CONTROL (huart->Init.HwFlowCtl));
()

/** @defgroup UART Word Length *

@{

=

#define UART WORDLENGTH 8B ((uint32 t)0x00000000)

#define UART WORDLENGTH 9B ((uint32 t)USART CR1 M)

#define ISiUARTiwoRDiLENGTH(LENGTH) ( ( (LENGTH) == UART7WORDLENGTH78B) ||
\ ((LENGTH) == UART WORDLENGTH 9B) )

If the expression passed to the assert_param macro is false, theassert_failed function is
called and returns the name of the source file and the source line number of the call that
failed. If the expression is true, no value is returned.

The assert_param macro is implemented in stm32f4xx_hal_conf.h:

/= B EER] M D S o e e e e e e e e e e e e e e oo oo oo ooooos #/
#ifdef USE FULL ASSERT
/**

* @brief The assert param macro is used for function's parameters check.

* @param expr: If expr is false, it calls assert failed function

* which reports the name of the source file and the source

* line number of the call that failed.

* If expr is true, it returns no value.

* @retval None */

#define assert param(expr) ((expr)?(void)O:assert failed((uint8 t *) FILE ,
__LINE_))

/* Exported functions ——————————————————"—\—"—\—"—\—"—\——\——\——\——————— */

void assert failed(uint8 t* file, uint32 t line);

#else

#define assert param(expr) ((void)O0)
#endif /* USE FULL ASSERT */

The assert_failed function is implemented in the main.c file or in any other user C file:

#ifdef USE FULL ASSERT /**

* @brief Reports the name of the source file and the source line number

* where the assert param error has occurred.

* @param file: pointer to the source file name

* @param line: assert param error line source number

* @retval None */

void assert failed(uint8 t* file, uint32 t line)

{

/* User can add his own implementation to report the file name and line number,
ex: printf ("Wrong parameters value: file %s on line %d\r\n", file, line) */
/* Infinite loop */

while (1)
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Because of the overhead run-time checking introduces, it is recommended
to use it during application code development and debugging, and to
remove it from the final application to improve code size and speed.
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HAL System Driver

HAL Firmware driver APl description

How to use this driver

The common HAL driver contains a set of generic and common APIs that can be used by
the PPP peripheral drivers and the user to start using the HAL.

The HAL contains two APIs' categories:

° Common HAL APIs
. Services HAL APlIs

Initialization and de-initialization functions
This section provides functions allowing to:

. Initializes the Flash interface the NVIC allocation and initial clock configuration. It
initializes the systick also when timeout is needed and the backup domain when
enabled.

o de-Initializes common part of the HAL

. Configure The time base source to have 1ms time base with a dedicated Tick
interrupt priority.

Systick timer is used by default as source of time base, but user can eventually
implement his proper time base source (a general purpose timer for example or
other time source), keeping in mind that Time base duration should be kept 1ms
since PPP_TIMEOUT_VALUEs are defined and handled in milliseconds basis.

- Time base configuration function (HAL_InitTick ()) is called automatically at the
beginning of the program after reset by HAL _Init() or at any time when clock is
configured, by HAL_RCC_ClockConfig().

- Source of time base is configured to generate interrupts at regular time intervals.
Care must be taken if HAL_Delay() is called from a peripheral ISR process, the
Tick interrupt line must have higher priority (numerically lower) than the
peripheral interrupt. Otherwise the caller ISR process will be blocked.

- functions affecting time base configurations are declared as __ weak to make
override possible in case of other implementations in user file.

This section contains the following APIs:

HAL_Init()
HAL_Delnit()
HAL_Msplnit()
HAL_MspDelnit()
HAL_InitTick()

HAL Control functions
This section provides functions allowing to:

Provide a tick value in millisecond
Provide a blocking delay in millisecond
Suspend the time base source interrupt
Resume the time base source interrupt
Get the HAL API driver version

Get the device identifier

3
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Get the device revision identifier

Enable/Disable Debug module during SLEEP mode
Enable/Disable Debug module during STOP mode
Enable/Disable Debug module during STANDBY mode

This section contains the following APIs:

e HAL_IncTick()

e HAL_GetTick()

e HAL_Delay()

e HAL_SuspendTick()

e HAL_ResumeTick()

e HAL_GetHalVersion()

e HAL_GetREVID()

e HAL_GetDEVID()

e HAL DBGMCU_EnableDBGSleepMode()

e HAL_DBGMCU_DisableDBGSleepMode()

e HAL_DBGMCU_EnableDBGStopMode()

e HAL DBGMCU_DisableDBGStopMode()

e HAL DBGMCU_EnableDBGStandbyMode()
e HAL_DBGMCU_DisableDBGStandbyMode()
e HAL_EnableCompensationCell()

e HAL_DisableCompensationCell()

HAL Init

Function Name

Function Description

Return values

Notes

HAL_Delnit
Function Name

Function Description
Return values

HAL_Msplnit
Function Name
Function Description

Return values

HAL_MspDelnit

HAL_StatusTypeDef HAL _Init (void )

This function is used to initialize the HAL Library; it must be the
first instruction to be executed in the main program (before to call
any other HAL function), it performs the following: Configure the
Flash prefetch, instruction and Data caches.

. HAL status

e  SysTick is used as time base for the HAL_Delay() function,
the application need to ensure that the SysTick time base is
always set to 1 millisecond to have correct HAL operation.

HAL_StatusTypeDef HAL_Delnit (void )

This function de-Initializes common part of the HAL and stops the
systick.

° HAL status

void HAL_Msplnit (void )
Initializes the MSP.

° None
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Function Name
Function Description

Return values

HAL_InitTick
Function Name
Function Description
Parameters

Return values

Notes

HAL _IncTick
Function Name

Function Description

Return values

Notes

HAL_GetTick
Function Name
Function Description
Return values

Notes

HAL_Delay
Function Name

Function Description

Parameters

void HAL_MspDelnit (void )
Delnitializes the MSP.

. None

HAL_StatusTypeDef HAL _InitTick (uint32_t TickPriority)

This function configures the source of the time base.

e  TickPriority: Tick interrupt priority.

. HAL status

e  This function is called automatically at the beginning of
program after reset by HAL_Init() or at any time when clock is
reconfigured by HAL_RCC_ClockConfig().

e Inthe default implementation, SysTick timer is the source of
time base. It is used to generate interrupts at regular time
intervals. Care must be taken if HAL_Delay() is called from a
peripheral ISR process, The the SysTick interrupt must have
higher priority (numerically lower) than the peripheral
interrupt. Otherwise the caller ISR process will be blocked.

The function is declared as __weak to be overwritten in case
of other implementation in user file.

void HAL _IncTick (void )

This function is called to increment a global variable "uwTick" used
as application time base.

° None

. In the default implementation, this variable is incremented
each 1ms in Systick ISR.

e  This function is declared as __weak to be overwritten in case
of other implementations in user file.

uint32_t HAL_GetTick (void)
Provides a tick value in millisecond.
. tick value

e  This function is declared as __weak to be overwritten in case
of other implementations in user file.

void HAL Delay (__ 10 uint32_t Delay)

This function provides accurate delay (in milliseconds) based on
variable incremented.

e Delay: specifies the delay time length, in milliseconds.

[S74
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Return values . None
Notes ¢ Inthe default implementation , SysTick timer is the source of
time base. It is used to generate interrupts at regular time
intervals where uwTick is incremented.
e  This function is declared as __weak to be overwritten in case
of other implementations in user file.
3.1.12 HAL_SuspendTick
Function Name void HAL_SuspendTick (void )
Function Description  Suspend Tick increment.
Return values . None
Notes e Inthe default implementation , SysTick timer is the source of
time base. It is used to generate interrupts at regular time
intervals. Once HAL_SuspendTick() is called, the SysTick
interrupt will be disabled and so Tick increment is suspended.
e  This function is declared as __weak to be overwritten in case
of other implementations in user file.
3.1.13 HAL_ResumeTick
Function Name void HAL_ResumeTick (void )
Function Description Resume Tick increment.
Return values e None
Notes ¢ Inthe default implementation , SysTick timer is the source of
time base. It is used to generate interrupts at regular time
intervals. Once HAL_ResumeTick() is called, the SysTick
interrupt will be enabled and so Tick increment is resumed.
e  This function is declared as __weak to be overwritten in case
of other implementations in user file.
3.1.14 HAL_GetHalVersion
Function Name uint32_t HAL_GetHalVersion (void )
Function Description  Returns the HAL revision.
Return values e version : OxXYZR (8bits for each decimal, R for RC)
3.1.15 HAL_GetREVID
Function Name uint32_t HAL_GetREVID (void )
Function Description Returns the device revision identifier.
Return values . Device revision identifier
3.1.16 HAL_GetDEVID

3

Function Name uint32_t HAL_GetDEVID (void )

Function Description Returns the device identifier.
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3.1.17

3.1.18

3.1.19

3.1.20

3.1.21

3.1.22

3.1.23

96/900

Return values . Device identifier

HAL_DBGMCU_EnableDBGSleepMode
Function Name void HAL_DBGMCU_EnableDBGSleepMode (void )
Function Description ~ Enable the Debug Module during SLEEP mode.

Return values . None

HAL_DBGMCU_DisableDBGSleepMode
Function Name void HAL_DBGMCU_DisableDBGSleepMode (void )
Function Description ~ Disable the Debug Module during SLEEP mode.

Return values ° None

HAL_DBGMCU_EnableDBGStopMode
Function Name void HAL_DBGMCU_EnableDBGStopMode (void )
Function Description Enable the Debug Module during STOP mode.

Return values . None

HAL_DBGMCU_DisableDBGStopMode
Function Name void HAL_DBGMCU_DisableDBGStopMode (void )
Function Description Disable the Debug Module during STOP mode.

Return values . None

HAL_DBGMCU_EnableDBGStandbyMode
Function Name void HAL_DBGMCU_EnableDBGStandbyMode (void )
Function Description ~ Enable the Debug Module during STANDBY mode.

Return values . None

HAL_DBGMCU_DisableDBGStandbyMode
Function Name void HAL_DBGMCU_DisableDBGStandbyMode (void )
Function Description Disable the Debug Module during STANDBY mode.

Return values . None

HAL_EnableCompensationCell

Function Name void HAL_EnableCompensationCell (void )
Function Description Enables the 1/0 Compensation Cell.

Return values e None

Notes e  The I/O compensation cell can be used only when the device
supply voltage ranges from 2.4 to 3.6 V.
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3.1.24 HAL_DisableCompensationCell
Function Name void HAL_ DisableCompensationCell (void )
Function Description ~ Power-down the I/O Compensation Cell.
Return values e None
Notes e  The I/O compensation cell can be used only when the device
supply voltage ranges from 2.4 to 3.6 V.
3.2 HAL Firmware driver defines
3.2.1 HAL

3

HAL CAN Error Code
HAL_CAN_ERROR_NONE No error
HAL_CAN_ERROR_EWG EWG error
HAL_CAN_ERROR_EPV  EPV error
HAL_CAN_ERROR_BOF  BOF error
HAL_CAN_ERROR_STF Stuff error
HAL_CAN_ERROR_FOR Form error
HAL_CAN_ERROR_ACK Acknowledgment error
HAL_CAN_ERROR_BR Bit recessive
HAL_CAN_ERROR_BD LEC dominant
HAL_CAN_ERROR_CRC LEC transfer error
HAL Exported Macros
__HAL_DBGMCU_FREEZE_TIM2

__HAL DBGMCU_FREEZE_TIM3
__HAL_DBGMCU_FREEZE_TIM4

__HAL DBGMCU_FREEZE_TIM5

__HAL DBGMCU_FREEZE_TIM6
__HAL_DBGMCU_FREEZE_TIM7
__HAL_DBGMCU_FREEZE_TIM12
__HAL_DBGMCU_FREEZE_TIM13
__HAL_DBGMCU_FREEZE_TIM14
__HAL_DBGMCU_FREEZE_RTC
__HAL_DBGMCU_FREEZE_WWDG
__HAL_DBGMCU_FREEZE_IWDG

__ HAL_DBGMCU_FREEZE_I12C1_TIMEOUT
__ HAL_DBGMCU_FREEZE_12C2_TIMEOUT
__ HAL_DBGMCU_FREEZE_I12C3_TIMEOUT
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_ HAL_DBGMCU_FREEZE_CAN1

_ HAL_DBGMCU_FREEZE_CAN2

_ HAL_DBGMCU_FREEZE_TIM1

_ HAL_DBGMCU_FREEZE_TIM8

_ HAL_DBGMCU_FREEZE_TIM9

_ HAL_DBGMCU_FREEZE_TIM10

_ HAL_DBGMCU_FREEZE_TIM11

_ HAL_DBGMCU_UNFREEZE_TIM2

_ HAL_DBGMCU_UNFREEZE_TIM3

_ HAL_DBGMCU_UNFREEZE_TIM4

_ HAL_DBGMCU_UNFREEZE_TIM5

_ HAL_DBGMCU_UNFREEZE_TIM6

_ HAL_DBGMCU_UNFREEZE_TIM7

_ HAL_DBGMCU_UNFREEZE_TIM12

__ HAL DBGMCU_UNFREEZE_TIM13

__ HAL_DBGMCU_UNFREEZE_TIM14

__HAL _DBGMCU_UNFREEZE_RTC
__HAL_DBGMCU_UNFREEZE_WWDG
__HAL_DBGMCU_UNFREEZE_IWDG
__HAL_DBGMCU_UNFREEZE_I2C1_TIMEOUT

_ HAL_DBGMCU_UNFREEZE_I2C2_TIMEOUT

_ HAL_DBGMCU_UNFREEZE_I2C3_TIMEOUT

_ HAL_DBGMCU_UNFREEZE_CAN1

_ HAL_DBGMCU_UNFREEZE_CAN?2

_ HAL_DBGMCU_UNFREEZE_TIM1
__HAL_DBGMCU_UNFREEZE_TIM8
__HAL_DBGMCU_UNFREEZE_TIM9

__HAL DBGMCU_UNFREEZE_TIM10

__ HAL_DBGMCU_UNFREEZE_TIM11

__HAL _SYSCFG_REMAPMEMORY_FLASH
__HAL_SYSCFG_REMAPMEMORY_SYSTEMFLASH
_ HAL_SYSCFG_REMAPMEMORY_SRAM

HAL Private Constants

_ STM32F4xx_HAL_VERSION_MAIN [31:24] main version
_ STM32F4xx_HAL_VERSION_SUB1 [23:16] subl version
_ STM32F4xx_HAL_VERSION_SUB2 [15:8] sub2 version

3
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__ STM32F4xx_HAL_VERSION_RC [7:0] release candidate
__ STM32F4xx_HAL_VERSION

IDCODE_DEVID_MASK

SYSCFG_OFFSET

MEMRMP_OFFSET

UFB_MODE_BIT_NUMBER

UFB_MODE_BB

CMPCR_OFFSET

CMP_PD_BIT_NUMBER

CMPCR_CMP_PD_BB

3
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4.1
41.1

100/900

HAL ADC Generic Driver

ADC Firmware driver registers structures

ADC _InitTypeDef

Data Fields

uint32_t ClockPrescaler

uint32_t Resolution

uint32_t DataAlign

uint32_t ScanConvMode

uint32_t EOCSelection

uint32_t ContinuousConvMode
uint32_t DMAContinuousRequests
uint32_t NbrOfConversion
uint32_t DiscontinuousConvMode
uint32_t NbrOfDiscConversion
uint32_t ExternalTrigConv
uint32_t ExternalTrigConvEdge

Field Documentation

uint32_t ADC_InitTypeDef::ClockPrescaler

Select the frequency of the clock to the ADC. The clock is common for all the ADCs.
This parameter can be a value of ADC_ClockPrescaler

uint32_t ADC_InitTypeDef::Resolution

Configures the ADC resolution dual mode. This parameter can be a value of
ADC_Resolution

uint32_t ADC_InitTypeDef::DataAlign

Specifies whether the ADC data alignment is left or right. This parameter can be a
value of ADC_data_align

uint32_t ADC_InitTypeDef::ScanConvMode

Specifies whether the conversion is performed in Scan (multi channels) or Single (one
channel) mode. This parameter can be set to ENABLE or DISABLE

uint32_t ADC_InitTypeDef::EOCSelection

Specifies whether the EOC flag is set at the end of single channel conversion or at
the end of all conversions. This parameter can be a value of ADC_EOCSelection
uint32_t ADC_InitTypeDef::ContinuousConvMode

Specifies whether the conversion is performed in Continuous or Single mode. This
parameter can be set to ENABLE or DISABLE.

uint32_t ADC_InitTypeDef::DMAContinuousRequests

Specifies whether the DMA requests is performed in Continuous or in Single mode.
This parameter can be set to ENABLE or DISABLE.

uint32_t ADC_InitTypeDef::NbrOfConversion

Specifies the number of ADC conversions that will be done using the sequencer for
regular channel group. This parameter must be a number between Min_Data = 1 and
Max_Data = 16.
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4.1.2

4.1.3

3

uint32_t ADC_InitTypeDef::DiscontinuousConvMode

Specifies whether the conversion is performed in Discontinuous or not for regular
channels. This parameter can be set to ENABLE or DISABLE.

uint32_t ADC_InitTypeDef::NbrOfDiscConversion

Specifies the number of ADC discontinuous conversions that will be done using the
sequencer for regular channel group. This parameter must be a number between
Min_Data = 1 and Max_Data = 8.

uint32_t ADC_InitTypeDef::ExternalTrigConv

Selects the external event used to trigger the conversion start of regular group. If set
to ADC_SOFTWARE_START, external triggers are disabled. This parameter can be a
value of ADC_External_trigger_Source_Regular Note: This parameter can be
modified only if there is no conversion is ongoing.

uint32_t ADC_InitTypeDef::ExternalTrigConvEdge

Selects the external trigger edge of regular group. If trigger is set to
ADC_SOFTWARE_START, this parameter is discarded. This parameter can be a
value of ADC_External_trigger_edge_Regular Note: This parameter can be
modified only if there is no conversion is ongoing.

ADC_HandleTypeDef

Data Fields

ADC_TypeDef * Instance

ADC_InitTypeDef Init

__ 10 uint32_t NbrOfCurrentConversionRank
DMA_HandleTypeDef * DMA_Handle
HAL_LockTypeDef Lock
__IOHAL_ADC_StateTypeDef State

__ 10 uint32_t ErrorCode

Field Documentation

ADC_TypeDef* ADC_HandleTypeDef::Instance

Register base address

ADC _InitTypeDef ADC_HandleTypeDef::Init

ADC required parameters

__ 10 uint32_t ADC_HandleTypeDef::NbrOfCurrentConversionRank
ADC number of current conversion rank
DMA_HandleTypeDef* ADC_HandleTypeDef::DMA_Handle
Pointer DMA Handler

HAL_LockTypeDef ADC_HandleTypeDef::Lock

ADC locking object

__IOHAL_ADC_StateTypeDef ADC_HandleTypeDef::State
ADC communication state

__ 10 uint32_t ADC_HandleTypeDef::ErrorCode

ADC Error code

ADC_ChannelConfTypeDef
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4.1.4

102/900

Data Fields

e uint32_t Channel

e uint32_t Rank

e uint32_t SamplingTime
e Uint32_t Offset

Field Documentation

uint32_t ADC_ChannelConfTypeDef::Channel

The ADC channel to configure. This parameter can be a value of ADC_channels
uint32_t ADC_ChannelConfTypeDef::Rank

The rank in the regular group sequencer. This parameter must be a number between
Min_Data = 1 and Max_Data = 16

uint32_t ADC_ChannelConfTypeDef::SamplingTime

The sample time value to be set for the selected channel. This parameter can be a
value of ADC_sampling_times

uint32_t ADC_ChannelConfTypeDef::Offset

Reserved for future use, can be setto 0

ADC_AnalogWDGConfTypeDef

Data Fields

uint32_t WatchdogMode
uint32_t HighThreshold
uint32_t LowThreshold
uint32_t Channel

uint32_t ITMode

uint32_t WatchdogNumber

Field Documentation

uint32_t ADC_AnalogWDGConfTypeDef::WatchdogMode

Configures the ADC analog watchdog mode. This parameter can be a value of
ADC_analog_watchdog_selection

uint32_t ADC_AnalogWDGConfTypeDef::HighThreshold

Configures the ADC analog watchdog High threshold value. This parameter must be
a 12-bit value.

uint32_t ADC_AnalogWDGConfTypeDef::LowThreshold

Configures the ADC analog watchdog High threshold value. This parameter must be
a 12-bit value.

uint32_t ADC_AnalogWDGConfTypeDef::Channel

Configures ADC channel for the analog watchdog. This parameter has an effect only
if watchdog mode is configured on single channel This parameter can be a value of
ADC _channels

uint32_t ADC_AnalogWDGConfTypeDef::ITMode

Specifies whether the analog watchdog is configured is interrupt mode or in polling
mode. This parameter can be set to ENABLE or DISABLE

uint32_t ADC_AnalogWDGConfTypeDef::WatchdogNumber

Reserved for future use, can be setto 0

DOCID025834 Rev 2 ‘Yl




UM1725

HAL ADC Generic Driver

4.2
42.1

4.2.2

3

ADC Firmware driver API description

ADC Peripheral features

e

Nogahkw

8.
9

10.
11.
12.

13.
14.

12-hit, 10-bit, 8-bit or 6-bit configurable resolution.

Interrupt generation at the end of conversion, end of injected conversion, and in case
of analog watchdog or overrun events

Single and continuous conversion modes.

Scan mode for automatic conversion of channel O to channel x.

Data alignment with in-built data coherency.

Channel-wise programmable sampling time.

External trigger option with configurable polarity for both regular and injected
conversion.

Dual/Triple mode (on devices with 2 ADCs or more).

Configurable DMA data storage in Dual/Triple ADC mode.

Configurable delay between conversions in Dual/Triple interleaved mode.

ADC conversion type (refer to the datasheets).

ADC supply requirements: 2.4 V to 3.6 V at full speed and down to 1.8 V at slower
speed.

ADC input range: VREF(minus) = VIN = VREF(plus).

DMA request generation during regular channel conversion.

How to use this driver

1.

Initialize the ADC low level resources by implementing the HAL_ADC_Msplnit():
a. Enable the ADC interface clock using _ HAL_RCC_ADC_CLK_ENABLE()
b.  ADC pins configuration
- Enable the clock for the ADC GPIOs using the following function:
_ HAL_RCC_GPIOx_CLK_ENABLE()
- Configure these ADC pins in analog mode using HAL_GPIO_Init()
c. Incase of using interrupts (e.g. HAL_ADC_Start_IT())
- Configure the ADC interrupt priority using HAL_NVIC_SetPriority()
- Enable the ADC IRQ handler using HAL_NVIC_EnablelRQ()
- In ADC IRQ handler, call HAL_ADC_IRQHandler()
d. In case of using DMA to control data transfer (e.g. HAL_ADC_Start_ DMA())
- Enable the DMAX interface clock using
__HAL_RCC_DMAXx_CLK_ENABLE()
- Configure and enable two DMA streams stream for managing data transfer
from peripheral to memory (output stream)
- Associate the initialized DMA handle to the CRYP DMA handle using
__HAL_LINKDMA()
- Configure the priority and enable the NVIC for the transfer complete
interrupt on the two DMA Streams. The output stream should have higher
priority than the input stream.

Configuration of ADC, groups regular/injected, channels parameters

1.

Configure the ADC parameters (resolution, data alignment, ...) and regular group
parameters (conversion trigger, sequencer, ...) using function HAL_ADC_Init().
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2.

3.

Configure the channels for regular group parameters (channel number, channel rank
into sequencer, ..., into regular group) using function HAL_ADC_ConfigChannel().
Optionally, configure the injected group parameters (conversion trigger, sequencer,
..., Of injected group) and the channels for injected group parameters (channel
number, channel rank into sequencer, ..., into injected group) using function
HAL_ADCEXx_InjectedConfigChannel().

Optionally, configure the analog watchdog parameters (channels monitored,
thresholds, ...) using function HAL_ADC_AnalogWDGConfig().

Optionally, for devices with several ADC instances: configure the multimode
parameters using function HAL_ADCEXx_MultiModeConfigChannel().

Execution of ADC conversions

1.

ADC driver can be used among three modes: polling, interruption, transfer by DMA.

Polling mode IO operation

Start the ADC peripheral using HAL_ADC_Start()

Wait for end of conversion using HAL_ADC_PollForConversion(), at this stage user
can specify the value of timeout according to his end application

To read the ADC converted values, use the HAL_ADC_GetValue() function.

Stop the ADC peripheral using HAL_ADC_Stop()

Interrupt mode 10 operation

Start the ADC peripheral using HAL_ADC_Start_IT()

Use HAL_ADC_IRQHandler() called under ADC_IRQHandler() Interrupt subroutine
At ADC end of conversion HAL_ADC_ConvCpltCallback() function is executed and
user can add his own code by customization of function pointer
HAL_ADC_ConvCpltCallback

In case of ADC Error, HAL_ADC_ErrorCallback() function is executed and user can
add his own code by customization of function pointer HAL_ADC_ErrorCallback
Stop the ADC peripheral using HAL_ADC_Stop_IT()

DMA mode IO operation

Start the ADC peripheral using HAL_ADC_Start DMA(), at this stage the user specify
the length of data to be transferred at each end of conversion

At The end of data transfer by HAL_ADC_ConvCpltCallback() function is executed
and user can add his own code by customization of function pointer
HAL_ADC_ConvCpltCallback

In case of transfer Error, HAL_ADC_ErrorCallback() function is executed and user
can add his own code by customization of function pointer HAL_ADC_ErrorCallback
Stop the ADC peripheral using HAL_ADC_Stop_DMA()

ADC HAL driver macros list

Below the list of most used macros in ADC HAL driver.

104/900

_ HAL_ADC_ENABLE : Enable the ADC peripheral
_ HAL_ADC_DISABLE : Disable the ADC peripheral

3
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4.2.3

4.2.4

3

__HAL_ADC_ENABLE_IT: Enable the ADC end of conversion interrupt
__HAL_ADC_DISABLE_IT: Disable the ADC end of conversion interrupt
__HAL_ADC_GET_IT_SOURCE: Check if the specified ADC interrupt source is
enabled or disabled

__HAL _ADC_CLEAR_FLAG: Clear the ADC's pending flags

__HAL _ADC_GET_FLAG: Get the selected ADC's flag status
ADC_GET_RESOLUTION: Return resolution bits in CR1 register

You can refer to the ADC HAL driver header file for more useful macros

Deinitialization of ADC

1. Disable the ADC interface
- ADC clock can be hard reset and disabled at RCC top level.
- Hard reset of ADC peripherals using macro
__HAL_RCC_ADC_FORCE_RESET(), _ HAL_RCC_ADC_RELEASE_RESET().
ADC clock disable using the equivalent macro/functions as configuration step.
- Example: Into HAL_ADC_MspDelnit() (recommended code location) or with
other device clock parameters configuration:
HAL_ RCC_GetOscConfig(&RCC_OsclInitStructure);
- RCC_OsclnitStructure.OscillatorType = RCC_OSCILLATORTYPE_HSI;
RCC_OsclnitStructure.HSIState = RCC_HSI_OFF; (if not used for system
clock)
- HAL_RCC_OscConfig(&RCC_OsclnitStructure);
2. ADC pins configuration
- Disable the clock for the ADC GPIOs using macro
__HAL_RCC_GPIOx_CLK_DISABLE()
3.  Optionally, in case of usage of ADC with interruptions:
- Disable the NVIC for ADC using function HAL_NVIC_DisableIRQ(ADCx_IRQn)
4.  Optionally, in case of usage of DMA:
- Deinitialize the DMA using function HAL_DMA_Delnit().
- Disable the NVIC for DMA using function
HAL_NVIC_DisableIRQ(DMAXx_Channelx_IRQn)

Initialization and de-initialization functions
This section provides functions allowing to:

. Initialize and configure the ADC.
. De-initialize the ADC.

This section contains the following APIs:

HAL_ADC_Init()
HAL_ADC_Delnit()
HAL_ADC_Msplnit()
HAL_ADC_MspDelnit()

IO operation functions

This section provides functions allowing to:
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4.2.5

4.2.6

4.2.7
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Start conversion of regular channel.
Stop conversion of regular channel.

Handle ADC interrupt request.
This section contains the following APIs:

HAL_ADC_Start()
HAL_ADC_Stop()
HAL_ADC_PollForConversion()
HAL_ADC_PollForEvent()
HAL_ADC_Start_IT()
HAL_ADC_Stop_IT()
HAL_ADC_IRQHandler()
HAL_ADC_Start_ DMA()
HAL_ADC_Stop_DMA()
HAL_ADC_GetValue()
HAL_ADC_ConvCpltCallback()
HAL_ADC_ConvHalfCpltCallback()
HAL_ADC_LevelOutOfWindowCallback()
HAL_ADC_ErrorCallback()

Peripheral Control functions
This section provides functions allowing to:

Configure regular channels.
Configure injected channels.
Configure multimode.

Configure the analog watch dog.

This section contains the following APIs:

¢ HAL_ADC_ConfigChannel()

¢ HAL_ADC_AnalogWDGConfig()
Peripheral State and errors functions
This subsection provides functions allowing to

) Check the ADC state
. Check the ADC Error

This section contains the following APIs:

e HAL_ADC_GetState()
e HAL_ADC_GetError()

HAL_ADC._Init

Start conversion of regular channel and enable interrupt.
Stop conversion of regular channel and disable interrupt.
Start conversion of regular channel and enable DMA transfer.
Stop conversion of regular channel and disable DMA transfer.

Function Name HAL_StatusTypeDef HAL_ADC_Init (ADC_HandleTypeDef *

hadc)

Function Description Initializes the ADCx peripheral according to the specified

parameters in the ADC_InitStruct and initializes the ADC MSP.
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Parameters e hadc: pointer to a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.
Return values . HAL status
Notes e  This function is used to configure the global features of the
ADC ( ClockPrescaler, Resolution, Data Alignment and
number of conversion), however, the rest of the configuration
parameters are specific to the regular channels group (scan
mode activation, continuous mode activation, External trigger
source and edge, DMA continuous request after the last
transfer and End of conversion selection).
4238 HAL_ADC_Delnit
Function Name HAL_StatusTypeDef HAL_ADC_Delnit (ADC_HandleTypeDef *
hadc)
Function Description Deinitializes the ADCx peripheral registers to their default reset
values.
Parameters e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.
Return values e  HAL status
4.2.9 HAL_ADC_Msplnit
Function Name void HAL_ADC_Msplnit (ADC_HandleTypeDef * hadc)
Function Description  Initializes the ADC MSP.
Parameters e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.
Return values . None
4.2.10 HAL_ADC_MspDelnit
Function Name void HAL_ADC_MspDelnit (ADC_HandleTypeDef * hadc)
Function Description Delnitializes the ADC MSP.
Parameters e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.
Return values e None
4211 HAL_ADC_Start
Function Name HAL_StatusTypeDef HAL_ADC_Start (ADC_HandleTypeDef *
hadc)
Function Description ~ Enables ADC and starts conversion of the regular channels.
Parameters e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.
Return values . HAL status
4212  HAL_ADC_Stop

3
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4.2.13

4.2.14

4.2.15
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Function Name

Function Description

Parameters

Return values

Notes

HAL_StatusTypeDef HAL_ADC_Stop (ADC_HandleTypeDef *
hadc)

Disables ADC and stop conversion of regular channels.

e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.

. HAL status.

e  Caution: This function will stop also injected channels.

HAL_ADC_PollForConversion

Function Name
Function Description

Parameters

Return values

Notes

HAL_StatusTypeDef HAL_ADC_PollForConversion
(ADC_HandleTypeDef * hadc, uint32_t Timeout)

Poll for regular conversion complete.

e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.
e Timeout: Timeout value in millisecond.

. HAL status

e  ADC conversion flags EOS (end of sequence) and EOC (end
of conversion) are cleared by this function.

e  This function cannot be used in a particular setup: ADC
configured in DMA mode and polling for end of each
conversion (ADC init parameter "EOCSelection” set to
ADC_EOC_SINGLE_CONYV). In this case, DMA resets the
flag EOC and polling cannot be performed on each
conversion. Nevertheless, polling can still be performed on
the complete sequence.

HAL_ADC_PollForEvent

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_ADC_PollForEvent
(ADC_HandleTypeDef * hadc, uint32_t EventType, uint32_t
Timeout)

Poll for conversion event.

e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.

e EventType: the ADC event type. This parameter can be one
of the following values: ADC_AWD_EVENT: ADC Analog
watch Dog event. ADC_OVR_EVENT: ADC Overrun event.

e Timeout: Timeout value in millisecond.

° HAL status

HAL_ADC_Start_IT

Function Name

Function Description

HAL_StatusTypeDef HAL_ADC_Start_IT (ADC_HandleTypeDef
* hadc)

Enables the interrupt and starts ADC conversion of regular
channels.
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Parameters e hadc: pointer to a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.
Return values . HAL status.
4216  HAL_ADC_Stop_ IT
Function Name HAL_StatusTypeDef HAL_ADC_Stop_IT (ADC_HandleTypeDef
* hadc)
Function Description  Disables the interrupt and stop ADC conversion of regular
channels.
Parameters e hadc: pointer to a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.
Return values e  HAL status.
Notes e  Caution: This function will stop also injected channels.
4.2.17 HAL_ADC_IRQHandler
Function Name void HAL_ADC_IRQHandler (ADC_HandleTypeDef * hadc)
Function Description Handles ADC interrupt request.
Parameters e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.
Return values e None
4218 HAL_ADC_Start DMA
Function Name HAL_StatusTypeDef HAL_ADC_Start_ DMA
(ADC_HandleTypeDef * hadc, uint32_t * pData, uint32_t
Length)
Function Description ~ Enables ADC DMA request after last transfer (Single-ADC mode)
and enables ADC peripheral.
Parameters e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.
e pData: The destination Buffer address.
. Length: The length of data to be transferred from ADC
peripheral to memory.
Return values . HAL status
4.2.19 HAL_ADC_Stop_DMA

3

Function Name HAL_StatusTypeDef HAL_ADC_Stop_DMA
(ADC_HandleTypeDef * hadc)

Function Description Disables ADC DMA (Single-ADC mode) and disables ADC

peripheral.
Parameters e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.
Return values e  HAL status
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4.2.20

4221

4.2.22

4.2.23

4.2.24

4.2.25

110/900

HAL_ADC_GetValue
Function Name uint32_t HAL_ADC_GetValue (ADC_HandleTypeDef * hadc)
Function Description  Gets the converted value from data register of regular channel.

Parameters e hadc: pointer to a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.

Return values . Converted value

HAL_ADC_ConvCpltCallback

Function Name void HAL_ADC_ConvCpltCallback (ADC_HandleTypeDef *
hadc)

Function Description ~ Regular conversion complete callback in non blocking mode.

Parameters e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.

Return values . None

HAL_ADC_ConvHalfCpltCallback

Function Name void HAL_ADC_ConvHalfCpltCallback (ADC_HandleTypeDef *
hadc)

Function Description Regular conversion half DMA transfer callback in non blocking
mode.

Parameters e hadc: pointerto a ADC_HandleTypeDef structure that

contains the configuration information for the specified ADC.

Return values . None

HAL_ADC_LevelOutOfWindowCallback

Function Name void HAL_ADC_LevelOutOfWindowCallback
(ADC_HandleTypeDef * hadc)

Function Description  Analog watchdog callback in non blocking mode.

Parameters e hadc: pointer to a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.

Return values . None

HAL_ADC_ErrorCallback
Function Name void HAL_ADC_ErrorCallback (ADC_HandleTypeDef * hadc)
Function Description Error ADC callback.

Parameters e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.

Return values . None

HAL_ADC_ConfigChannel

3
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Function Name HAL_StatusTypeDef HAL_ADC_ConfigChannel
(ADC_HandleTypeDef * hadc, ADC_ChannelConfTypeDef *
sConfig)
Function Description ~ Configures for the selected ADC regular channel its corresponding
rank in the sequencer and its sample time.
Parameters e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.
e sConfig: ADC configuration structure.
Return values . HAL status
4.2.26 HAL_ADC_AnalogWDGConfig
Function Name HAL_StatusTypeDef HAL_ADC_AnalogWDGConfig
(ADC_HandleTypeDef * hadc, ADC_AnalogWDGConfTypeDef *
AnalogWDGConfig)
Function Description ~ Configures the analog watchdog.
Parameters e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.
e AnalogWDGConfig: : pointer to an
ADC_AnalogWDGConfTypeDef structure that contains the
configuration information of ADC analog watchdog.
Return values e  HAL status
4227 HAL_ADC_GetState
Function Name HAL_ADC_StateTypeDef HAL_ADC_GetState
(ADC_HandleTypeDef * hadc)
Function Description return the ADC state
Parameters e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.
Return values . HAL state
4.2.28 HAL_ADC_GetError
Function Name uint32_t HAL_ADC_GetError (ADC_HandleTypeDef * hadc)
Function Description ~ Return the ADC error code.
Parameters e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.
Return values e  ADC Error Code
4.3 ADC Firmware driver defines
4.3.1 ADC

3

ADC Analog Watchdog Selection
ADC_ANALOGWATCHDOG_SINGLE_REG
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ADC_ANALOGWATCHDOG_SINGLE_INJEC
ADC_ANALOGWATCHDOG_SINGLE_REGINJEC
ADC_ANALOGWATCHDOG_ALL_REG
ADC_ANALOGWATCHDOG_ALL_INJEC
ADC_ANALOGWATCHDOG_ALL_REGINJEC
ADC_ANALOGWATCHDOG_NONE

ADC Common Channels

ADC_CHANNEL_O

ADC_CHANNEL_1

ADC_CHANNEL_2

ADC_CHANNEL_3

ADC_CHANNEL_4

ADC_CHANNEL_5

ADC_CHANNEL_6

ADC_CHANNEL_7

ADC_CHANNEL_8

ADC_CHANNEL_9

ADC_CHANNEL_10

ADC_CHANNEL_11

ADC_CHANNEL_12

ADC_CHANNEL_13

ADC_CHANNEL_14

ADC_CHANNEL_15

ADC_CHANNEL_16

ADC_CHANNEL_17

ADC_CHANNEL_18
ADC_CHANNEL_VREFINT
ADC_CHANNEL_VBAT

ADC Channels Type

ADC_ALL_CHANNELS
ADC_REGULAR_CHANNELS reserved for future use
ADC_INJECTED_CHANNELS reserved for future use
ADC Clock Prescaler
ADC_CLOCKPRESCALER_PCLK_DIV2
ADC_CLOCKPRESCALER_PCLK_DIV4
ADC_CLOCKPRESCALER_PCLK_DIV6
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3




UM1725

HAL ADC Generic Driver

3

ADC_CLOCKPRESCALER_PCLK_DIV8
ADC Data Align
ADC_DATAALIGN_RIGHT
ADC_DATAALIGN_LEFT
ADC Delay Between 2 Sampling Phases
ADC_TWOSAMPLINGDELAY_5CYCLES
ADC_TWOSAMPLINGDELAY_6CYCLES
ADC_TWOSAMPLINGDELAY_7CYCLES
ADC_TWOSAMPLINGDELAY_8CYCLES
ADC_TWOSAMPLINGDELAY_9CYCLES
ADC_TWOSAMPLINGDELAY_10CYCLES
ADC_TWOSAMPLINGDELAY_11CYCLES
ADC_TWOSAMPLINGDELAY_12CYCLES
ADC_TWOSAMPLINGDELAY_13CYCLES
ADC_TWOSAMPLINGDELAY_14CYCLES
ADC_TWOSAMPLINGDELAY_15CYCLES
ADC_TWOSAMPLINGDELAY_16CYCLES
ADC_TWOSAMPLINGDELAY_17CYCLES
ADC_TWOSAMPLINGDELAY_18CYCLES
ADC_TWOSAMPLINGDELAY_19CYCLES
ADC_TWOSAMPLINGDELAY_20CYCLES
ADC EOC Selection
ADC_EOC_SEQ_CONV
ADC_EOC_SINGLE_CONV
ADC_EOC_SINGLE_SEQ_CONV reserved for future use
ADC Error Code
HAL_ADC_ERROR_NONE No error
HAL_ADC_ERROR_OVR  OVR error
HAL_ADC_ERROR_DMA DMA transfer error
ADC Event Type
ADC_AWD_EVENT
ADC_OVR_EVENT
ADC Exported Macros
__ HAL_ADC_RESET _HANDLE_STATE Description:
e Reset ADC handle state.

Parameters:
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__HAL_ADC_ENABLE

__HAL_ADC_DISABLE

__HAL_ADC_ENABLE_IT

__HAL_ADC_DISABLE_IT

__HAL_ADC_GET_IT_SOURCE

114/900 DOCID025834 Rev 2

e _ HANDLE_ : ADC handle
Return value:

e None

Description:

e  Enable the ADC peripheral.
Parameters:

e _ HANDLE_ : ADC handle
Return value:

e None

Description:

e Disable the ADC peripheral.
Parameters:

e  HANDLE__: ADC handle

Return value:

. None

Description:

. Enable the ADC end of conversion
Interrupt.

Parameters:

e _ HANDLE_ : specifies the ADC Handle.

e _ INTERRUPT__: ADC Interrupt.

Return value:

. None

Description:

. _Disable the ADC end of conversion
interrupt.

Parameters:

e _ HANDLE__: specifies the ADC Handle.

e _ INTERRUPT__: ADC interrupt.

Return value:

. None

Description:

e  Check if the specified ADC interrupt source
is enabled or disabled.

Parameters:
e _ HANDLE__ : specifies the ADC Handle.
e _ INTERRUPT__: specifies the ADC

interrupt source to check.
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Return value:

e The:newstate of IT__ (TRUE or

FALSE).
__HAL ADC_CLEAR_FLAG Description:
e Clear the ADC's pending flags.
Parameters:
e  HANDLE_ : specifies the ADC Handle.
e _ FLAG_ :ADC flag.
Return value:
. None
__ HAL_ADC_GET_FLAG Description:
e  Getthe selected ADC's flag status.
Parameters:
e _ HANDLE_ : specifies the ADC Handle.
e _ FLAG_ :ADC flag.

Return value:

e None
ADC External Trigger Edge Regular
ADC_EXTERNALTRIGCONVEDGE_NONE
ADC_EXTERNALTRIGCONVEDGE_RISING
ADC_EXTERNALTRIGCONVEDGE_FALLING
ADC_EXTERNALTRIGCONVEDGE_RISINGFALLING
ADC External Trigger Source Regular
ADC_EXTERNALTRIGCONV_T1_CC1
ADC_EXTERNALTRIGCONV_T1_CC2
ADC_EXTERNALTRIGCONV_T1_CC3
ADC_EXTERNALTRIGCONV_T2_CC2
ADC_EXTERNALTRIGCONV_T2_CC3
ADC_EXTERNALTRIGCONV_T2_CC4
ADC_EXTERNALTRIGCONV_T2_TRGO
ADC_EXTERNALTRIGCONV_T3_CC1
ADC_EXTERNALTRIGCONV_T3 _TRGO
ADC_EXTERNALTRIGCONV_T4_CC4
ADC_EXTERNALTRIGCONV_T5_CC1
ADC_EXTERNALTRIGCONV_T5_CC2
ADC_EXTERNALTRIGCONV_T5_CC3
ADC_EXTERNALTRIGCONV_T8_CC1

3
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ADC_EXTERNALTRIGCONV_T8_TRGO
ADC_EXTERNALTRIGCONV_Ext_IT11
ADC_SOFTWARE_START

ADC Flags Definition
ADC_FLAG_AWD

ADC_FLAG_EOC

ADC_FLAG JEOC
ADC_FLAG_JSTRT
ADC_FLAG_STRT
ADC_FLAG_OVR

ADC Interrupts Definition
ADC_IT_EOC

ADC_IT_AWD

ADC_IT_JEOC

ADC_IT_OVR

ADC Private Constants
ADC_STAB_DELAY_US
ADC_TEMPSENSOR_DELAY_US
ADC Private Macros
IS_ADC_CLOCKPRESCALER
IS_ADC_SAMPLING_DELAY
IS_ADC_RESOLUTION
IS_ADC_EXT_TRIG_EDGE
IS_ADC_EXT_TRIG
IS_ADC_DATA_ALIGN
IS_ADC_SAMPLE_TIME
IS_ADC_EOCSelection
IS_ADC_EVENT_TYPE
IS_ADC_ANALOG_WATCHDOG
IS_ADC_CHANNELS_TYPE
IS_ADC_THRESHOLD
IS_ADC_REGULAR_LENGTH
IS_ADC_REGULAR_RANK
IS_ADC_REGULAR_DISC_NUMBER
IS_ADC_RANGE

ADC_SQR1 Description:

3
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ADC_SMPR1

ADC_SMPR?2

ADC_SQR3_RK

ADC_SQR2_RK

ADC_SQR1_RK

[S74

e  Set ADC Regular channel sequence length.

Parameters:

e NbrOfConversion_: Regular channel
sequence length.

Return value:
° None
Description:

e  Setthe ADC's sample time for channel
numbers between 10 and 18.

Parameters:

e _SAMPLETIME_: Sample time parameter.
e  CHANNELNB_: Channel number.

Return value:
. None
Description:

e  Setthe ADC's sample time for channel
numbers between 0 and 9.

Parameters:

e  SAMPLETIME_: Sample time parameter.
e _CHANNELNB_: Channel number.

Return value:
. None
Description:

e  Set the selected regular channel rank for rank
between 1 and 6.

Parameters:

e _CHANNELNB_: Channel number.
¢ RANKNB_: Rank number.

Return value:
. None
Description:

e  Setthe selected regular channel rank for rank
between 7 and 12.

Parameters:

e  CHANNELNB_: Channel number.
e _RANKNB_: Rank number.

Return value:
° None

Description:
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ADC_CR2_CONTINUOUS

ADC_CR1_DISCONTINUOUS

ADC_CR1_SCANCONV

ADC_CR2_EOCSelection

ADC_CR2_DMAContReq

e  Setthe selected regular channel rank for rank
between 13 and 16.

Parameters:

e  CHANNELNB_: Channel number.
e  RANKNB_: Rank number.

Return value:

. None

Description:

e  Enable ADC continuous conversion mode.
Parameters:

e  CONTINUOUS_MODE_: Continuous mode.
Return value:

. None

Description:

e  Configures the number of discontinuous
conversions for the regular group channels.

Parameters:

e NBR_DISCONTINUOUSCONV_: Number of
discontinuous conversions.

Return value:
° None
Description:

° Enable ADC scan mode.

Parameters:
e  SCANCONV_MODE_: Scan conversion
mode.

Return value:

. None

Description:

. Enable the ADC end of conversion selection.
Parameters:

e _EOCSelection_MODE_: End of conversion
selection mode.

Return value:

. None

Description:

. Enable the ADC DMA continuous request.

Parameters:
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ADC_GET_RESOLUTION

ADC Resolution
ADC_RESOLUTION_12B
ADC_RESOLUTION_10B
ADC_RESOLUTION_8B
ADC_RESOLUTION_6B

ADC Sampling Times
ADC_SAMPLETIME_3CYCLES
ADC_SAMPLETIME_15CYCLES
ADC_SAMPLETIME_28CYCLES
ADC_SAMPLETIME_56CYCLES
ADC_SAMPLETIME_84CYCLES
ADC_SAMPLETIME_112CYCLES
ADC_SAMPLETIME_144CYCLES
ADC_SAMPLETIME_480CYCLES

e  DMAContReq_MODE_: DMA continuous
request mode.

Return value:

. None

Description:

e  Return resolution bits in CR1 register.
Parameters:

e __ HANDLE__ : ADC handle

Return value:

. None
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5.1
5.1.1
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ADCEX Firmware driver registers structures

ADC_InjectionConfTypeDef

Data Fields

uint32_t InjectedChannel

uint32_t InjectedRank

uint32_t InjectedSamplingTime

uint32_t InjectedOffset

uint32_t InjectedNbrOfConversion
uint32_t AutolnjectedConv

uint32_t InjectedDiscontinuousConvMode
uint32_t ExternalTriginjecConvEdge
uint32_t ExternalTriginjecConv

Field Documentation

uint32_t ADC_InjectionConfTypeDef::InjectedChannel

Configure the ADC injected channel. This parameter can be a value of
ADC_channels

uint32_t ADC_InjectionConfTypeDef::InjectedRank

The rank in the injected group sequencer This parameter must be a number between
Min_Data = 1 and Max_Data = 4.

uint32_t ADC_InjectionConfTypeDef::InjectedSamplingTime

The sample time value to be set for the selected channel. This parameter can be a
value of ADC_sampling_times

uint32_t ADC_InjectionConfTypeDef::InjectedOffset

Defines the offset to be subtracted from the raw converted data when convert injected
channels. This parameter must be a number between Min_Data = 0x000 and
Max_Data = OxFFF.

uint32_t ADC_InjectionConfTypeDef::InjectedNbrOfConversion

Specifies the number of ADC conversions that will be done using the sequencer for
injected channel group. This parameter must be a number between Min_Data = 1 and
Max_Data = 4.

uint32_t ADC_InjectionConfTypeDef::AutolnjectedConv

Enables or disables the selected ADC automatic injected group conversion after
regular one

uint32_t ADC_InjectionConfTypeDef::InjectedDiscontinuousConvMode
Specifies whether the conversion is performed in Discontinuous mode or not for
injected channels. This parameter can be set to ENABLE or DISABLE.

uint32_t ADC_InjectionConfTypeDef::ExternalTriginjecConvEdge

Select the external trigger edge and enable the trigger of an injected channels. This
parameter can be a value of ADCEx_External_trigger_edge_Injected

uint32_t ADC_InjectionConfTypeDef::ExternalTriginjecConv

Select the external event used to trigger the start of conversion of a injected
channels. This parameter can be a value of
ADCEx_External_trigger_Source_Injected

3
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5.1.2 ADC_MultiModeTypeDef

Data Fields

e Uuint32_t Mode
e uint32_t DMAAccessMode
e Uuint32_t TwoSamplingDelay

Field Documentation

e uint32_t ADC_MultiModeTypeDef::Mode
Configures the ADC to operate in independent or multi mode. This parameter can be
a value of ADCEx_Common_mode

e uint32_t ADC_MultiModeTypeDef::DMAAccessMode
Configures the Direct memory access mode for multi ADC mode. This parameter can
be a value of ADCEx_Direct_memory_access_mode_for_multi_mode

e uint32_t ADC_MultiModeTypeDef::TwoSamplingDelay
Configures the Delay between 2 sampling phases. This parameter can be a value of
ADC_delay_between_2 sampling_phases

5.2 ADCEXx Firmware driver APl description

521 How to use this driver

1. Initialize the ADC low level resources by implementing the HAL_ADC_Msplnit():
a. Enable the ADC interface clock using _ HAL_RCC_ADC_CLK_ENABLE()
b.  ADC pins configuration
- Enable the clock for the ADC GPIOs using the following function:
_ HAL_RCC_GPIOx_CLK_ENABLE()
- Configure these ADC pins in analog mode using HAL_GPIO_Init()
c. Incase of using interrupts (e.g. HAL_ADC_Start_IT())

- Configure the ADC interrupt priority using HAL_NVIC_SetPriority()

- Enable the ADC IRQ handler using HAL_NVIC_EnablelRQ()

- In ADC IRQ handler, call HAL_ADC_IRQHandler()

d. In case of using DMA to control data transfer (e.g. HAL_ADC_Start_ DMA())

- Enable the DMAX interface clock using
__HAL_RCC_DMAXx_CLK_ENABLE()

- Configure and enable two DMA streams stream for managing data transfer
from peripheral to memory (output stream)

- Associate the initialized DMA handle to the ADC DMA handle using
__HAL_LINKDMA()

- Configure the priority and enable the NVIC for the transfer complete
interrupt on the two DMA Streams. The output stream should have higher
priority than the input stream.

2. Configure the ADC Prescaler, conversion resolution and data alignment using the
HAL_ADC_Init() function.

3.  Configure the ADC Injected channels group features, use HAL_ADC_Init() and
HAL_ADC_ConfigChannel() functions.

3
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4.

Three operation modes are available within this driver :

Polling mode 10 operation

Start the ADC peripheral using HAL_ADCEX_InjectedStart()

Wait for end of conversion using HAL_ADC_PollForConversion(), at this stage user
can specify the value of timeout according to his end application

To read the ADC converted values, use the HAL_ADCEX_InjectedGetValue()
function.

Stop the ADC peripheral using HAL_ADCEX_InjectedStop()

Interrupt mode 10 operation

Start the ADC peripheral using HAL_ADCEX_InjectedStart_IT()

Use HAL_ADC_IRQHandler() called under ADC_IRQHandler() Interrupt subroutine
At ADC end of conversion HAL_ADCEX_InjectedConvCpltCallback() function is
executed and user can add his own code by customization of function pointer
HAL_ADCEX_InjectedConvCpltCallback

In case of ADC Error, HAL_ADCEX_InjectedErrorCallback() function is executed and
user can add his own code by customization of function pointer
HAL_ADCEX_InjectedErrorCallback

Stop the ADC peripheral using HAL_ADCEX_InjectedStop_IT()

DMA mode IO operation

Start the ADC peripheral using HAL_ADCEX_InjectedStart_DMA(), at this stage the
user specify the length of data to be transferred at each end of conversion

At The end of data transfer ba HAL_ADCEXx_InjectedConvCpltCallback() function is
executed and user can add his own code by customization of function pointer
HAL_ADCEX_InjectedConvCpltCallback

In case of transfer Error, HAL_ADCEX_InjectedErrorCallback() function is executed
and user can add his own code by customization of function pointer
HAL_ADCEX_InjectedErrorCallback

Stop the ADC peripheral using HAL_ADCEX_InjectedStop_DMA()

Multi mode ADCs Regular channels configuration

5.2.2

Select the Multi mode ADC regular channels features (dual or triple mode) and
configure the DMA mode using HAL_ADCEx_MultiModeConfigChannel() functions.
Start the ADC peripheral using HAL_ADCEXx_MultiModeStart DMA(), at this stage the
user specify the length of data to be transferred at each end of conversion

Read the ADCs converted values using the HAL_ADCEx_MultiModeGetValue()
function.

Extended features functions

This section provides functions allowing to:

122/900

Start conversion of injected channel.
Stop conversion of injected channel.
Start multimode and enable DMA transfer.

3
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5.2.3

5.24

5.25

3

Stop multimode and disable DMA transfer.
Get result of injected channel conversion.
Get result of multimode conversion.
Configure injected channels.

Configure multimode.

This section contains the following APIs:

HAL_ADCEX_InjectedStart()
HAL_ADCEX_InjectedStart_IT()
HAL_ADCEX_InjectedStop()
HAL_ADCEX_InjectedPollForConversion()
HAL_ADCEX_InjectedStop_IT()
HAL_ADCEX_InjectedGetValue()
HAL_ADCEx_MultiModeStart DMA()
HAL_ADCEx_MultiModeStop_DMA()
HAL_ADCEx_MultiModeGetValue()
HAL_ADCEXx_InjectedConvCpltCallback()
HAL_ADCEX_InjectedConfigChannel()
HAL_ADCEx_MultiModeConfigChannel()

HAL_ADCEXx_InjectedStart

Function Name HAL_StatusTypeDef HAL_ADCEX_InjectedStart
(ADC_HandleTypeDef * hadc)

Function Description Enables the selected ADC software start conversion of the injected
channels.

Parameters e hadc: pointer to a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.

Return values . HAL status

HAL_ADCEXx_InjectedStart_IT

Function Name HAL_StatusTypeDef HAL_ADCEXx_InjectedStart_IT
(ADC_HandleTypeDef * hadc)

Function Description Enables the interrupt and starts ADC conversion of injected
channels.

Parameters e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.

Return values . HAL status.

HAL_ADCEXx_InjectedStop

Function Name HAL_StatusTypeDef HAL_ADCEX_InjectedStop
(ADC_HandleTypeDef * hadc)

Function Description  Disables ADC and stop conversion of injected channels.

Parameters e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.

Return values . HAL status.

Notes e  Caution: This function will stop also regular channels.
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5.2.6

5.2.7

5.2.8

5.29
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HAL_ADCEXx_InjectedPollForConversion

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_ADCEX_InjectedPollForConversion
(ADC_HandleTypeDef * hadc, uint32_t Timeout)

Poll for injected conversion complete.

e hadc: pointer to a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.
e Timeout: Timeout value in millisecond.

. HAL status

HAL_ADCEXx_InjectedStop_IT

Function Name

Function Description

Parameters

Return values

Notes

HAL_StatusTypeDef HAL_ADCEX_InjectedStop_IT
(ADC_HandleTypeDef * hadc)

Disables the interrupt and stop ADC conversion of injected
channels.

e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.

° HAL status.

e  Caution: This function will stop also regular channels.

HAL_ADCEXx_InjectedGetValue

Function Name

Function Description

Parameters

Return values

uint32_t HAL_ADCEX_InjectedGetValue (ADC_HandleTypeDef
* hadc, uint32_t InjectedRank)

Gets the converted value from data register of injected channel.

e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.

. InjectedRank: the ADC injected rank. This parameter can be
one of the following values: ADC_INJECTED_RANK_1:
Injected Channell selectedADC_INJECTED_RANK_2:
Injected Channel2 selectedADC_INJECTED_RANK_3:
Injected Channel3 selectedADC_INJECTED_RANK_4:
Injected Channel4 selected

. None

HAL_ADCEx_MultiModeStart DMA

Function Name

Function Description

Parameters

HAL_StatusTypeDef HAL_ADCEx_MultiModeStart_ DMA
(ADC_HandleTypeDef * hadc, uint32_t * pData, uint32_t
Length)

Enables ADC DMA request after last transfer (Multi-ADC mode)
and enables ADC peripheral.

e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.

e pData: Pointer to buffer in which transferred from ADC
peripheral to memory will be stored.

e Length: The length of data to be transferred from ADC
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peripheral to memory.

Return values . HAL status
Notes e  Caution: This function must be used only with the ADC
master.

5.2.10 HAL_ADCEx_MultiModeStop_DMA

Function Name HAL_StatusTypeDef HAL_ADCEx_MultiModeStop_DMA
(ADC_HandleTypeDef * hadc)

Function Description Disables ADC DMA (multi-ADC mode) and disables ADC
peripheral.

Parameters e hadc: pointer to a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.

Return values ° HAL status

5.2.11 HAL_ADCEx_MultiModeGetValue

Function Name uint32_t HAL_ADCEx_MultiModeGetValue
(ADC_HandleTypeDef * hadc)

Function Description  Returns the last ADC1, ADC2 and ADC3 regular conversions
results data in the selected multi mode.

Parameters e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.

Return values . The converted data value.

5.2.12 HAL_ADCEX_InjectedConvCpltCallback

Function Name void HAL_ADCEXx_InjectedConvCpltCallback
(ADC_HandleTypeDef * hadc)

Function Description  Injected conversion complete callback in non blocking mode.

Parameters e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.

Return values . None

5.2.13 HAL_ADCEXx_InjectedConfigChannel

Function Name HAL_StatusTypeDef HAL_ADCEX_InjectedConfigChannel
(ADC_HandleTypeDef * hadc, ADC_InjectionConfTypeDef *
sConfiglnjected)

Function Description ~ Configures for the selected ADC injected channel its
corresponding rank in the sequencer and its sample time.

Parameters e hadc: pointerto a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.
e sConfiglnjected: ADC configuration structure for injected
channel.

Return values . None
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5.2.14

5.3
53.1
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HAL_ADCEx_MultiModeConfigChannel

Function Name HAL_StatusTypeDef HAL_ADCEx_MultiModeConfigChannel
(ADC_HandleTypeDef * hadc, ADC_MultiModeTypeDef *
multimode)

Function Description  Configures the ADC multi-mode.

Parameters e hadc: : pointer to a ADC_HandleTypeDef structure that
contains the configuration information for the specified ADC.
e multimode: : pointer to an ADC_MultiModeTypeDef
structure that contains the configuration information for
multimode.

Return values ° HAL status

ADCEXx Firmware driver defines

ADCEX

ADC Specific Channels
ADC_CHANNEL_DIFFERENCIATION_TEMPSENSOR_VBAT
ADC_CHANNEL_TEMPSENSOR

ADC Common Mode

ADC_MODE_INDEPENDENT
ADC_DUALMODE_REGSIMULT_INJECSIMULT
ADC_DUALMODE_REGSIMULT_ALTERTRIG
ADC_DUALMODE_INJECSIMULT
ADC_DUALMODE_REGSIMULT

ADC_DUALMODE_INTERL

ADC_DUALMODE_ALTERTRIG
ADC_TRIPLEMODE_REGSIMULT_INJECSIMULT
ADC_TRIPLEMODE_REGSIMULT_AlterTrig
ADC_TRIPLEMODE_INJECSIMULT
ADC_TRIPLEMODE_REGSIMULT
ADC_TRIPLEMODE_INTERL
ADC_TRIPLEMODE_ALTERTRIG

ADC Direct Memory Access Mode For Multi Mode
ADC_DMAACCESSMODE_DISABLED DMA mode disabled

ADC_DMAACCESSMODE_1 DMA mode 1 enabled (2 / 3 half-words one by
one - 1 then 2 then 3)

ADC_DMAACCESSMODE_2 DMA mode 2 enabled (2 / 3 half-words by pairs -
2&1 then 1&3 then 3&2)

ADC_DMAACCESSMODE_3 DMA mode 3 enabled (2 / 3 bytes by pairs - 2&1

then 1&3 then 3&2)
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ADC External Trigger Edge Injected
ADC_EXTERNALTRIGINJECCONVEDGE_NONE
ADC_EXTERNALTRIGINJECCONVEDGE_RISING

ADC_EXTERNALTRIGINJECCONVEDGE_FALLING
ADC_EXTERNALTRIGINJECCONVEDGE_RISINGFALLING

ADC External Trigger Source Injected
ADC_EXTERNALTRIGINJECCONV_T1_CC4
ADC_EXTERNALTRIGINJECCONV_T1 _TRGO
ADC_EXTERNALTRIGINJECCONV_T2_CC1
ADC_EXTERNALTRIGINJECCONV_T2_TRGO
ADC_EXTERNALTRIGINJECCONV_T3_CC2
ADC_EXTERNALTRIGINJECCONV_T3_CC4
ADC_EXTERNALTRIGINJECCONV_T4_CC1
ADC_EXTERNALTRIGINJECCONV_T4_CC2
ADC_EXTERNALTRIGINJECCONV_T4 _CC3
ADC_EXTERNALTRIGINJECCONV_T4_TRGO
ADC_EXTERNALTRIGINJECCONV_T5_CC4
ADC_EXTERNALTRIGINJECCONV_T5_TRGO
ADC_EXTERNALTRIGINJECCONV_T8 CC2
ADC_EXTERNALTRIGINJECCONV_T8 CC3
ADC_EXTERNALTRIGINJECCONV_T8_CC4
ADC_EXTERNALTRIGINJECCONV_EXT_IT15
ADC Injected Channel Selection
ADC_INJECTED_RANK_1
ADC_INJECTED_RANK_2
ADC_INJECTED_RANK_3
ADC_INJECTED_RANK_4

ADC Private Macros

IS_ADC_CHANNEL

IS_ADC_MODE
IS_ADC_DMA_ACCESS_MODE
IS_ADC_EXT_INJEC_TRIG_EDGE
IS_ADC_EXT_INJEC_TRIG
IS_ADC_INJECTED_LENGTH
IS_ADC_INJECTED_RANK

ADC_JSOR Description:
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e  Set the selected injected Channel rank.
Parameters:

e CHANNELNB_: Channel number.
e RANKNB_: Rank number.
e JSQR_JL : Sequence length.

Return value:

. None

3
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6.1
6.1.1
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CAN Firmware driver registers structures

CAN_InitTypeDef

Data Fields

uint32_t Prescaler
uint32_t Mode
uint32_t SJW
uint32_t BS1
uint32_t BS2
uint32_t TTCM
uint32_t ABOM
uint32_t AWUM
uint32_t NART
uint32_t RFLM
uint32_t TXFP

Field Documentation

uint32_t CAN_InitTypeDef::Prescaler

Specifies the length of a time quantum. This parameter must be a number between
Min_Data = 1 and Max_Data = 1024

uint32_t CAN_InitTypeDef::Mode

Specifies the CAN operating mode. This parameter can be a value of
CAN_operating_mode

uint32_t CAN_InitTypeDef::SJW

Specifies the maximum number of time quanta the CAN hardware is allowed to
lengthen or shorten a bit to perform resynchronization. This parameter can be a value
of CAN_synchronisation_jump_width

uint32_t CAN_InitTypeDef::BS1

Specifies the number of time quanta in Bit Segment 1. This parameter can be a value
of CAN_time_quantum_in_bit segment_1

uint32_t CAN_InitTypeDef::BS2

Specifies the number of time quanta in Bit Segment 2. This parameter can be a value
of CAN_time_qguantum_in_bit segment_2

uint32_t CAN_InitTypeDef::TTCM

Enable or disable the time triggered communication mode. This parameter can be set
to ENABLE or DISABLE.

uint32_t CAN_InitTypeDef::ABOM

Enable or disable the automatic bus-off management. This parameter can be set to
ENABLE or DISABLE

uint32_t CAN_InitTypeDef::AWUM

Enable or disable the automatic wake-up mode. This parameter can be set to
ENABLE or DISABLE

uint32_t CAN_InitTypeDef::NART

Enable or disable the non-automatic retransmission mode. This parameter can be set
to ENABLE or DISABLE
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uint32_t CAN_InitTypeDef::RFLM

Enable or disable the receive FIFO Locked mode. This parameter can be set to
ENABLE or DISABLE

uint32_t CAN_InitTypeDef:: TXFP

Enable or disable the transmit FIFO priority. This parameter can be set to ENABLE or
DISABLE

CAN_FilterConfTypeDef

Data Fields

uint32_t FilterldHigh

uint32_t FilterldLow

uint32_t FilterMaskldHigh
uint32_t FilterMaskldLow
uint32_t FilterFIFOAssignment
uint32_t FilterNumber

uint32_t FilterMode

uint32_t FilterScale

uint32_t FilterActivation
uint32_t BankNumber

Field Documentation

uint32_t CAN_FilterConfTypeDef::FilterldHigh

Specifies the filter identification number (MSBs for a 32-bit configuration, first one for
a 16-bit configuration). This parameter must be a number between Min_Data =
0x0000 and Max_Data = OXFFFF

uint32_t CAN_FilterConfTypeDef::FilterldLow

Specifies the filter identification number (LSBs for a 32-bit configuration, second one
for a 16-bit configuration). This parameter must be a number between Min_Data =
0x0000 and Max_Data = OXFFFF

uint32_t CAN_FilterConfTypeDef::FilterMaskldHigh

Specifies the filter mask number or identification number, according to the mode
(MSBs for a 32-bit configuration, first one for a 16-bit configuration). This parameter
must be a number between Min_Data = 0x0000 and Max_Data = OxFFFF

uint32_t CAN_FilterConfTypeDef::FilterMaskldLow

Specifies the filter mask number or identification number, according to the mode
(LSBs for a 32-bit configuration, second one for a 16-bit configuration). This parameter
must be a number between Min_Data = 0x0000 and Max_Data = OxFFFF

uint32_t CAN_FilterConfTypeDef::FilterFIFOAssignment

Specifies the FIFO (0 or 1) which will be assigned to the filter. This parameter can be
a value of CAN_filter_FIFO

uint32_t CAN_FilterConfTypeDef::FilterNumber

Specifies the filter which will be initialized. This parameter must be a number between
Min_Data = 0 and Max_Data = 27

uint32_t CAN_FilterConfTypeDef::FilterMode

Specifies the filter mode to be initialized. This parameter can be a value of
CAN_filter_mode

uint32_t CAN_FilterConfTypeDef::FilterScale

Specifies the filter scale. This parameter can be a value of CAN_filter_scale
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e uint32_t CAN_FilterConfTypeDef::FilterActivation
Enable or disable the filter. This parameter can be set to ENABLE or DISABLE.
e uint32_t CAN_FilterConfTypeDef::BankNumber
Select the start slave bank filter. This parameter must be a number between
Min_Data = 0 and Max_Data = 28

6.1.3 CanTxMsgTypeDef

Data Fields

uint32_t Stdid
uint32_t Extld
uint32_t IDE
uint32_t RTR
uint32_t DLC
uint8_t Data

Field Documentation

e uint32_t CanTxMsgTypeDef::Stdld
Specifies the standard identifier. This parameter must be a number between
Min_Data = 0 and Max_Data = OX7FF

e Uuint32_t CanTxMsgTypeDef::Extld
Specifies the extended identifier. This parameter must be a number between
Min_Data = 0 and Max_Data = Ox1FFFFFFF

e uint32_t CanTxMsgTypeDef::IDE
Specifies the type of identifier for the message that will be transmitted. This
parameter can be a value of CAN_Identifier_Type

e uint32_t CanTxMsgTypeDef::RTR
Specifies the type of frame for the message that will be transmitted. This parameter
can be a value of CAN_remote_transmission_request

e Uuint32_t CanTxMsgTypeDef::DLC
Specifies the length of the frame that will be transmitted. This parameter must be a
number between Min_Data = 0 and Max_Data = 8

e uint8_t CanTxMsgTypeDef::Data[8]
Contains the data to be transmitted. This parameter must be a number between
Min_Data = 0 and Max_Data = OxFF

6.1.4 CanRxMsgTypeDef

Data Fields

uint32_t Stdid
uint32_t Extld
uint32_t IDE
uint32_t RTR
uint32_t DLC
uint8_t Data
uint32_t FMI

3
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uint32_t FIFONumber

Field Documentation

uint32_t CanRxMsgTypeDef::Stdld

Specifies the standard identifier. This parameter must be a number between
Min_Data = 0 and Max_Data = Ox7FF

uint32_t CanRxMsgTypeDef::Extld

Specifies the extended identifier. This parameter must be a number between
Min_Data = 0 and Max_Data = Ox1FFFFFFF

uint32_t CanRxMsgTypeDef::IDE

Specifies the type of identifier for the message that will be received. This parameter
can be a value of CAN_Identifier_Type

uint32_t CanRxMsgTypeDef::RTR

Specifies the type of frame for the received message. This parameter can be a value
of CAN_remote_transmission_request

uint32_t CanRxMsgTypeDef::DLC

Specifies the length of the frame that will be received. This parameter must be a
number between Min_Data = 0 and Max_Data = 8

uint8_t CanRxMsgTypeDef::Data[8]

Contains the data to be received. This parameter must be a number between
Min_Data = 0 and Max_Data = OxXFF

uint32_t CanRxMsgTypeDef::FMI

Specifies the index of the filter the message stored in the mailbox passes through.
This parameter must be a number between Min_Data = 0 and Max_Data = OxFF
uint32_t CanRxMsgTypeDef::FIFONumber

Specifies the receive FIFO number. This parameter can be CAN_FIFOO or
CAN_FIFO1

CAN_HandleTypeDef

Data Fields

CAN_TypeDef * Instance
CAN_InitTypeDef Init
CanTxMsgTypeDef * pTxMsg
CanRxMsgTypeDef * pPRxMsg

_ IO HAL_CAN_StateTypeDef State
HAL_LockTypeDef Lock

__ 10 uint32_t ErrorCode

Field Documentation

CAN_TypeDef* CAN_HandleTypeDef::Instance
Register base address

CAN_InitTypeDef CAN_HandleTypeDef::Init

CAN required parameters

CanTxMsgTypeDef* CAN_HandleTypeDef::pTxMsg
Pointer to transmit structure

CanRxMsgTypeDef* CAN_HandleTypeDef::pRxMsg
Pointer to reception structure

3
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IO HAL_CAN_StateTypeDef CAN_HandleTypeDef::;State

"CAN communication state

HAL_LockTypeDef CAN_HandleTypeDef::Lock
CAN locking object
IO uint32_t CAN_HandleTypeDef::ErrorCode

"CAN Error code

6.2 CAN Firmware driver API description

6.2.1 How to use this driver

1.

ok w

Enable the CAN controller interface clock using _ HAL_RCC_CAN1_CLK_ENABLE()
for CAN1 and _ HAL RCC_CAN2_CLK _ENABLE() for CAN2 In case you are using
CANZ2 only, you have to enable the CAN1 clock.

CAN pins configuration
- Enable the clock for the CAN GPIOs using the following function:

__GPIOx_CLK_ENABLE()
- Connect and configure the involved CAN pins to AF9 using the following function
HAL_GPIO_Init()

Initialize and configure the CAN using CAN_Init() function.

Transmit the desired CAN frame using HAL_CAN_Transmit() function.

Receive a CAN frame using HAL_CAN_Receive() function.

Polling mode IO operation

Start the CAN peripheral transmission and wait the end of this operation using
HAL_CAN_Transmit(), at this stage user can specify the value of timeout according to
his end application

Start the CAN peripheral reception and wait the end of this operation using
HAL_CAN_Receive(), at this stage user can specify the value of timeout according to
his end application

Interrupt mode 10 operation

Start the CAN peripheral transmission using HAL_CAN_Transmit_IT()

Start the CAN peripheral reception using HAL_CAN_Receive_IT()

Use HAL_CAN_IRQHandler() called under the used CAN Interrupt subroutine

At CAN end of transmission HAL_CAN_TxCpltCallback() function is executed and
user can add his own code by customization of function pointer
HAL_CAN_TxCpltCallback

In case of CAN Error, HAL_CAN_ErrorCallback() function is executed and user can
add his own code by customization of function pointer HAL_CAN_ErrorCallback

CAN HAL driver macros list

Below the list of most used macros in CAN HAL driver.

3

__HAL_CAN_ENABLE_IT: Enable the specified CAN interrupts
_ HAL_CAN_DISABLE_IT: Disable the specified CAN interrupts
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6.2.2

6.2.3

6.2.4
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__HAL_CAN_GET_IT_SOURCE: Check if the specified CAN interrupt source is
enabled or disabled

__HAL _CAN_CLEAR_FLAG: Clear the CAN's pending flags

__HAL CAN_GET_FLAG: Get the selected CAN's flag status

You can refer to the CAN HAL driver header file for more useful macros

Initialization and de-initialization functions

This section provides functions allowing to:

This

Initialize and configure the CAN.
De-initialize the CAN.

section contains the following APIs:

HAL_CAN_Init()
HAL_CAN_ConfigFilter()
HAL_CAN_Delnit()
HAL_CAN_MsplInit()
HAL_CAN_MspDelnit()

IO operation functions

This section provides functions allowing to:

—
=.
(%)

Transmit a CAN frame message.

Receive a CAN frame message.

Enter CAN peripheral in sleep mode.

Wake up the CAN peripheral from sleep mode.

section contains the following APIs:

HAL_CAN_Transmit()
HAL_CAN_Transmit_IT()
HAL_CAN_Receive()
HAL_CAN_Receive_IT()
HAL_CAN_Sleep()
HAL_CAN_WakeUp()
HAL_CAN_IRQHandler()
HAL_CAN_TxCpltCallback()
HAL_CAN_RxCpltCallback()
HAL_CAN_ErrorCallback()

Peripheral State and Error functions

This subsection provides functions allowing to :

Check the CAN state.
Check CAN Errors detected during interrupt process

This section contains the following APIs:

HAL_CAN_GetState()
HAL_CAN_GetError()

3
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6.2.5 HAL_CAN_Init
Function Name HAL_StatusTypeDef HAL_CAN_Init (CAN_HandleTypeDef *
hcan)
Function Description Initializes the CAN peripheral according to the specified
parameters in the CAN_InitStruct.
Parameters e hcan: pointer to a CAN_HandleTypeDef structure that
contains the configuration information for the specified CAN.
Return values . HAL status
6.2.6 HAL_CAN_ConfigFilter
Function Name HAL_StatusTypeDef HAL_CAN_ConfigFilter
(CAN_HandleTypeDef * hcan, CAN_FilterConfTypeDef *
sFilterConfig)
Function Description ~ Configures the CAN reception filter according to the specified
parameters in the CAN_FilterInitStruct.
Parameters e hcan: pointer to a CAN_HandleTypeDef structure that
contains the configuration information for the specified CAN.
e sFilterConfig: pointer to a CAN_FilterConfTypeDef structure
that contains the filter configuration information.
Return values e None
6.2.7 HAL_CAN_Delnit
Function Name HAL_StatusTypeDef HAL_CAN_Delnit (CAN_HandleTypeDef *
hcan)
Function Description Deinitializes the CANXx peripheral registers to their default reset
values.
Parameters e hcan: pointer to a CAN_HandleTypeDef structure that
contains the configuration information for the specified CAN.
Return values e  HAL status
6.2.8 HAL_CAN_Msplnit
Function Name void HAL_CAN_Msplnit (CAN_HandleTypeDef * hcan)
Function Description Initializes the CAN MSP.
Parameters e hcan: pointerto a CAN_HandleTypeDef structure that
contains the configuration information for the specified CAN.
Return values . None
6.2.9 HAL_CAN_MspDelnit

3

Function Name void HAL_CAN_MspDelnit (CAN_HandleTypeDef * hcan)
Function Description Delnitializes the CAN MSP.

Parameters e hcan: pointerto a CAN_HandleTypeDef structure that
contains the configuration information for the specified CAN.
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6.2.10

6.2.11

6.2.12

6.2.13

6.2.14
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Return values ° None

HAL_CAN_Transmit

Function Name HAL_StatusTypeDef HAL_CAN_Transmit
(CAN_HandleTypeDef * hcan, uint32_t Timeout)

Function Description Initiates and transmits a CAN frame message.

Parameters e hcan: pointerto a CAN_HandleTypeDef structure that
contains the configuration information for the specified CAN.
e Timeout: Specify Timeout value

Return values ° HAL status

HAL_CAN_Transmit_IT

Function Name HAL_StatusTypeDef HAL_CAN_Transmit_IT
(CAN_HandleTypeDef * hcan)

Function Description  Initiates and transmits a CAN frame message.

Parameters e hcan: pointerto a CAN_HandleTypeDef structure that
contains the configuration information for the specified CAN.

Return values . HAL status

HAL_CAN_Receive

Function Name HAL_StatusTypeDef HAL_CAN_Receive (CAN_HandleTypeDef
* hcan, uint8_t FIFONumber, uint32_t Timeout)

Function Description Receives a correct CAN frame.

Parameters e hcan: pointer to a CAN_HandleTypeDef structure that
contains the configuration information for the specified CAN.
FIFONumber: FIFO Number value
Timeout: Specify Timeout value

Return values . HAL status

HAL_CAN_Receive IT

Function Name HAL_StatusTypeDef HAL_CAN_Receive_IT
(CAN_HandleTypeDef * hcan, uint8_t FIFONumber)

Function Description ~ Receives a correct CAN frame.

Parameters e hcan: Pointer to a CAN_HandleTypeDef structure that
contains the configuration information for the specified CAN.
e  FIFONumber: Specify the FIFO number

Return values ° HAL status

HAL_CAN_Sleep

Function Name HAL_StatusTypeDef HAL_CAN_Sleep (CAN_HandleTypeDef *
hcan)

Function Description  Enters the Sleep (low power) mode.
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6.2.15

6.2.16

6.2.17

6.2.18

6.2.19

3

Parameters e hcan: pointerto a CAN_HandleTypeDef structure that
contains the configuration information for the specified CAN.

Return values . HAL status.

HAL_CAN_WakeUp

Function Name HAL_StatusTypeDef HAL_CAN_WakeUp
(CAN_HandleTypeDef * hcan)

Function Description ~ Wakes up the CAN peripheral from sleep mode, after that the CAN
peripheral is in the normal mode.

Parameters e hcan: pointer to a CAN_HandleTypeDef structure that
contains the configuration information for the specified CAN.

Return values ° HAL status.

HAL_CAN_IRQHandler
Function Name void HAL_CAN_IRQHandler (CAN_HandleTypeDef * hcan)
Function Description ~ Handles CAN interrupt request.

Parameters e hcan: pointer to a CAN_HandleTypeDef structure that
contains the configuration information for the specified CAN.

Return values . None

HAL_CAN_TxCpltCallback
Function Name void HAL_CAN_TxCpltCallback (CAN_HandleTypeDef * hcan)
Function Description ~ Transmission complete callback in non blocking mode.

Parameters e hcan: pointer to a CAN_HandleTypeDef structure that
contains the configuration information for the specified CAN.

Return values . None

HAL_CAN_RxCpltCallback
Function Name void HAL_CAN_RxCpltCallback (CAN_HandleTypeDef * hcan)
Function Description ~ Transmission complete callback in non blocking mode.

Parameters e hcan: pointer to a CAN_HandleTypeDef structure that
contains the configuration information for the specified CAN.

Return values . None

HAL_CAN_ErrorCallback
Function Name void HAL_CAN_ErrorCallback (CAN_HandleTypeDef * hcan)

Function Description Error CAN callback.

Parameters e hcan: pointerto a CAN_HandleTypeDef structure that
contains the configuration information for the specified CAN.
Return values e None
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6.2.21

6.3
6.3.1
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HAL_CAN_GetState

Function Name HAL_CAN_StateTypeDef HAL_CAN_GetState
(CAN_HandleTypeDef * hcan)

Function Description return the CAN state

Parameters e hcan: pointer to a CAN_HandleTypeDef structure that
contains the configuration information for the specified CAN.

Return values . HAL state

HAL_CAN_GetError
Function Name uint32_t HAL_CAN_GetError (CAN_HandleTypeDef * hcan)
Function Description ~ Return the CAN error code.

Parameters e hcan: pointerto a CAN_HandleTypeDef structure that
contains the configuration information for the specified CAN.

Return values ° CAN Error Code

CAN Firmware driver defines

CAN
CAN Exported Macros
__ HAL_CAN_RESET HANDLE_STATE Description:
e Reset CAN handle state.

Parameters:
e _ HANDLE_ : specifies the CAN Handle.
Return value:
. None
__ HAL_CAN_ENABLE_IT Description:
e Enable the specified CAN interrupts.
Parameters:
e _ HANDLE_ :CAN handle
e _ INTERRUPT__: CAN Interrupt
Return value:
. None
_ HAL_CAN_DISABLE_IT Description:
e Disable the specified CAN interrupts.
Parameters:
e  HANDLE__ : CAN handle
e _ INTERRUPT__: CAN Interrupt

Return value:

3
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__HAL_CAN_MSG_PENDING

__HAL_CAN_GET_FLAG

. None

Description:

e  Return the number of pending received
messages.

Parameters:

e _ HANDLE__: CAN handle

e _ FIFONUMBER__: Receive FIFO

number, CAN_FIFOO or CAN_FIFO1.
Return value:
e  The: number of pending message.
Description:

e  Check whether the specified CAN flag is
set or not.

Parameters:

e  HANDLE__ : CAN Handle
e  FLAG_ : specifies the flag to check.

This parameter can be one of the following

values:

— CAN_TSR_RQCPO: Request
MailBox0 Flag

— CAN_TSR_RQCP1: Request
MailBox1 Flag

— CAN_TSR_RQCP2: Request
MailBox2 Flag

—  CAN_FLAG_TXOKO: Transmission
OK MailBox0 Flag

—  CAN_FLAG_TXOK1: Transmission
OK MailBox1 Flag

—  CAN_FLAG_TXOK2: Transmission
OK MailBox2 Flag

—  CAN_FLAG_TMEO: Transmit mailbox
0 empty Flag

—  CAN_FLAG_TMEZL: Transmit mailbox
1 empty Flag

—  CAN_FLAG_TMEZ2: Transmit mailbox
2 empty Flag

—  CAN_FLAG_FMPO: FIFO 0 Message
Pending Flag

—  CAN_FLAG_FFO: FIFO 0 Full Flag

— CAN_FLAG_FOVO: FIFO 0 Overrun
Flag

— CAN_FLAG_FMP1: FIFO 1 Message
Pending Flag

— CAN_FLAG_FF1: FIFO 1 Full Flag

— CAN_FLAG_FOV1: FIFO 1 Overrun
Flag

— CAN_FLAG_WKU: Wake up Flag

— CAN_FLAG_SLAK: Sleep
acknowledge Flag
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__HAL_CAN_CLEAR_FLAG

CAN_FLAG_SLAKI: Sleep
acknowledge Flag
CAN_FLAG_EWG: Error Warning
Flag

CAN_FLAG_EPV: Error Passive Flag
CAN_FLAG_BOF: Bus-Off Flag

Return value:

e The: new state of _ FLAG__ (TRUE or
FALSE).

Description:

e  Clear the specified CAN pending flag.

Parameters:

e _ HANDLE_ :CAN Handle.

e _ FLAG_ : specifies the flag to check.
This parameter can be one of the following
values:

DOCID025834 Rev 2

CAN_TSR_RQCPO: Request
MailBox0 Flag

CAN_TSR_RQCP1: Request
MailBox1 Flag

CAN_TSR_RQCP2: Request
MailBox2 Flag

CAN_FLAG_TXOKO: Transmission
OK MailBox0 Flag
CAN_FLAG_TXOKZ1: Transmission
OK MailBox1 Flag
CAN_FLAG_TXOK2: Transmission
OK MailBox2 Flag
CAN_FLAG_TMEQ: Transmit mailbox
0 empty Flag

CAN_FLAG_TMEL: Transmit mailbox
1 empty Flag

CAN_FLAG_TMEZ2: Transmit mailbox
2 empty Flag

CAN_FLAG_FMPO: FIFO 0 Message
Pending Flag

CAN_FLAG_FFO: FIFO 0 Full Flag
CAN_FLAG_FOVO0: FIFO 0 Overrun
Flag

CAN_FLAG_FMP1: FIFO 1 Message
Pending Flag

CAN_FLAG_FF1: FIFO 1 Full Flag
CAN_FLAG_FOVL1: FIFO 1 Overrun
Flag

CAN_FLAG_WKU: Wake up Flag
CAN_FLAG_SLAK: Sleep
acknowledge Flag
CAN_FLAG_SLAKI: Sleep
acknowledge Flag
CAN_FLAG_EWG: Error Warning
Flag
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__HAL_CAN_GET_IT_SOURCE

__HAL_CAN_TRANSMIT_STATUS

__HAL_CAN_FIFO_RELEASE

__HAL_CAN_CANCEL_TRANSMIT

—  CAN_FLAG_EPV: Error Passive Flag
— CAN_FLAG_BOF: Bus-Off Flag

Return value:

e The: new state of _ FLAG__ (TRUE or
FALSE).

Description:

e  Check if the specified CAN interrupt source
is enabled or disabled.

Parameters:
e  HANDLE__ :CAN Handle
e  INTERRUPT__: specifies the CAN

interrupt source to check. This parameter

can be one of the following values:

—  CAN_IT_TME: Transmit mailbox
empty interrupt enable

—  CAN_IT_FMPO: FIFOO message
pending interrupt enable

—  CAN_IT_FMP1: FIFO1 message
pending interrupt enable

Return value:

e The:newstate of __IT__ (TRUE or

FALSE).

Description:

° Check the transmission status of a CAN
Frame.

Parameters:

e  HANDLE_ : CAN Handle

e _ TRANSMITMAILBOX_ _: the number of

the mailbox that is used for transmission.
Return value:

e  The: new status of transmission (TRUE or
FALSE).

Description:

e Release the specified receive FIFO.

Parameters:
e _ HANDLE_ :CAN handle
e _ FIFONUMBER__: Receive FIFO

number, CAN_FIFOO or CAN_FIFOL1.
Return value:
. None
Description:

e Cancel a transmit request.
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__HAL_CAN_DBG_FREEZE

CAN Filter FIFO

Parameters:
e  HANDLE_ : CAN Handle
e _ TRANSMITMAILBOX__: the number of

the mailbox that is used for transmission.
Return value:
. None
Description:

. Enable or disable the DBG Freeze for
CAN.

Parameters:
e  HANDLE__ : CAN Handle
e _ NEWSTATE__ : new state of the CAN

peripheral. This parameter can be:
ENABLE (CAN reception/transmission is
frozen during debug. Reception FIFOs can
still be accessed/controlled normally) or
DISABLE (CAN is working during debug).

Return value:

° None

CAN_FILTER_FIFOO Filter FIFO 0 assignment for filter x
CAN_FILTER_FIFO1 Filter FIFO 1 assignment for filter x

CAN Filter Mode

CAN_FILTERMODE_IDMASK

CAN_FILTERMODE_IDLIST
CAN Filter Scale

Identifier mask mode

Identifier list mode

CAN_FILTERSCALE_16BIT Two 16-bit filters
CAN_FILTERSCALE_32BIT One 32-bit filter

CAN Flags

CAN_FLAG_RQCPO Request MailBoxO0 flag
CAN_FLAG_RQCP1 Request MailBox1 flag
CAN_FLAG _RQCP2 Request MailBox2 flag
CAN_FLAG_TXOKO  Transmission OK MailBoxO0 flag
CAN_FLAG_TXOK1  Transmission OK MailBox1 flag
CAN_FLAG_TXOK2  Transmission OK MailBox2 flag
CAN_FLAG_TMEO Transmit mailbox 0 empty flag
CAN_FLAG_TME1 Transmit mailbox 0 empty flag
CAN_FLAG_TME2 Transmit mailbox 0 empty flag

CAN_FLAG_FFO FIFO 0 Full flag
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CAN_FLAG_FOVO0
CAN_FLAG_FF1
CAN_FLAG_FOV1
CAN_FLAG_WKU
CAN_FLAG_SLAK
CAN_FLAG_SLAKI
CAN_FLAG_EWG
CAN_FLAG_EPV
CAN_FLAG_BOF
CAN Identifier Type
CAN_ID_STD
CAN_ID_EXT

CAN InitStatus

FIFO 0 Overrun flag
FIFO 1 Full flag

FIFO 1 Overrun flag
Wake up flag

Sleep acknowledge flag
Sleep acknowledge flag
Error warning flag

Error passive flag
Bus-Off flag

Standard Id
Extended Id

CAN_INITSTATUS_FAILED CAN initialization failed
CAN_INITSTATUS_SUCCESS CAN initialization OK

CAN Interrupts
CAN_IT_TME
CAN_IT_FMPO
CAN_IT_FFO
CAN_IT_FOVO0
CAN_IT_FMP1
CAN_IT_FF1
CAN_IT_FOV1
CAN_IT_WKU
CAN_IT_SLK
CAN_IT_EWG
CAN_IT_EPV
CAN_IT_BOF
CAN_IT_LEC
CAN_IT_ERR

Transmit mailbox empty interrupt
FIFO 0 message pending interrupt
FIFO 0 full interrupt

FIFO 0 overrun interrupt

FIFO 1 message pending interrupt
FIFO 1 full interrupt

FIFO 1 overrun interrupt

Wake-up interrupt

Sleep acknowledge interrupt

Error warning interrupt

Error passive interrupt

Bus-off interrupt

Last error code interrupt

Error Interrupt

CAN Mailboxes Definition

CAN_TXMAILBOX_0

CAN_TXMAILBOX_1

CAN_TXMAILBOX_2

CAN Operating Mode

CAN_MODE_NORMAL Normal mode
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CAN_MODE_LOOPBACK Loopback mode
CAN_MODE_SILENT Silent mode
CAN_MODE_SILENT_LOOPBACK Loopback combined with silent mode
CAN Private Constants

CAN_TIMEOUT_VALUE

CAN_TXSTATUS_NOMAILBOX CAN cell did not provide CAN_TxStatus_NoMailBox

CAN_FLAG_MASK

CAN Private Macros

IS_CAN_MODE

IS_CAN_SJW

IS_CAN_BS1

IS_CAN_BS2

IS_CAN_PRESCALER
IS_CAN_FILTER_NUMBER
IS_CAN_FILTER_MODE
IS_CAN_FILTER_SCALE
IS_CAN_FILTER_FIFO
IS_CAN_BANKNUMBER
IS_CAN_TRANSMITMAILBOX
IS_CAN_STDID

IS_CAN_EXTID

IS_CAN_DLC

IS_CAN_IDTYPE

IS_CAN_RTR

IS_CAN_FIFO

CAN Receive FIFO Number Constants
CAN_FIFOO CAN FIFO 0 used to receive
CAN_FIFO1 CAN FIFO 1 used to receive
CAN Remote Transmission Request
CAN_RTR_DATA Data frame
CAN_RTR_REMOTE Remote frame
CAN Synchronisation Jump Width

CAN_SJW_1TQ 1 time quantum
CAN_SJW_2TQ 2 time quantum
CAN_SJW_3TQ 3 time quantum
CAN_SJW_4TQ 4 time quantum

CAN Time Quantum in bit segment 1
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CAN_BS1_1TQ
CAN_BS1_2TQ
CAN_BS1_3TQ
CAN_BS1_4TQ
CAN_BS1 5TQ
CAN_BS1 6TQ
CAN_BS1_7TQ
CAN_BS1_8TQ
CAN_BS1_9TQ
CAN_BS1_10TQ
CAN_BS1_11TQ
CAN_BS1_12TQ
CAN_BS1_13TQ
CAN_BS1_14TQ
CAN_BS1_15TQ
CAN_BS1_16TQ

CAN Time Quantum in

CAN_BS2_1TQ
CAN_BS2_2TQ
CAN_BS2_3TQ
CAN_BS2_4TQ
CAN_BS2_5TQ
CAN_BS2_6TQ
CAN_BS2_7TQ
CAN_BS2_8TQ

1 time quantum
2 time quantum
3 time quantum
4 time quantum
5 time quantum
6 time quantum
7 time quantum
8 time quantum
9 time quantum
10 time quantum
11 time quantum
12 time quantum
13 time quantum
14 time quantum
15 time quantum
16 time quantum
bit segment 2
1 time quantum
2 time quantum
3 time quantum
4 time quantum
5 time quantum
6 time quantum
7 time quantum

8 time quantum

DOCID025834 Rev 2

145/900




HAL CEC Generic Driver UM1725

7.1
7.1.1
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HAL CEC Generic Driver

CEC Firmware driver registers structures

CEC_InitTypeDef

Data Fields

uint32_t SignalFreeTime

uint32_t Tolerance

uint32_t BRERxStop

uint32_t BREErrorBitGen

uint32_t LBPEErrorBitGen

uint32_t BroadcastMsgNoErrorBitGen
uint32_t SignalFreeTimeOption
uint32_t OwnAddress

uint32_t ListenMode

uint8_t InitiatorAddress

Field Documentation

uint32_t CEC_InitTypeDef::SignalFreeTime

Set SFT field, specifies the Signal Free Time. It can be one of
CEC_Signal_Free_Time and belongs to the set {0,...,7} where 0x0 is the default
configuration else means 0.5 + (SignalFreeTime - 1) nominal data bit periods
uint32_t CEC_InitTypeDef::Tolerance

Set RXTOL bit, specifies the tolerance accepted on the received waveforms, it can be
a value of CEC_Tolerance : it is either CEC_STANDARD_TOLERANCE or
CEC_EXTENDED_TOLERANCE

uint32_t CEC_InitTypeDef::BRERxStop

Set BRESTP bit CEC_BRERXxStop : specifies whether or not a Bit Rising Error stops
the reception. CEC_NO_RX_STOP_ON_BRE: reception is not stopped.
CEC_RX_STOP_ON_BRE: reception is stopped.

uint32_t CEC_InitTypeDef::BREErrorBitGen

Set BREGEN bit CEC_BREErrorBitGen : specifies whether or not an Error-Bit is
generated on the CEC line upon Bit Rising Error detection.
CEC_BRE_ERRORBIT_NO_GENERATION: no error-bit generation.
CEC_BRE_ERRORBIT_GENERATION: error-bit generation if BRESTP is set.
uint32_t CEC_InitTypeDef::LBPEErrorBitGen

Set LBPEGEN bit CEC_LBPEErrorBitGen : specifies whether or not an Error-Bit is
generated on the CEC line upon Long Bit Period Error detection.
CEC_LBPE_ERRORBIT_NO_GENERATION: no error-bit generation.
CEC_LBPE_ERRORBIT_GENERATION: error-bit generation.

uint32_t CEC_InitTypeDef::BroadcastMsgNoErrorBitGen

Set BRDNOGEN bit CEC_BroadCastMsgErrorBitGen : allows to avoid an Error-Bit
generation on the CEC line upon an error detected on a broadcast message.lIt
supersedes BREGEN and LBPEGEN bits for a broadcast message error handling. It
can take two values:1) CEC_BROADCASTERROR_ERRORBIT_GENERATION. a)
BRE detection: error-bit generation on the CEC line if
BRESTP=CEC_RX_STOP_ON_BRE and
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BREGEN=CEC_BRE_ERRORBIT_NO_GENERATION. b) LBPE detection: error-bit
generation on the CEC line if
LBPGEN=CEC_LBPE_ERRORBIT_NO_GENERATION.2)
CEC_BROADCASTERROR_NO_ERRORBIT_GENERATION. no error-bit generation
in case neither a) nor b) are satisfied. Additionally, there is no error-bit generation in
case of Short Bit Period Error detection in a broadcast message while LSTN bit is set.
uint32_t CEC_InitTypeDef::SignalFreeTimeOption

Set SFTOP bit CEC_SFT_Option : specifies when SFT timer starts.
CEC_SFT_START_ON_TXSOM SFT: timer starts when TXSOM is set by software.
CEC_SFT_START_ON_TX_RX_END: SFT timer starts automatically at the end of
message transmission/reception.

uint32_t CEC_InitTypeDef::OwnAddress

Set OAR field, specifies CEC device address within a 15-bit long field

uint32_t CEC_InitTypeDef::ListenMode

Set LSTN bit CEC_Listening_Mode : specifies device listening mode. It can take two
values:CEC_REDUCED_LISTENING_MODE: CEC peripheral receives only message
addressed to its own address (OAR). Messages addressed to different destination are
ignored. Broadcast messages are always received.CEC_FULL_LISTENING_MODE:
CEC peripheral receives messages addressed to its own address (OAR) with positive
acknowledge. Messages addressed to different destination are received, but without
interfering with the CEC bus: no acknowledge sent.

uint8_t CEC_InitTypeDef::InitiatorAddress

CEC_HandleTypeDef

Data Fields

CEC_TypeDef * Instance
CEC_InitTypeDef Init

uint8_t * pTxBuffPtr

uintl6_t TxXferCount

uint8_t * pRxBuffPtr

uintle_t RxXferSize

uint32_t ErrorCode
HAL_LockTypeDef Lock
HAL_CEC_StateTypeDef State

Field Documentation

CEC_TypeDef* CEC_HandleTypeDef::Instance
CEC_InitTypeDef CEC_HandleTypeDef::Init

uint8_t* CEC_HandleTypeDef::pTxBuffPtr

uintl6_t CEC_HandleTypeDef:: TxXferCount

uint8_t* CEC_HandleTypeDef::pRxBuffPtr

uintl6_t CEC_HandleTypeDef::RxXferSize

uint32_t CEC_HandleTypeDef::ErrorCode
HAL_LockTypeDef CEC_HandleTypeDef::Lock
HAL_CEC_StateTypeDef CEC_HandleTypeDef::State
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7.2
7.2.1

7.2.2

7.2.3

71.2.4
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CEC Firmware driver APl description

Initialization and Configuration functions
This subsection provides a set of functions allowing to initialize the CEC

. The following parameters need to be configured:
- SignalFreeTime
- Tolerance
- BRERXxStop (RX stopped or not upon Bit Rising Error)
- BREErrorBitGen (Error-Bit generation in case of Bit Rising Error)
- LBPEErrorBitGen (Error-Bit generation in case of Long Bit Period Error)
- BroadcastMsgNoErrorBitGen (Error-bit generation in case of broadcast message
error)
- SignalFreeTimeOption (SFT Timer start definition)
OwnAddress (CEC device address)
ListenMode

This section contains the following APIs:

HAL_CEC_Init()
HAL_CEC_Delnit()
HAL_CEC_Msplnit()
HAL_CEC_MspDelnit()

IO operation functions
This section contains the following APIs:

HAL_CEC_Transmit()
HAL_CEC_Receive()
HAL_CEC_Transmit_IT()
HAL_CEC_Receive IT()
HAL_CEC_GetReceivedFrameSize()
HAL_CEC_IRQHandler()
HAL_CEC_TxCpltCallback()
HAL_CEC_RxCpltCallback()
HAL_CEC_ErrorCallback()

Peripheral Control function
This subsection provides a set of functions allowing to control the CEC.

o HAL_CEC_GetState() API can be helpful to check in run-time the state of the CEC
peripheral.

This section contains the following APIs:
e HAL_CEC_GetState()

e HAL_CEC_GetError()
HAL_CEC_|Init

Function Name HAL_StatusTypeDef HAL_CEC_Init (CEC_HandleTypeDef *
hcec)

Function Description  Initializes the CEC mode according to the specified parameters in
the CEC_InitTypeDef and creates the associated handle .
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Parameters e hcec: CEC handle
Return values . HAL status
7.25 HAL_CEC_Delnit
Function Name HAL_StatusTypeDef HAL_CEC_Delnit (CEC_HandleTypeDef *
hcec)
Function Description  Delnitializes the CEC peripheral.
Parameters e hcec: CEC handle
Return values . HAL status
7.2.6 HAL_CEC_Msplnit
Function Name void HAL_CEC_Msplnit (CEC_HandleTypeDef * hcec)
Function Description ~ CEC MSP Init.
Parameters e hcec: CEC handle
Return values e None
7.2.7 HAL_CEC_MspDelnit
Function Name void HAL_CEC_MspDelnit (CEC_HandleTypeDef * hcec)
Function Description ~ CEC MSP Delnit.
Parameters e hcec: CEC handle
Return values . None
7.2.8 HAL_CEC_Transmit
Function Name HAL_StatusTypeDef HAL_CEC_Transmit
(CEC_HandleTypeDef * hcec, uint8_t DestinationAddress,
uint8_t * pData, uint32_t Size, uint32_t Timeout)
Function Description  Send data in blocking mode.
Parameters e hcec: CEC handle
e DestinationAddress: destination logical address
e pData: pointer to input byte data buffer
e  Size: amount of data to be sent in bytes (without counting the
header). 0 means only the header is sent (ping operation).
Maximum TX size is 15 bytes (1 opcode and up to 14
operands).
e Timeout: Timeout duration.
Return values e  HAL status
7.2.9 HAL_CEC_Receive

3

Function Name HAL_StatusTypeDef HAL_CEC_Receive (CEC_HandleTypeDef
*hcec, uint8_t * pData, uint32_t Timeout)

Function Description ~ Receive data in blocking mode.
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7.2.10

7.2.11

7.2.12

7.2.13

150/900

Parameters e hcec: CEC handle
pData: pointer to received data buffer.

e Timeout: Timeout duration. Note that the received data size
is not known beforehand, the latter is known when the
reception is complete and is stored in hcec->RxXferSize.
hcec->RxXferSize is the sum of opcodes + operands (0 to 14
operands max). If only a header is received, hcec-
>RxXferSize =0

Return values . HAL status

HAL_CEC_Transmit_IT

Function Name HAL_StatusTypeDef HAL_CEC_Transmit_IT
(CEC_HandleTypeDef * hcec, uint8_t DestinationAddress,
uint8_t * pData, uint32_t Size)

Function Description ~ Send data in interrupt mode.

Parameters e hcec: CEC handle
e DestinationAddress: destination logical address
e pData: pointer to input byte data buffer
e  Size: amount of data to be sent in bytes (without counting the
header). 0 means only the header is sent (ping operation).
Maximum TX size is 15 bytes (1 opcode and up to 14
operands).

Return values ° HAL status

HAL_CEC_Receive IT

Function Name HAL_StatusTypeDef HAL_CEC_Receive_IT
(CEC_HandleTypeDef * hcec, uint8_t * pData)

Function Description ~ Receive data in interrupt mode.

Parameters e hcec: CEC handle
e pData: pointer to received data buffer. Note that the received
data size is not known beforehand, the latter is known when
the reception is complete and is stored in hcec->RxXferSize.
hcec->RxXferSize is the sum of opcodes + operands (0 to 14
operands max). If only a header is received, hcec-
>RxXferSize =0

Return values . HAL status

HAL_CEC_GetReceivedFrameSize

Function Name uint32_t HAL_CEC_GetReceivedFrameSize
(CEC_HandleTypeDef * hcec)

Function Description  Get size of the received frame.
Parameters e hcec: CEC handle

Return values ° Frame size

HAL_CEC_IRQHandler

3
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7.2.17

7.2.18
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Function Name void HAL_CEC_IRQHandler (CEC_HandleTypeDef * hcec)
Function Description  This function handles CEC interrupt requests.
Parameters e hcec: CEC handle

Return values . None

HAL_CEC_TxCpltCallback

Function Name void HAL_CEC_TxCpltCallback (CEC_HandleTypeDef * hcec)
Function Description ~ Tx Transfer completed callback.

Parameters e hcec: CEC handle

Return values ° None

HAL_CEC_RxCpltCallback

Function Name void HAL_CEC_RxCpltCallback (CEC_HandleTypeDef * hcec)
Function Description ~ Rx Transfer completed callback.

Parameters e hcec: CEC handle

Return values e None

HAL_CEC_ErrorCallback

Function Name void HAL_CEC_ErrorCallback (CEC_HandleTypeDef * hcec)
Function Description ~ CEC error callbacks.

Parameters e hcec: CEC handle

Return values e None

HAL_CEC_GetState

Function Name HAL_CEC_StateTypeDef HAL_CEC_GetState
(CEC_HandleTypeDef * hcec)

Function Description  return the CEC state
Parameters e hcec: CEC handle

Return values o HAL state

HAL_CEC_GetError

Function Name uint32_t HAL_CEC_GetError (CEC_HandleTypeDef * hcec)
Function Description Return the CEC error code.
Parameters e hcec: : pointer to a CEC_HandleTypeDef structure that
contains the configuration information for the specified CEC.
Return values e CEC Error Code
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7.3
7.3.1
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CEC Firmware driver defines

CEC

CEC all RX or TX errors flags

CEC_ISR_ALL_ERROR

CEC Error Bit Generation if Bit Rise Error reported
CEC_BRE_ERRORBIT_NO_GENERATION
CEC_BRE_ERRORBIT_GENERATION

CEC Reception Stop on Error
CEC_NO_RX_STOP_ON_BRE

CEC_RX_STOP_ON_BRE

CEC Error Bit Generation on Broadcast message
CEC_BROADCASTERROR_ERRORBIT_GENERATION
CEC_BROADCASTERROR_NO_ERRORBIT_GENERATION
CEC Error Code

HAL_CEC_ERROR_NONE no error
HAL_CEC_ERROR_RXOVR  CEC Rx-Overrun
HAL_CEC_ERROR_BRE CEC RXx Bit Rising Error
HAL_CEC_ERROR_SBPE CEC Rx Short Bit period Error
HAL_CEC_ERROR_LBPE CEC Rx Long Bit period Error
HAL CEC_ERROR_RXACKE CEC Rx Missing Acknowledge
HAL CEC_ERROR_ARBLST CEC Arbitration Lost
HAL_CEC_ERROR_TXUDR CEC Tx-Buffer Underrun
HAL_CEC_ERROR_TXERR  CEC Tx-Error

HAL CEC_ERROR_TXACKE CEC Tx Missing Acknowledge
CEC Exported Macros

__HAL_CEC_RESET_HANDLE_STATE Description:
e Reset CEC handle state.
Parameters:
e _ HANDLE__:CEC handle.

Return value:
° None
_ HAL CEC_GET_FLAG Description:

. Checks whether or not the
specified CEC interrupt flag is
set.

Parameters:

e _ HANDLE__ : specifies the
DOCID025834 Rev 2 ‘Yl
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__HAL_CEC_CLEAR_FLAG
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CEC Handle.
__FLAG__: specifies the
interrupt to check.

CEC_FLAG_TXACKE: Tx
Missing acknowledge Error
CEC_FLAG_TXERR: Tx
Error.
CEC_FLAG_TXUDR: Tx-
Buffer Underrun.
CEC_FLAG_TXEND: End
of transmission (successful
transmission of the last
byte).

CEC_FLAG_TXBR: Tx-
Byte Request.
CEC_FLAG_ARBLST:
Arbitration Lost
CEC_FLAG_RXACKE:
Rx-Missing Acknowledge
CEC_FLAG_LBPE: Rx
Long period Error
CEC_FLAG_SBPE: Rx
Short period Error
CEC_FLAG_BRE: Rx Bit
Rissing Error
CEC_FLAG_RXOVR: Rx
Overrun.
CEC_FLAG_RXEND: End
Of Reception.
CEC_FLAG_RXBR: Rx-
Byte Received.

Return value:
ITStatus

Description:

Clears the interrupt or status
flag when raised (write at 1)

Parameters:

_ HANDLE__: specifies the
CEC Handle.

__FLAG__: specifies the
interrupt/status flag to clear.
This parameter can be one of
the following values:

CEC_FLAG_TXACKE: Tx
Missing acknowledge Error
CEC_FLAG_TXERR: Tx
Error.
CEC_FLAG_TXUDR: Tx-
Buffer Underrun.
CEC_FLAG_TXEND: End
of transmission (successful
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__HAL_CEC_ENABLE_IT
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transmission of the last
byte).
CEC_FLAG_TXBR: Tx-
Byte Request.
CEC_FLAG_ARBLST:
Arbitration Lost
CEC_FLAG_RXACKE:
Rx-Missing Acknowledge
CEC_FLAG_LBPE: Rx
Long period Error
CEC_FLAG_SBPE: Rx
Short period Error
CEC_FLAG_BRE: Rx Bit
Rissing Error
CEC_FLAG_RXOVR: Rx
Overrun.
CEC_FLAG_RXEND: End
Of Reception.
CEC_FLAG_RXBR: Rx-
Byte Received.

Return value:

none

Description:

Enables the specified CEC
interrupt.

Parameters:

_ HANDLE__: specifies the
CEC Handle.

INTERRUPT__: specifies the

CEC interrupt to enable. This
parameter can be one of the
following values:

CEC_IT_TXACKE: Tx
Missing acknowledge Error
IT Enable
CEC_IT_TXERR: Tx Error
IT Enable
CEC_IT_TXUDR: Tx-
Buffer Underrun IT Enable
CEC_IT_TXEND: End of
transmission IT Enable
CEC_IT_TXBR: Tx-Byte
Request IT Enable
CEC_IT_ARBLST:
Arbitration Lost IT Enable
CEC_IT_RXACKE: Rx-
Missing Acknowledge IT
Enable

CEC_IT_LBPE: Rx Long
period Error IT Enable
CEC_IT_SBPE: Rx Short
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__HAL_CEC_DISABLE_IT

period Error IT Enable
CEC_IT_BRE: Rx Bit
Rising Error IT Enable
CEC_IT_RXOVR: Rx
Overrun IT Enable
CEC_IT_RXEND: End Of
Reception IT Enable
CEC_IT_RXBR: Rx-Byte
Received IT Enable

Return value:

. none

Description:

e Disables the specified CEC
interrupt.

Parameters:

e _ HANDLE_ : specifies the
CEC Handle.

INTERRUPT__: specifies the

CEC interrupt to disable. This
parameter can be one of the
following values:

CEC_IT_TXACKE: Tx
Missing acknowledge Error
IT Enable
CEC_IT_TXERR: Tx Error
IT Enable
CEC_IT_TXUDR: Tx-
Buffer Underrun IT Enable
CEC_IT_TXEND: End of
transmission IT Enable
CEC_IT_TXBR: Tx-Byte
Request IT Enable
CEC_IT_ARBLST:
Arbitration Lost IT Enable
CEC_IT_RXACKE: Rx-
Missing Acknowledge IT
Enable

CEC_IT_LBPE: Rx Long
period Error IT Enable
CEC_IT_SBPE: Rx Short
period Error IT Enable
CEC_IT_BRE: Rx Bit
Rising Error IT Enable
CEC_IT_RXOVR: Rx
Overrun IT Enable
CEC_IT_RXEND: End Of
Reception IT Enable
CEC_IT_RXBR: Rx-Byte
Received IT Enable

Return value:

DOCID025834 Rev 2
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__HAL_CEC_GET_IT_SOURCE

__HAL_CEC_ENABLE
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e none
Description:

. Checks whether or not the
specified CEC interrupt is

enabled.

Parameters:

e  HANDLE_ : specifies the
CEC Handle.

o INTERRUPT__: specifies the

CEC interrupt to check. This

parameter can be one of the

following values:

— CEC_IT_TXACKE: Tx
Missing acknowledge Error
IT Enable

— CEC_IT_TXERR: Tx Error
IT Enable

— CEC_IT_TXUDR: Tx-
Buffer Underrun IT Enable

— CEC_IT_TXEND: End of
transmission IT Enable

- CEC_IT_TXBR: Tx-Byte
Request IT Enable

— CEC_IT_ARBLST:
Arbitration Lost IT Enable

— CEC_IT_RXACKE: Rx-
Missing Acknowledge IT
Enable

— CEC_IT_LBPE: Rx Long
period Error IT Enable

— CEC_IT_SBPE: Rx Short
period Error IT Enable

- CEC_IT_BRE: Rx Bit
Rising Error IT Enable

— CEC_IT_RXOVR: Rx
Overrun IT Enable

— CEC_IT_RXEND: End Of
Reception IT Enable

-  CEC_IT_RXBR: Rx-Byte
Received IT Enable

Return value:

e FlagStatus

Description:

e  Enables the CEC device.

Parameters:
e _ HANDLE__: specifies the
CEC Handle.

Return value:
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e none
__HAL CEC DISABLE Description:
e Disables the CEC device.
Parameters:
e  HANDLE_ : specifies the
CEC Handle.

Return value:

e none
__HAL CEC _FIRST BYTE_TX SET Description:
e  Set Transmission Start flag.
Parameters:
e  HANDLE__: specifies the
CEC Handle.

Return value:

e none
__HAL_CEC_LAST BYTE_TX_SET Description:
e  Set Transmission End flag.
Parameters:
e  HANDLE__: specifies the
CEC Handle.

Return value:

e none: If the CEC message
consists of only one byte,
TXEOM must be set before of

TXSOM.
_ HAL_CEC_GET_TRANSMISSION_START_FLA Description:
G e  Get Transmission Start flag.
Parameters:
e _ HANDLE__: specifies the
CEC Handle.

Return value:

e FlagStatus
_ HAL _CEC_GET_TRANSMISSION_END_FLAG  Description:

e  Get Transmission End flag.

Parameters:
e  HANDLE_ : specifies the
CEC Handle.

Return value:

3
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e FlagStatus
__ HAL CEC CLEAR_OAR Description:
e Clear OAR register.
Parameters:
e  HANDLE_ : specifies the
CEC Handle.

158/900

__HAL_CEC_SET_OAR

CEC Flags definition
CEC_FLAG_TXACKE

CEC_FLAG_TXERR

CEC_FLAG_TXUDR

CEC_FLAG_TXEND

CEC_FLAG_TXBR

CEC_FLAG_ARBLST
CEC_FLAG_RXACKE

CEC_FLAG_LBPE

CEC_FLAG_SBPE

CEC_FLAG_BRE

CEC_FLAG_RXOVR

CEC_FLAG_RXEND

CEC_FLAG_RXBR

CEC all RX errors interrupts enabling flag
CEC_IER_RX_ALL_ERR

CEC all TX errors interrupts enabling flag
CEC_IER_TX_ALL_ERR

DOCID025834 Rev 2

Return value:
° none
Description:

e  Set OAR register (without
resetting previously set address
in case of multi-address mode)
To reset OAR,

Parameters:

e _ HANDLE__ : specifies the
CEC Handle.

e _ ADDRESS__: Own Address

value (CEC logical address is
identified by bit position)

Return value:

. none
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CEC Initiator logical address position in message header

CEC_INITIATOR_LSB_POS

CEC Interrupts definition

CEC_IT_TXACKE

CEC_IT_TXERR

CEC_IT_TXUDR

CEC_IT_TXEND

CEC_IT_TXBR

CEC_IT_ARBLST

CEC_IT_RXACKE

CEC_IT_LBPE

CEC_IT_SBPE

CEC_IT_BRE

CEC_IT_RXOVR

CEC_IT_RXEND

CEC_IT_RXBR

CEC Error Bit Generation if Long Bit Period Error reported

CEC_LBPE_ERRORBIT_NO_GENERATION

CEC_LBPE_ERRORBIT_GENERATION

CEC Listening mode option

CEC_REDUCED_LISTENING_MODE

CEC_FULL_LISTENING_MODE

CEC Device Own Address position in CEC CFGR register

CEC_CFGR_OAR_LSB_POS

CEC Private Constants

CEC_CFGR_FIELDS

CEC Private Macros

IS_CEC_SIGNALFREETIME

IS_CEC_TOLERANCE

IS_CEC_BRERXSTOP

IS_CEC_BREERRORBITGEN

IS_CEC_LBPEERRORBITGEN

IS_CEC_BROADCASTERROR_NO_ERRORBIT_GENERATION

IS_CEC_SFTOP

IS_CEC_LISTENING_MODE

IS CEC_OAR_ADDRESS Description:
e Check CEC
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IS_CEC_ADDRESS

IS_CEC_MSGSIZE

CEC Signal Free Time start option
CEC_SFT_START_ON_TXSOM
CEC_SFT_START_ON_TX_RX_END
CEC Signal Free Time setting parameter
CEC_DEFAULT_SFT

CEC_0 5 BITPERIOD SFT
CEC_1 5 BITPERIOD SFT

CEC_2 5 BITPERIOD SFT

DOCID025834 Rev 2

device Own
Address Register
(OAR) setting.

Parameters:

. __ADDRESS__:
CEC own
address.

Return value:

. Test: result

(TRUE or
FALSE).
Description:
e Check CEC
initiator or

destination logical
address setting.

Parameters:

e _ ADDRESS_:
CEC initiator or
logical address.

Return value:

. Test: result
(TRUE or
FALSE).

Description:

e Check CEC
message size.

Parameters:

e  SIZE :CEC
message size.

Return value:

° Test: result
(TRUE or
FALSE).

3




UM1725

HAL CEC Generic Driver

3

CEC_3_5 BITPERIOD_SFT
CEC_4 5 BITPERIOD_SFT
CEC_5 5 BITPERIOD_SFT
CEC_6_5 BITPERIOD_SFT
CEC Receiver Tolerance

CEC_STANDARD_TOLERA
CEC_EXTENDED_TOLERA

NCE
NCE

DOCID025834 Rev 2
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8 HAL CORTEX Generic Driver
8.1 CORTEX Firmware driver APl description

8.1.1 How to use this driver

How to configure Interrupts using CORTEX HAL driver

This section provides functions allowing to configure the NVIC interrupts (IRQ). The
Cortex-M4 exceptions are managed by CMSIS functions.

1.  Configure the NVIC Priority Grouping using HAL_NVIC_SetPriorityGrouping()
function according to the following table.

2. Configure the priority of the selected IRQ Channels using HAL_NVIC_SetPriority().

3. Enable the selected IRQ Channels using HAL_NVIC_EnablelRQ().

4. please refer to programing manual for details in how to configure priority. When the
NVIC_PRIORITYGROUP_O is selected, IRQ preemption is no more possible. The
pending IRQ priority will be managed only by the sub priority. IRQ priority order
(sorted by highest to lowest priority): Lowest preemption priority Lowest sub priority
Lowest hardware priority (IRQ number)

How to configure Systick using CORTEX HAL driver
Setup SysTick Timer for time base.

. The HAL_SYSTICK_Config() function calls the SysTick_Config() function which is a
CMSIS function that:

- Configures the SysTick Reload register with value passed as function parameter.
- Configures the SysTick IRQ priority to the lowest value (OxOF).
- Resets the SysTick Counter register.
- Configures the SysTick Counter clock source to be Core Clock Source (HCLK).
- Enables the SysTick Interrupt.

Starts the SysTick Counter.

. You can change the SysTick Clock source to be HCLK_Div8 by calling the macro
__HAL_CORTEX_SYSTICKCLK_CONFIG(SYSTICK_CLKSOURCE_HCLK_DIV8)
just after the HAL_SYSTICK_Config() function call. The
_ HAL_CORTEX_SYSTICKCLK_CONFIG() macro is defined inside the
stm32f4xx_hal_cortex.h file.

. You can change the SysTick IRQ priority by calling the
HAL_NVIC_SetPriority(SysTick_IRQn,...) function just after the
HAL_SYSTICK_Config() function call. The HAL_NVIC_SetPriority() call the
NVIC_SetPriority() function which is a CMSIS function.

. To adjust the SysTick time base, use the following formula: Reload Value = SysTick
Counter Clock (Hz) x Desired Time base (s)

- Reload Value is the parameter to be passed for HAL_SYSTICK_Config()
function
- Reload Value should not exceed OxFFFFFF

3
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8.1.2

8.1.3

8.1.4

8.1.5
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Initialization and de-initialization functions

This section provides the CORTEX HAL driver functions allowing to configure Interrupts
Systick functionalities

This section contains the following APIs:

HAL_NVIC_SetPriorityGrouping()
HAL_NVIC_SetPriority()
HAL_NVIC_EnablelRQ()
HAL_NVIC_DisablelRQ()
HAL_NVIC_SystemReset()
HAL_SYSTICK_Config()

Peripheral Control functions

This subsection provides a set of functions allowing to control the CORTEX (NVIC,
SYSTICK) functionalities.

This section contains the following APIs:

HAL_NVIC_GetPriorityGrouping()
HAL_NVIC_GetPriority()
HAL_NVIC_SetPendingIRQ()
HAL_NVIC_GetPendingIRQ()
HAL_NVIC_ClearPendingIRQ()
HAL_NVIC_GetActive()
HAL_SYSTICK_CLKSourceConfig()
HAL_SYSTICK_IRQHandler()
HAL_SYSTICK_Callback()

HAL_NVIC_SetPriorityGrouping
Function Name void HAL_NVIC_SetPriorityGrouping (uint32_t PriorityGroup)

Function Description  Sets the priority grouping field (preemption priority and subpriority)
using the required unlock sequence.

Parameters . PriorityGroup: The priority grouping bits length. This
parameter can be one of the following values:
NVIC_PRIORITYGROUP_O: 0 bits for preemption priority 4
bits for subpriorityNVIC_PRIORITYGROUP_1: 1 bits for
preemption priority 3 bits for
subpriorityNVIC _PRIORITYGROUP_2: 2 bits for preemption
priority 2 bits for subpriorityNVIC _PRIORITYGROUP_3: 3 bits
for preemption priority 1 bits for
subpriorityNVIC_PRIORITYGROUP_4: 4 bits for preemption
priority O bits for subpriority

Return values . None

Notes e  When the NVIC_PriorityGroup_0 is selected, IRQ preemption
is no more possible. The pending IRQ priority will be
managed only by the subpriority.

HAL_NVIC_SetPriority

Function Name void HAL_NVIC_SetPriority (IRQn_Type IRQn, uint32_t
PreemptPriority, uint32_t SubPriority)
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Function Description  Sets the priority of an interrupt.

Parameters e IRQn: External interrupt number. This parameter can be an

enumerator of IRQn_Type enumeration (For the complete
STM32 Devices IRQ Channels list, please refer to the
appropriate CMSIS device file (stm32f4xxxx.h))

e  PreemptPriority: The preemption priority for the IRQn
channel. This parameter can be a value between 0 and 15 A
lower priority value indicates a higher priority

e  SubPriority: the subpriority level for the IRQ channel. This
parameter can be a value between 0 and 15 A lower priority
value indicates a higher priority.

Return values . None

HAL_NVIC EnablelRQ
Function Name void HAL_NVIC_EnablelRQ (IRQn_Type IRQnN)
Function Description Enables a device specific interrupt in the NVIC interrupt controller.

Parameters e IRQn: External interrupt number. This parameter can be an
enumerator of IRQn_Type enumeration (For the complete
STM32 Devices IRQ Channels list, please refer to the
appropriate CMSIS device file (stm32f4xxxx.h))

Return values ° None

Notes e  To configure interrupts priority correctly, the
NVIC_PriorityGroupConfig() function should be called before.

HAL_NVIC_DisablelRQ
Function Name void HAL_NVIC_DisablelRQ (IRQn_Type IRQn)
Function Description Disables a device specific interrupt in the NVIC interrupt controller.

Parameters o IRQn: External interrupt number. This parameter can be an
enumerator of IRQn_Type enumeration (For the complete
STM32 Devices IRQ Channels list, please refer to the
appropriate CMSIS device file (stm32f4xxxx.h))

Return values . None

HAL_NVIC_SystemReset
Function Name void HAL_NVIC_SystemReset (void )
Function Description Initiates a system reset request to reset the MCU.

Return values . None

HAL_SYSTICK_Config

Function Name uint32_t HAL_SYSTICK_Config (uint32_t TicksNumb)
Function Description Initializes the System Timer and its interrupt, and starts the System
Tick Timer.
Parameters e TicksNumb: Specifies the ticks Number of ticks between two
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interrupts.
Return values e  status - 0 Function succeeded. 1 Function failed.
8.1.10 HAL_NVIC_GetPriorityGrouping
Function Name uint32_t HAL_NVIC_GetPriorityGrouping (void )
Function Description  Gets the priority grouping field from the NVIC Interrupt Controller.
Return values . Priority grouping field (SCB->AIRCR [10:8] PRIGROUP field)
8.1.11  HAL_NVIC_GetPriority
Function Name void HAL_NVIC_GetPriority (IRQn_Type IRQn, uint32_t
PriorityGroup, uint32_t * pPreemptPriority, uint32_t *
pSubPriority)
Function Description  Gets the priority of an interrupt.
Parameters e IRQn: External interrupt number. This parameter can be an
enumerator of IRQn_Type enumeration (For the complete
STM32 Devices IRQ Channels list, please refer to the
appropriate CMSIS device file (stm32f4xxxx.h))
. PriorityGroup: the priority grouping bits length. This
parameter can be one of the following values:
NVIC_PRIORITYGROUP_OQ: 0 bits for preemption priority 4
bits for subpriorityNVIC_PRIORITYGROUP_1: 1 bits for
preemption priority 3 bits for
subpriorityNVIC _PRIORITYGROUP_2: 2 bits for preemption
priority 2 bits for subpriorityNVIC _PRIORITYGROUP_3: 3 bits
for preemption priority 1 bits for
subpriorityNVIC_PRIORITYGROUP_4: 4 bits for preemption
priority O bits for subpriority
e  pPreemptPriority: Pointer on the Preemptive priority value
(starting from 0).
e  pSubPriority: Pointer on the Subpriority value (starting from
0).
Return values e None
8.1.12  HAL_NVIC_SetPendingIRQ
Function Name void HAL_NVIC_SetPendingIRQ (IRQn_Type IRQnN)
Function Description  Sets Pending bit of an external interrupt.
Parameters e |IRQn: External interrupt number This parameter can be an
enumerator of IRQn_Type enumeration (For the complete
STM32 Devices IRQ Channels list, please refer to the
appropriate CMSIS device file (stm32f4xxxx.h))
Return values . None
8.1.13  HAL_NVIC_GetPendingIRQ

3

Function Name uint32_t HAL_NVIC_GetPendingIRQ (IRQn_Type IRQn)

Function Description  Gets Pending Interrupt (reads the pending register in the NVIC
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and returns the pending bit for the specified interrupt).

Parameters e IRQn: External interrupt number. This parameter can be an
enumerator of IRQn_Type enumeration (For the complete
STM32 Devices IRQ Channels list, please refer to the
appropriate CMSIS device file (stm32f4xxxx.h))

Return values e  status - O Interrupt status is not pending. 1 Interrupt status is
pending.

HAL_NVIC_ClearPendingIRQ
Function Name void HAL_NVIC_ClearPendingIRQ (IRQn_Type IRQnN)
Function Description ~ Clears the pending bit of an external interrupt.

Parameters e IRQn: External interrupt number. This parameter can be an
enumerator of IRQn_Type enumeration (For the complete
STM32 Devices IRQ Channels list, please refer to the
appropriate CMSIS device file (stm32f4xxxx.h))

Return values ° None

HAL_NVIC_GetActive
Function Name uint32_t HAL_NVIC_GetActive (IRQn_Type IRQN)

Function Description  Gets active interrupt ( reads the active register in NVIC and returns
the active bit).

Parameters e IRQn: External interrupt number This parameter can be an
enumerator of IRQn_Type enumeration (For the complete
STM32 Devices IRQ Channels list, please refer to the
appropriate CMSIS device file (stm32f4xxxx.h))

Return values e  status - O Interrupt status is not pending. 1 Interrupt status is
pending.

HAL_SYSTICK_CLKSourceConfig
Function Name void HAL_SYSTICK_CLKSourceConfig (uint32_t CLKSource)
Function Description  Configures the SysTick clock source.

Parameters e CLKSource: specifies the SysTick clock source. This
parameter can be one of the following values:
SYSTICK_CLKSOURCE_HCLK_DIV8: AHB clock divided by
8 selected as SysTick clock
source.SYSTICK _CLKSOURCE_HCLK: AHB clock selected
as SysTick clock source.

Return values . None

HAL_SYSTICK_IRQHandler
Function Name void HAL_SYSTICK_ IRQHandler (void )
Function Description  This function handles SYSTICK interrupt request.

Return values . None

3
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8.1.18 HAL_SYSTICK_ Callback
Function Name void HAL_SYSTICK_Callback (void)
Function Description ~ SYSTICK callback.
Return values . None
8.2 CORTEX Firmware driver defines
8.2.1 CORTEX

3

CORTEX Exported Macros
__HAL_CORTEX_SYSTICKCLK_CON Description:

FIG e  Configures the SysTick clock source.
Parameters:
e  CLKSRC__: specifies the SysTick clock

source. This parameter can be one of the

following values:

—  SYSTICK_CLKSOURCE_HCLK_DIVS:
AHB clock divided by 8 selected as
SysTick clock source.

—  SYSTICK_CLKSOURCE_HCLK: AHB
clock selected as SysTick clock source.

Return value:

. None
CORTEX Preemption Priority Group
NVIC_PRIORITYGROUP_0O 0 bits for pre-emption priority 4 bits for subpriority
NVIC_PRIORITYGROUP_1 1 bits for pre-emption priority 3 bits for subpriority
NVIC_PRIORITYGROUP_2 2 bits for pre-emption priority 2 bits for subpriority
NVIC_PRIORITYGROUP_3 3 bits for pre-emption priority 1 bits for subpriority
NVIC_PRIORITYGROUP_4 4 bits for pre-emption priority O bits for subpriority
CORTEX Private Macros
IS_NVIC_PRIORITY_GROUP
IS_NVIC_PREEMPTION_PRIORITY
IS_NVIC_SUB_PRIORITY
IS_NVIC_DEVICE_IRQ
IS_SYSTICK_CLK_SOURCE
CORTEX _SysTick clock source
SYSTICK_CLKSOURCE_HCLK_DIV8
SYSTICK_CLKSOURCE_HCLK
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HAL CRC Generic Driver

CRC Firmware driver registers structures

CRC_HandleTypeDef

Data Fields

e CRC_TypeDef * Instance
e HAL_LockTypeDef Lock
e  |IOHAL_CRC_sStateTypeDef State

Field Documentation

e CRC _TypeDef* CRC_HandleTypeDef::Instance
Register base address

e HAL_LockTypeDef CRC_HandleTypeDef::Lock
CRC locking object

e  IOHAL_CRC_StateTypeDef CRC_HandleTypeDef::State
CRC communication state

CRC Firmware driver API description

How to use this driver
The CRC HAL driver can be used as follows:

1. Enable CRC AHB clock using _ HAL_RCC_CRC_CLK_ENABLE();

2. Use HAL_CRC_Accumulate() function to compute the CRC value of a 32-bit data
buffer using combination of the previous CRC value and the new one.

3. Use HAL_CRC_Calculate() function to compute the CRC Value of a new 32-bit data
buffer. This function resets the CRC computation unit before starting the computation
to avoid getting wrong CRC values.

Initialization and de-initialization functions
This section provides functions allowing to:

. Initialize the CRC according to the specified parameters in the CRC_InitTypeDef and
create the associated handle

. Delnitialize the CRC peripheral

. Initialize the CRC MSP

o Delnitialize CRC MSP

This section contains the following APIs:

HAL_CRC_Init()
HAL_CRC_Delnit()
HAL_CRC_Msplnit()
HAL_CRC_MspDelnit()

3
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9.24

9.25

9.2.6

9.2.7

9.2.8

3

Peripheral Control functions
This section provides functions allowing to:

o Compute the 32-bit CRC value of 32-bit data buffer, using combination of the
previous CRC value and the new one.

. Compute the 32-bit CRC value of 32-bit data buffer, independently of the previous
CRC value.

This section contains the following APIs:
e HAL_CRC_Accumulate()
e HAL_CRC_Calculate()
Peripheral State functions
This subsection permits to get in run-time the status of the peripheral and the data flow.
This section contains the following APIs:
e HAL_CRC_GetState()

HAL_CRC_Init

Function Name HAL_StatusTypeDef HAL_CRC_Init (CRC_HandleTypeDef *
hcrc)

Function Description  Initializes the CRC according to the specified parameters in the
CRC_InitTypeDef and creates the associated handle.

Parameters e hcrc: pointer to a CRC_HandleTypeDef structure that
contains the configuration information for CRC

Return values . HAL status

HAL_CRC_Delnit

Function Name HAL_StatusTypeDef HAL_CRC_Delnit (CRC_HandleTypeDef *
hcrc)

Function Description Delnitializes the CRC peripheral.

Parameters e hcrc: pointer to a CRC_HandleTypeDef structure that
contains the configuration information for CRC

Return values . HAL status

HAL_CRC_Msplnit
Function Name void HAL_CRC_Msplnit (CRC_HandleTypeDef * hcrc)
Function Description Initializes the CRC MSP.

Parameters e hcrc: pointer to a CRC_HandleTypeDef structure that
contains the configuration information for CRC

Return values . None

HAL_CRC_MspDelnit
Function Name void HAL_CRC_MspDelnit (CRC_HandleTypeDef * hcrc)
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Function Description Delnitializes the CRC MSP.

Parameters e hcrc: pointer to a CRC_HandleTypeDef structure that
contains the configuration information for CRC

Return values . None

HAL_CRC_Accumulate

Function Name uint32_t HAL_CRC_Accumulate (CRC_HandleTypeDef * hcrc,
uint32_t pBuffer, uint32_t BufferLength)

Function Description ~ Computes the 32-bit CRC of 32-bit data buffer using combination
of the previous CRC value and the new one.

Parameters e hcrc: pointer to a CRC_HandleTypeDef structure that
contains the configuration information for CRC
e pBuffer: pointer to the buffer containing the data to be
computed
. BufferLength: length of the buffer to be computed

Return values ° 32-bit CRC

HAL_CRC_Calculate

Function Name uint32_t HAL_CRC_Calculate (CRC_HandleTypeDef * hcrc,
uint32_t pBuffer, uint32_t BufferLength)

Function Description ~ Computes the 32-bit CRC of 32-bit data buffer independently of
the previous CRC value.

Parameters e hcrc: pointer to a CRC_HandleTypeDef structure that
contains the configuration information for CRC
¢ pBuffer: Pointer to the buffer containing the data to be
computed
e BufferLength: Length of the buffer to be computed

Return values . 32-bit CRC

HAL_CRC_GetState

Function Name HAL_CRC_StateTypeDef HAL_CRC_GetState
(CRC_HandleTypeDef * hcrc)

Function Description Returns the CRC state.

Parameters e hcrc: pointer to a CRC_HandleTypeDef structure that
contains the configuration information for CRC

Return values . HAL state

CRC Firmware driver defines

CRC
CRC Exported Macros
_ HAL_CRC_RESET HANDLE_STATE Description:
e Resets CRC handle state.

3
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__HAL_CRC_DR_RESET

__HAL_CRC_SET_IDR

__HAL_CRC_GET_IDR

Parameters:

e __ HANDLE__: CRC handle
Return value:

. None

Description:

e Resets CRC Data Register.
Parameters:

e _ HANDLE__: CRC handle
Return value:

. None

Description:

e  Stores a 8-bit data in the Independent
Data(ID) register.

Parameters:

e _ HANDLE_ :CRC handle

e _ VALUE_ : 8-bit value to be stored in the
ID register

Return value:
. None
Description:

e Returns the 8-bit data stored in the
Independent Data(ID) register.

Parameters:
e  HANDLE_ :CRC handle
Return value:

e  8-bit: value of the ID register
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CRYP Firmware driver registers structures

CRYP_InitTypeDef

Data Fields

uint32_t DataType
uint32_t KeySize
uint8_t * pKey
uint8_t * plnitVect
uint8_t IVSize
uint8_t TagSize
uint8_t * Header
uint32_t HeaderSize
uint8 t * pScratch

Field Documentation

uint32_t CRYP_InitTypeDef::DataType

32-bit data, 16-bit data, 8-bit data or 1-bit string. This parameter can be a value of
CRYP CRYP_Data_Type

uint32_t CRYP_InitTypeDef::KeySize

Used only in AES mode only : 128, 192 or 256 bit key length. This parameter can be
a value of CRYP CRYP_Key_Size

uint8_t* CRYP_InitTypeDef::pKey

The key used for encryption/decryption

uint8_t* CRYP_InitTypeDef::pInitVect

The initialization vector used also as initialization counter in CTR mode

uint8_t CRYP_InitTypeDef::IVSize

The size of initialization vector. This parameter (called nonce size in CCM) is used
only in AES-128/192/256 encryption/decryption CCM mode

uint8_t CRYP_InitTypeDef::TagSize

The size of returned authentication TAG. This parameter is used only in AES-
128/192/256 encryption/decryption CCM mode

uint8_t* CRYP_InitTypeDef::Header

The header used in GCM and CCM modes

uint32_t CRYP_InitTypeDef::HeaderSize

The size of header buffer in bytes

uint8_t* CRYP_InitTypeDef::pScratch

Scratch buffer used to append the header. It's size must be equal to header size + 21
bytes. This parameter is used only in AES-128/192/256 encryption/decryption CCM
mode

CRYP_HandleTypeDef

Data Fields

3

DOCID025834 Rev 2




UM1725

HAL CRYP Generic Driver

10.2
10.2.1

3

CRYP_TypeDef * Instance
CRYP_InitTypeDef Init

uint8_t * pCrypInBuffPtr

uint8_t * pCrypOutBuffPtr

__ 10 uint16_t CrypInCount

__ IO uint16_t CrypOutCount
HAL_StatusTypeDef Status
HAL_PhaseTypeDef Phase
DMA_HandleTypeDef * hdmain
DMA_HandleTypeDef * hdmaout
HAL_LockTypeDef Lock
__IOHAL_CRYP_STATETypeDef State

Field Documentation

CRYP_TypeDef* CRYP_HandleTypeDef::Instance

CRYP registers base address

CRYP_InitTypeDef CRYP_HandleTypeDef::Init

CRYP required parameters

uint8_t* CRYP_HandleTypeDef::pCrypInBuffPtr

Pointer to CRYP processing (encryption, decryption,...) buffer
uint8 t* CRYP_HandleTypeDef::pCrypOutBuffPtr

Pointer to CRYP processing (encryption, decryption,...) buffer
__ 10 uintl6_t CRYP_HandleTypeDef::CrypIlnCount
Counter of inputed data

__ 10 uint16_t CRYP_HandleTypeDef::CrypOutCount
Counter of outputted data

HAL_StatusTypeDef CRYP_HandleTypeDef::Status

CRYP peripheral status

HAL_PhaseTypeDef CRYP_HandleTypeDef::Phase

CRYP peripheral phase

DMA_HandleTypeDef* CRYP_HandleTypeDef::hdmain
CRYP In DMA handle parameters

DMA_HandleTypeDef* CRYP_HandleTypeDef::hdmaout
CRYP Out DMA handle parameters

HAL_LockTypeDef CRYP_HandleTypeDef::Lock

CRYP locking object
__IOHAL_CRYP_STATETypeDef CRYP_HandleTypeDef::State
CRYP peripheral state

CRYP Firmware driver API description

How to use this driver
The CRYP HAL driver can be used as follows:

1.

Initialize the CRYP low level resources by implementing the HAL_CRYP_Msplnit():
a. Enable the CRYP interface clock using _ HAL_RCC_CRYP_CLK_ENABLE()
b.  In case of using interrupts (e.g. HAL_CRYP_AESECB_Encrypt_IT())

- Configure the CRYP interrupt priority using HAL_NVIC_SetPriority()

- Enable the CRYP IRQ handler using HAL_NVIC_EnablelRQ()

- In CRYP IRQ handler, call HAL_CRYP_IRQHandler()
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5.

c. Incase of using DMA to control data transfer (e.g.
HAL_CRYP_AESECB_Encrypt_DMA())

- Enable the DMAX interface clock using _ DMAx_CLK_ENABLE()

- Configure and enable two DMA streams one for managing data transfer
from memory to peripheral (input stream) and another stream for managing
data transfer from peripheral to memory (output stream)

- Associate the initialized DMA handle to the CRYP DMA handle using
__HAL_LINKDMA()

- Configure the priority and enable the NVIC for the transfer complete
interrupt on the two DMA Streams. The output stream should have higher
priority than the input stream HAL_NVIC_SetPriority() and
HAL_NVIC_EnablelRQ()

Initialize the CRYP HAL using HAL_CRYP_Init(). This function configures mainly:

a. The data type: 1-bit, 8-bit, 16-bit and 32-hit

b. The key size: 128, 192 and 256. This parameter is relevant only for AES

c. The encryption/decryption key. It's size depends on the algorithm used for
encryption/decryption

d. The initialization vector (counter). It is not used ECB mode.

Three processing (encryption/decryption) functions are available:

a. Polling mode: encryption and decryption APIs are blocking functions i.e. they
process the data and wait till the processing is finished, e.qg.
HAL_CRYP_AESCBC_Encrypt()

b. Interrupt mode: encryption and decryption APIs are not blocking functions i.e.
they process the data under interrupt, e.g. HAL_CRYP_AESCBC_Encrypt_IT()

c. DMA mode: encryption and decryption APIs are not blocking functions i.e. the
data transfer is ensured by DMA, e.g. HAL_CRYP_AESCBC_Encrypt DMA()

When the processing function is called at first time after HAL_CRYP_Init() the CRYP

peripheral is initialized and processes the buffer in input. At second call, the

processing function performs an append of the already processed buffer. When a new
data block is to be processed, call HAL_CRYP_lInit() then the processing function.

Call HAL_CRYP_Delnit() to deinitialize the CRYP peripheral.

Initialization and de-initialization functions

This section provides functions allowing to:

Initialize the CRYP according to the specified parameters in the CRYP_InitTypeDef
and creates the associated handle

Delnitialize the CRYP peripheral

Initialize the CRYP MSP

Delnitialize CRYP MSP

This section contains the following APIs:

HAL_CRYP_Init()
HAL_CRYP_Delnit()
HAL_CRYP_Msplnit()
HAL_CRYP_MspDelnit()

AES processing functions

This section provides functions allowing to:

Encrypt plaintext using AES-128/192/256 using chaining modes
Decrypt cyphertext using AES-128/192/256 using chaining modes

Three processing functions are available:

3
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. Polling mode
o Interrupt mode
o DMA mode

This section contains the following APIs:

HAL_CRYP_AESECB_Encrypt()
HAL_CRYP_AESCBC_Encrypt()
HAL_CRYP_AESCTR_Encrypt()
HAL_CRYP_AESECB_Decrypt()
HAL_CRYP_AESCBC_Decrypt()
HAL_CRYP_AESCTR_Decrypt()
HAL_CRYP_AESECB_Encrypt_IT()
HAL_CRYP_AESCBC_Encrypt_IT()
HAL_CRYP_AESCTR_Encrypt_IT()
HAL_CRYP_AESECB_Decrypt_IT()
HAL_CRYP_AESCBC_Decrypt_IT()
HAL_CRYP_AESCTR_Decrypt_IT()
HAL_CRYP_AESECB_Encrypt_DMA()
HAL_CRYP_AESCBC_Encrypt_DMA()
HAL_CRYP_AESCTR_Encrypt_DMA()
HAL_CRYP_AESECB_Decrypt_DMA()
HAL_CRYP_AESCBC_Decrypt_DMA()
HAL_CRYP_AESCTR_Decrypt_DMA()

10.2.4 DES processing functions
This section provides functions allowing to:

. Encrypt plaintext using DES using ECB or CBC chaining modes
o Decrypt cyphertext using ECB or CBC chaining modes

Three processing functions are available:

o Polling mode
. Interrupt mode
. DMA mode

This section contains the following APIs:

HAL_CRYP_DESECB_Encrypt()
HAL_CRYP_DESECB_Decrypt()
HAL_CRYP_DESCBC_Encrypt()
HAL_CRYP_DESCBC_Decrypt()
HAL_CRYP_DESECB_Encrypt_IT()
HAL_CRYP_DESCBC_Encrypt_IT()
HAL_CRYP_DESECB_Decrypt_IT()
HAL_CRYP_DESCBC_Decrypt_IT()
HAL_CRYP_DESECB_Encrypt_DMA()
HAL_CRYP_DESCBC_Encrypt_DMA()
HAL_CRYP_DESECB_Decrypt_DMA()
HAL_CRYP_DESCBC_Decrypt_DMA()

10.2.5 TDES processing functions
This section provides functions allowing to:

. Encrypt plaintext using TDES based on ECB or CBC chaining modes
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. Decrypt cyphertext using TDES based on ECB or CBC chaining modes
Three processing functions are available:
o Polling mode
o Interrupt mode
o DMA mode
This section contains the following APIs:
e HAL CRYP_TDESECB_Encrypt()
e HAL CRYP_TDESECB_Decrypt()
e HAL_CRYP_TDESCBC_Encrypt()
e HAL_CRYP_TDESCBC_Decrypt()
¢ HAL CRYP_TDESECB_Encrypt_IT()
e HAL_CRYP_TDESCBC_Encrypt_IT()
¢ HAL_CRYP_TDESECB_Decrypt_IT()
¢ HAL_CRYP_TDESCBC_Decrypt_IT()
e HAL_CRYP_TDESECB_Encrypt DMA()
e HAL_CRYP_TDESCBC_Encrypt_DMA()
e HAL_CRYP_TDESECB_Decrypt_DMA()
¢ HAL_CRYP_TDESCBC_Decrypt_DMA()
10.2.6 DMA callback functions
This section provides DMA callback functions:
o DMA Input data transfer complete
. DMA Output data transfer complete
. DMA error
This section contains the following APIs:
e HAL_CRYP_InCpltCallback()
¢ HAL_CRYP_OutCpltCallback()
e HAL_CRYP_ErrorCallback()
10.2.7 CRYP IRQ handler management
This section provides CRYP IRQ handler function.
This section contains the following APIs:
e HAL_CRYP_IRQHandler()
10.2.8 Peripheral State functions
This subsection permits to get in run-time the status of the peripheral.
This section contains the following APIs:
e HAL _CRYP_GetState()
10.2.9 HAL_CRYP_Init
Function Name HAL_StatusTypeDef HAL_CRYP_Init (CRYP_HandleTypeDef *
hcryp)
Function Description Initializes the CRYP according to the specified parameters in the
CRYP_InitTypeDef and creates the associated handle.
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Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

Return values . HAL status

10.2.10 HAL_CRYP_Delnit

Function Name HAL_StatusTypeDef HAL_CRYP_Delnit
(CRYP_HandleTypeDef * hcryp)

Function Description  Delnitializes the CRYP peripheral.

Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

Return values ° HAL status

10.2.11 HAL_CRYP_Msplnit
Function Name void HAL_CRYP_Msplnit (CRYP_HandleTypeDef * hcryp)
Function Description  Initializes the CRYP MSP.

Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

Return values . None

10.2.12 HAL_CRYP_MspDelnit
Function Name void HAL_CRYP_MspDelnit (CRYP_HandleTypeDef * hcryp)
Function Description Delnitializes CRYP MSP.

Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

Return values . None

10.2.13 HAL_CRYP_AESECB_Encrypt

Function Name HAL_StatusTypeDef HAL_CRYP_AESECB_Encrypt
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
Size, uint8_t * pCypherData, uint32_t Timeout)

Function Description Initializes the CRYP peripheral in AES ECB encryption mode then
encrypt pPlainData.

Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pPlainData: Pointer to the plaintext buffer
e Size: Length of the plaintext buffer, must be a multiple of 16.
e pCypherData: Pointer to the cyphertext buffer
e Timeout: Specify Timeout value
Return values e  HAL status

10.2.14 HAL_CRYP_AESCBC_Encrypt
Function Name HAL_StatusTypeDef HAL_CRYP_AESCBC_Encrypt

3
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Function Description

Parameters

Return values

(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
Size, uint8_t * pCypherData, uint32_t Timeout)

Initializes the CRYP peripheral in AES CBC encryption mode then
encrypt pPlainData.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
pPlainData: Pointer to the plaintext buffer

Size: Length of the plaintext buffer, must be a multiple of 16.
pCypherData: Pointer to the cyphertext buffer

Timeout: Specify Timeout value

. HAL status

HAL_CRYP_AESCTR_Encrypt

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYP_AESCTR_Encrypt
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16 _t
Size, uint8_t * pCypherData, uint32_t Timeout)

Initializes the CRYP peripheral in AES CTR encryption mode then
encrypt pPlainData.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
pPlainData: Pointer to the plaintext buffer

Size: Length of the plaintext buffer, must be a multiple of 16.
pCypherData: Pointer to the cyphertext buffer

Timeout: Specify Timeout value

. HAL status

HAL_CRYP_AESECB_Decrypt

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYP_AESECB_Decrypt
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6_t Size, uint8_t * pPlainData, uint32_t Timeout)

Initializes the CRYP peripheral in AES ECB decryption mode then
decrypted pCypherData.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
pCypherData: Pointer to the cyphertext buffer

Size: Length of the plaintext buffer, must be a multiple of 16.
pPlainData: Pointer to the plaintext buffer

Timeout: Specify Timeout value

° HAL status

HAL_CRYP_AESCBC_Decrypt

Function Name

Function Description

HAL_StatusTypeDef HAL_CRYP_AESCBC_Decrypt
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl16_t Size, uint8_t * pPlainData, uint32_t Timeout)

Initializes the CRYP peripheral in AES ECB decryption mode then
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decrypted pCypherData.
Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pCypherData: Pointer to the cyphertext buffer
e  Size: Length of the plaintext buffer, must be a multiple of 16.
e pPlainData: Pointer to the plaintext buffer
e Timeout: Specify Timeout value
Return values . HAL status
10.2.18 HAL_CRYP_AESCTR_Decrypt
Function Name HAL_StatusTypeDef HAL_CRYP_AESCTR_Decrypt
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6_t Size, uint8_t * pPlainData, uint32_t Timeout)
Function Description Initializes the CRYP peripheral in AES CTR decryption mode then
decrypted pCypherData.
Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pCypherData: Pointer to the cyphertext buffer
e  Size: Length of the plaintext buffer, must be a multiple of 16.
e pPlainData: Pointer to the plaintext buffer
e Timeout: Specify Timeout value
Return values e  HAL status
10.2.19 HAL_CRYP_AESECB_Encrypt_IT
Function Name HAL_StatusTypeDef HAL_CRYP_AESECB_Encrypt_IT
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
Size, uint8_t * pCypherData)
Function Description Initializes the CRYP peripheral in AES ECB encryption mode using
Interrupt.
Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pPlainData: Pointer to the plaintext buffer
e Size: Length of the plaintext buffer, must be a multiple of 16
bytes
e pCypherData: Pointer to the cyphertext buffer
Return values e  HAL status
10.2.20 HAL_CRYP_AESCBC_Encrypt_IT

3

Function Name

Function Description

Parameters

HAL_StatusTypeDef HAL_CRYP_AESCBC_Encrypt_IT
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16 t
Size, uint8_t * pCypherData)

Initializes the CRYP peripheral in AES CBC encryption mode
using Interrupt.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pPlainData: Pointer to the plaintext buffer
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10.2.21

10.2.22

10.2.23

180/900

Return values

e  Size: Length of the plaintext buffer, must be a multiple of 16
bytes
e pCypherData: Pointer to the cyphertext buffer

. HAL status

HAL_CRYP_AESCTR_Encrypt_IT

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYP_AESCTR_Encrypt_IT
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
Size, uint8_t * pCypherData)

Initializes the CRYP peripheral in AES CTR encryption mode using
Interrupt.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pPlainData: Pointer to the plaintext buffer

e  Size: Length of the plaintext buffer, must be a multiple of 16
bytes

e pCypherData: Pointer to the cyphertext buffer

° HAL status

HAL_CRYP_AESECB_Decrypt_IT

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYP_AESECB_Decrypt_IT
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6_t Size, uint8_t * pPlainData)

Initializes the CRYP peripheral in AES ECB decryption mode using
Interrupt.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pCypherData: Pointer to the cyphertext buffer

e  Size: Length of the plaintext buffer, must be a multiple of 16.

e pPlainData: Pointer to the plaintext buffer

° HAL status

HAL_CRYP_AESCBC_Decrypt_IT

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYP_AESCBC_Decrypt_IT
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl16_t Size, uint8_t * pPlainData)

Initializes the CRYP peripheral in AES CBC decryption mode
using IT.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pCypherData: Pointer to the cyphertext buffer

e Size: Length of the plaintext buffer, must be a multiple of 16

e pPlainData: Pointer to the plaintext buffer

° HAL status

3
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10.2.24 HAL_CRYP_AESCTR_Decrypt_IT

Function Name HAL_StatusTypeDef HAL_CRYP_AESCTR_Decrypt_IT
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6_t Size, uint8_t * pPlainData)

Function Description Initializes the CRYP peripheral in AES CTR decryption mode using
Interrupt.

Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pCypherData: Pointer to the cyphertext buffer
e Size: Length of the plaintext buffer, must be a multiple of 16
e pPlainData: Pointer to the plaintext buffer

Return values . HAL status

10.2.25 HAL_CRYP_AESECB_Encrypt_DMA

Function Name HAL_StatusTypeDef HAL_CRYP_AESECB_Encrypt_DMA
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
Size, uint8_t * pCypherData)

Function Description  Initializes the CRYP peripheral in AES ECB encryption mode using
DMA.

Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pPlainData: Pointer to the plaintext buffer
e  Size: Length of the plaintext buffer, must be a multiple of 16
bytes
e pCypherData: Pointer to the cyphertext buffer

Return values . HAL status

10.2.26 HAL_CRYP_AESCBC_Encrypt_DMA

Function Name HAL_StatusTypeDef HAL_CRYP_AESCBC_Encrypt_ DMA
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
Size, uint8_t * pCypherData)

Function Description Initializes the CRYP peripheral in AES CBC encryption mode
using DMA.

Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pPlainData: Pointer to the plaintext buffer
e Size: Length of the plaintext buffer, must be a multiple of 16.
e pCypherData: Pointer to the cyphertext buffer

Return values ° HAL status

10.2.27 HAL_CRYP_AESCTR_Encrypt_DMA

Function Name HAL_StatusTypeDef HAL_CRYP_AESCTR_Encrypt DMA
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16 _t
Size, uint8_t * pCypherData)

Function Description Initializes the CRYP peripheral in AES CTR encryption mode using

3
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10.2.28

10.2.29

10.2.30

182/900

Parameters

Return values

DMA.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pPlainData: Pointer to the plaintext buffer

e  Size: Length of the plaintext buffer, must be a multiple of 16.

e pCypherData: Pointer to the cyphertext buffer

. HAL status

HAL_CRYP_AESECB_Decrypt_DMA

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYP_AESECB_Decrypt_DMA
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6_t Size, uint8_t * pPlainData)

Initializes the CRYP peripheral in AES ECB decryption mode using
DMA.

e hcryp: pointerto a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pCypherData: Pointer to the cyphertext buffer

e  Size: Length of the plaintext buffer, must be a multiple of 16
bytes

e pPlainData: Pointer to the plaintext buffer

. HAL status

HAL_CRYP_AESCBC_Decrypt_DMA

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYP_AESCBC_Decrypt_DMA
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6_t Size, uint8_t * pPlainData)

Initializes the CRYP peripheral in AES CBC encryption mode
using DMA.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pCypherData: Pointer to the cyphertext buffer

e  Size: Length of the plaintext buffer, must be a multiple of 16
bytes

e pPlainData: Pointer to the plaintext buffer

. HAL status

HAL_CRYP_AESCTR_Decrypt_DMA

Function Name

Function Description

Parameters

HAL_StatusTypeDef HAL_CRYP_AESCTR_Decrypt_DMA
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl16_t Size, uint8_t * pPlainData)

Initializes the CRYP peripheral in AES CTR decryption mode using
DMA.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pCypherData: Pointer to the cyphertext buffer

e Size: Length of the plaintext buffer, must be a multiple of 16

DOCID025834 Rev 2 ‘Yl




UM1725 HAL CRYP Generic Driver
e pPlainData: Pointer to the plaintext buffer
Return values . HAL status
10.2.31 HAL_CRYP_DESECB_Encrypt
Function Name HAL_StatusTypeDef HAL_CRYP_DESECB_Encrypt
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16 _t
Size, uint8_t * pCypherData, uint32_t Timeout)
Function Description Initializes the CRYP peripheral in DES ECB encryption mode.
Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pPlainData: Pointer to the plaintext buffer
e  Size: Length of the plaintext buffer, must be a multiple of 8
e pCypherData: Pointer to the cyphertext buffer
e Timeout: Specify Timeout value
Return values e  HAL status
10.2.32 HAL_CRYP_DESECB_Decrypt
Function Name HAL_StatusTypeDef HAL_CRYP_DESECB_Decrypt
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
Size, uint8_t * pCypherData, uint32_t Timeout)
Function Description Initializes the CRYP peripheral in DES ECB decryption mode.
Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pPlainData: Pointer to the plaintext buffer
e  Size: Length of the plaintext buffer, must be a multiple of 8
e pCypherData: Pointer to the cyphertext buffer
e Timeout: Specify Timeout value
Return values e  HAL status
10.2.33 HAL_CRYP_DESCBC_Encrypt
Function Name HAL_StatusTypeDef HAL_CRYP_DESCBC_Encrypt
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
Size, uint8_t * pCypherData, uint32_t Timeout)
Function Description Initializes the CRYP peripheral in DES CBC encryption mode.
Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pPlainData: Pointer to the plaintext buffer
e Size: Length of the plaintext buffer, must be a multiple of 8
e pCypherData: Pointer to the cyphertext buffer
e Timeout: Specify Timeout value
Return values . HAL status
10.2.34 HAL_CRYP_DESCBC_Decrypt

3

Function Name

HAL_StatusTypeDef HAL_CRYP_DESCBC_Decrypt
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
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10.2.35

10.2.36

10.2.37

184/900

Function Description

Parameters

Return values

Size, uint8_t * pCypherData, uint32_t Timeout)
Initializes the CRYP peripheral in DES ECB decryption mode.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
pPlainData: Pointer to the plaintext buffer

Size: Length of the plaintext buffer, must be a multiple of 8
pCypherData: Pointer to the cyphertext buffer

Timeout: Specify Timeout value

. HAL status

HAL_CRYP_DESECB_Encrypt_IT

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYP_DESECB_Encrypt_IT
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16 _t
Size, uint8_t * pCypherData)

Initializes the CRYP peripheral in DES ECB encryption mode
using IT.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pPlainData: Pointer to the plaintext buffer

e  Size: Length of the plaintext buffer, must be a multiple of 8

e pCypherData: Pointer to the cyphertext buffer

° HAL status

HAL_CRYP_DESCBC_Encrypt_IT

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYP_DESCBC_Encrypt_IT
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
Size, uint8_t * pCypherData)

Initializes the CRYP peripheral in DES CBC encryption mode
using interrupt.

e hcryp: pointerto a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pPlainData: Pointer to the plaintext buffer

e  Size: Length of the plaintext buffer, must be a multiple of 8

e pCypherData: Pointer to the cyphertext buffer

° HAL status

HAL_CRYP_DESECB_Decrypt_IT

Function Name

Function Description

Parameters

HAL_StatusTypeDef HAL_CRYP_DESECB_Decrypt_IT
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl16_t Size, uint8_t * pPlainData)

Initializes the CRYP peripheral in DES ECB decryption mode
using IT.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pPlainData: Pointer to the plaintext buffer
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Size: Length of the plaintext buffer, must be a multiple of 8
pCypherData: Pointer to the cyphertext buffer

Return values . HAL status
10.2.38 HAL_CRYP_DESCBC_Decrypt_IT
Function Name HAL_StatusTypeDef HAL_CRYP_DESCBC_Decrypt_IT
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6_t Size, uint8_t * pPlainData)
Function Description Initializes the CRYP peripheral in DES ECB decryption mode
using interrupt.
Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pPlainData: Pointer to the plaintext buffer
e  Size: Length of the plaintext buffer, must be a multiple of 8
e pCypherData: Pointer to the cyphertext buffer
Return values e  HAL status
10.2.39 HAL_CRYP_DESECB_Encrypt_ DMA
Function Name HAL_StatusTypeDef HAL_CRYP_DESECB_Encrypt_DMA
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
Size, uint8_t * pCypherData)
Function Description Initializes the CRYP peripheral in DES ECB encryption mode
using DMA.
Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pPlainData: Pointer to the plaintext buffer
e  Size: Length of the plaintext buffer, must be a multiple of 8
e pCypherData: Pointer to the cyphertext buffer
Return values . HAL status
10.2.40 HAL_CRYP_DESCBC_Encrypt_ DMA
Function Name HAL_StatusTypeDef HAL_CRYP_DESCBC_Encrypt_DMA
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uintl6_t
Size, uint8_t * pCypherData)
Function Description Initializes the CRYP peripheral in DES CBC encryption mode
using DMA.
Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pPlainData: Pointer to the plaintext buffer
e Size: Length of the plaintext buffer, must be a multiple of 8
e pCypherData: Pointer to the cyphertext buffer
Return values . HAL status
10.2.41 HAL_CRYP_DESECB_Decrypt_ DMA

3
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10.2.42

10.2.43

10.2.44

186/900

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYP_DESECB_Decrypt_ DMA
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6_t Size, uint8_t * pPlainData)

Initializes the CRYP peripheral in DES ECB decryption mode
using DMA.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pPlainData: Pointer to the plaintext buffer

e  Size: Length of the plaintext buffer, must be a multiple of 8

e pCypherData: Pointer to the cyphertext buffer

. HAL status

HAL_CRYP_DESCBC_Decrypt DMA

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYP_DESCBC_Decrypt_DMA
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6_t Size, uint8_t * pPlainData)

Initializes the CRYP peripheral in DES ECB decryption mode
using DMA.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pPlainData: Pointer to the plaintext buffer

e  Size: Length of the plaintext buffer, must be a multiple of 8

e pCypherData: Pointer to the cyphertext buffer

° HAL status

HAL_CRYP_TDESECB_Encrypt

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYP_TDESECB_Encrypt
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
Size, uint8_t * pCypherData, uint32_t Timeout)

Initializes the CRYP peripheral in TDES ECB encryption mode
then encrypt pPlainData.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
pPlainData: Pointer to the plaintext buffer

Size: Length of the plaintext buffer, must be a multiple of 8
pCypherData: Pointer to the cyphertext buffer

Timeout: Specify Timeout value

° HAL status

HAL_CRYP_TDESECB_Decrypt

Function Name

Function Description

HAL_StatusTypeDef HAL_CRYP_TDESECB_Decrypt
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6 _t Size, uint8_t * pPlainData, uint32_t Timeout)

Initializes the CRYP peripheral in TDES ECB decryption mode
then decrypted pCypherData.
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Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pPlainData: Pointer to the plaintext buffer
e Size: Length of the plaintext buffer, must be a multiple of 8
e pCypherData: Pointer to the cyphertext buffer
e Timeout: Specify Timeout value
Return values . HAL status
10.2.45 HAL_CRYP_TDESCBC_Encrypt
Function Name HAL_StatusTypeDef HAL_CRYP_TDESCBC_Encrypt
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
Size, uint8_t * pCypherData, uint32_t Timeout)
Function Description Initializes the CRYP peripheral in TDES CBC encryption mode
then encrypt pPlainData.
Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pPlainData: Pointer to the plaintext buffer
e Size: Length of the plaintext buffer, must be a multiple of 8
e pCypherData: Pointer to the cyphertext buffer
e Timeout: Specify Timeout value
Return values e  HAL status
10.2.46 HAL_CRYP_TDESCBC_Decrypt
Function Name HAL_StatusTypeDef HAL_CRYP_TDESCBC_Decrypt
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uint16_t Size, uint8_t * pPlainData, uint32_t Timeout)
Function Description Initializes the CRYP peripheral in TDES CBC decryption mode
then decrypted pCypherData.
Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pCypherData: Pointer to the cyphertext buffer
e  Size: Length of the plaintext buffer, must be a multiple of 8
e pPlainData: Pointer to the plaintext buffer
e Timeout: Specify Timeout value
Return values e  HAL status
10.2.47 HAL_CRYP_TDESECB_Encrypt_IT

3

Function Name

Function Description

Parameters

HAL_StatusTypeDef HAL_CRYP_TDESECB_Encrypt_IT
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16 t
Size, uint8_t * pCypherData)

Initializes the CRYP peripheral in TDES ECB encryption mode
using interrupt.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pPlainData: Pointer to the plaintext buffer

e  Size: Length of the plaintext buffer, must be a multiple of 8
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10.2.48

10.2.49

10.2.50

10.2.51

188/900

Return values

e pCypherData: Pointer to the cyphertext buffer
. HAL status

HAL_CRYP_TDESCBC_Encrypt_IT

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYP_TDESCBC_Encrypt_IT
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16 _t
Size, uint8_t * pCypherData)

Initializes the CRYP peripheral in TDES CBC encryption mode.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pPlainData: Pointer to the plaintext buffer

e  Size: Length of the plaintext buffer, must be a multiple of 8

e pCypherData: Pointer to the cyphertext buffer

. HAL status

HAL_CRYP_TDESECB_Decrypt_IT

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYP_TDESECB_Decrypt_IT
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6_t Size, uint8_t * pPlainData)

Initializes the CRYP peripheral in TDES ECB decryption mode.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pPlainData: Pointer to the plaintext buffer

e  Size: Length of the plaintext buffer, must be a multiple of 8

e pCypherData: Pointer to the cyphertext buffer

° HAL status

HAL_CRYP_TDESCBC_Decrypt_IT

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYP_TDESCBC_ Decrypt_IT
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6 _t Size, uint8_t * pPlainData)

Initializes the CRYP peripheral in TDES CBC decryption mode.

e hcryp: pointerto a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pCypherData: Pointer to the cyphertext buffer

e Size: Length of the plaintext buffer, must be a multiple of 8

e pPlainData: Pointer to the plaintext buffer

° HAL status

HAL_CRYP_TDESECB_Encrypt_DMA

Function Name

Function Description

HAL_StatusTypeDef HAL_CRYP_TDESECB_Encrypt_ DMA
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
Size, uint8_t * pCypherData)

Initializes the CRYP peripheral in TDES ECB encryption mode
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using DMA.
Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pPlainData: Pointer to the plaintext buffer
e  Size: Length of the plaintext buffer, must be a multiple of 8
e pCypherData: Pointer to the cyphertext buffer
Return values . HAL status
10.2.52 HAL_CRYP_TDESCBC_Encrypt_ DMA
Function Name HAL_StatusTypeDef HAL_CRYP_TDESCBC_Encrypt_DMA
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16 _t
Size, uint8_t * pCypherData)
Function Description Initializes the CRYP peripheral in TDES CBC encryption mode
using DMA.
Parameters e hcryp: pointerto a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pPlainData: Pointer to the plaintext buffer
e  Size: Length of the plaintext buffer, must be a multiple of 8
e pCypherData: Pointer to the cyphertext buffer
Return values . HAL status
10.2.53 HAL_CRYP_TDESECB_Decrypt_ DMA
Function Name HAL_StatusTypeDef HAL_CRYP_TDESECB_Decrypt_ DMA
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6_t Size, uint8_t * pPlainData)
Function Description Initializes the CRYP peripheral in TDES ECB decryption mode
using DMA.
Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pPlainData: Pointer to the plaintext buffer
e  Size: Length of the plaintext buffer, must be a multiple of 8
e pCypherData: Pointer to the cyphertext buffer
Return values . HAL status
10.2.54 HAL_CRYP_TDESCBC_Decrypt_DMA

3

Function Name

Function Description

Parameters

HAL_StatusTypeDef HAL_CRYP_TDESCBC_Decrypt_DMA
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6 _t Size, uint8_t * pPlainData)

Initializes the CRYP peripheral in TDES CBC decryption mode
using DMA.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pCypherData: Pointer to the cyphertext buffer

e  Size: Length of the plaintext buffer, must be a multiple of 8

e pPlainData: Pointer to the plaintext buffer
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10.2.55

10.2.56

10.2.57

10.2.58

10.2.59

190/900

Return values . HAL status

HAL_CRYP_InCpltCallback

Function Name void HAL_CRYP_InCpltCallback (CRYP_HandleTypeDef *
hcryp)

Function Description  Input FIFO transfer completed callbacks.

Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

Return values ° None

HAL_CRYP_OutCpltCallback

Function Name void HAL_CRYP_OutCpltCallback (CRYP_HandleTypeDef *
hcryp)

Function Description ~ Output FIFO transfer completed callbacks.

Parameters e hcryp: pointerto a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

Return values ° None

HAL_CRYP_ErrorCallback

Function Name void HAL_CRYP_ErrorCallback (CRYP_HandleTypeDef *
hcryp)

Function Description ~ CRYP error callbacks.

Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

Return values . None

HAL_CRYP_IRQHandler
Function Name void HAL_CRYP_IRQHandler (CRYP_HandleTypeDef * hcryp)
Function Description  This function handles CRYP interrupt request.

Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

Return values . None

HAL_CRYP_GetState

Function Name HAL_CRYP_STATETypeDef HAL_CRYP_GetState
(CRYP_HandleTypeDef * hcryp)

Function Description  Returns the CRYP state.

Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

Return values . HAL state
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10.3 CRYP Firmware driver defines
10.3.1 CRYP

3

CRYP CRYP_Key_Size

CRYP_KEYSIZE_128B

CRYP_KEYSIZE_192B

CRYP_KEYSIZE_256B

CRYP CRYP_Data_Type
CRYP_DATATYPE_32B

CRYP_DATATYPE_16B

CRYP_DATATYPE_8B

CRYP_DATATYPE_1B

CRYP CRYP_AlgoModeDirection
CRYP_CR_ALGOMODE_DIRECTION
CRYP_CR_ALGOMODE_TDES_ECB_ENCRYPT
CRYP_CR_ALGOMODE_TDES_ECB_DECRYPT
CRYP_CR_ALGOMODE_TDES_CBC_ENCRYPT
CRYP_CR_ALGOMODE_TDES_CBC_DECRYPT
CRYP_CR_ALGOMODE_DES_ECB_ENCRYPT
CRYP_CR_ALGOMODE_DES_ECB_DECRYPT
CRYP_CR_ALGOMODE_DES CBC_ENCRYPT
CRYP_CR_ALGOMODE_DES CBC_DECRYPT
CRYP_CR_ALGOMODE_AES_ECB_ENCRYPT
CRYP_CR_ALGOMODE_AES_ECB_DECRYPT
CRYP_CR_ALGOMODE_AES_CBC_ENCRYPT
CRYP_CR_ALGOMODE_AES_CBC_DECRYPT
CRYP_CR_ALGOMODE_AES_CTR_ENCRYPT
CRYP_CR_ALGOMODE_AES_CTR_DECRYPT
CRYP CRYP_Interrupt

CRYP_IT_INI Input FIFO Interrupt
CRYP_IT_OUTI Output FIFO Interrupt
CRYP CRYP_Flags

CRYP_FLAG_BUSY The CRYP core is currently processing a block of data or a key

preparation (for AES decryption).

CRYP_FLAG_IFEM Input FIFO is empty
CRYP_FLAG_IFNF Input FIFO is not Full

CRYP_FLAG_OFNE Output FIFO is not empty
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CRYP_FLAG_OFFU  Output FIFO is Full

CRYP_FLAG_OUTRIS Output FIFO service raw interrupt status
CRYP_FLAG_INRIS Input FIFO service raw interrupt status

CRYP Exported Macros

__HAL_CRYP_RESET_HANDLE_STATE Description:

__HAL_CRYP_ENABLE

__HAL_CRYP_DISABLE
__HAL_CRYP_FIFO_FLUSH

__HAL_CRYP_SET_MODE

__HAL_CRYP_GET_FLAG

192/900 DOCID025834 Rev 2

. Reset CRYP handle state.

Parameters:
e _ HANDLE__: specifies the CRYP
handle.

Return value:

. None

Description:

e Enable/Disable the CRYP peripheral.
Parameters:

e  HANDLE_ : specifies the CRYP
handle.

Return value:

. None

Description:

e  Flush the data FIFO.

Parameters:

e _ HANDLE__ : specifies the CRYP
handle.

Return value:
. None
Description:

e  Set the algorithm mode: AES-ECB, AES-
CBC, AES-CTR, DES-ECB, DES-CBC.

Parameters:
e _ HANDLE__ : specifies the CRYP
handle.

e  MODE: The algorithm mode.

Return value:

. None

Description:

e  Check whether the specified CRYP flag is
set or not.

[S74




UM1725

HAL CRYP Generic Driver

__HAL_CRYP_GET_IT

__HAL_CRYP_ENABLE_IT

3

Parameters:

e  HANDLE__ : specifies the CRYP
handle.

e _ FLAG_ : specifies the flag to check.

This parameter can be one of the

following values:

— CRYP_FLAG_BUSY: The CRYP
core is currently processing a block
of data or a key preparation (for AES
decryption).

—  CRYP_FLAG_IFEM: Input FIFO is
empty

— CRYP_FLAG_IFNF: Input FIFO is
not full

— CRYP_FLAG_INRIS: Input FIFO
service raw interrupt is pending

- CRYP_FLAG_OFNE: Output FIFO
is not empty

— CRYP_FLAG_OFFU: Output FIFO is
full

— CRYP_FLAG_OUTRIS: Input FIFO
service raw interrupt is pending

Return value:

e The: newstate of _ FLAG__ (TRUE or
FALSE).

Description:

e  Check whether the specified CRYP
interrupt is set or not.

Parameters:

e _ HANDLE__ : specifies the CRYP
handle.

e _ INTERRUPT__: specifies the interrupt

to check. This parameter can be one of

the following values:

—  CRYP_IT_INRIS: Input FIFO service
raw interrupt is pending

—  CRYP_IT_OUTRIS: Output FIFO
service raw interrupt is pending

Return value:

e The: new state of _ INTERRUPT__
(TRUE or FALSE).

Description:
e  Enable the CRYP interrupt.
Parameters:
e  HANDLE_ : specifies the CRYP
handle.
e _ INTERRUPT__: CRYP Interrupt.
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Return value:
. None

__HAL CRYP_DISABLE_IT Description:
e Disable the CRYP interrupt.
Parameters:
e  HANDLE__ : specifies the CRYP

handle.

e _ INTERRUPT__: CRYP interrupt.

194/900

CRYP Private Constants
CRYP_FLAG_MASK
CRYP_Private_define
CRYP_TIMEOUT_VALUE
CRYP Private Macros
IS_CRYP_KEYSIZE
IS_CRYP_DATATYPE

Return value:

. None
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11 HAL CRYP Extension Driver
11.1 CRYPEXx Firmware driver APl description

11.1.1 How to use this driver
The CRYP Extension HAL driver can be used as follows:

1. Initialize the CRYP low level resources by implementing the HAL_CRYP_Msplnit():

a. Enable the CRYP interface clock using _ HAL_RCC_CRYP_CLK_ENABLE()

b.  In case of using interrupts (e.g. HAL_CRYPEx_AESGCM_Encrypt_IT())

- Configure the CRYP interrupt priority using HAL_NVIC_SetPriority()

- Enable the CRYP IRQ handler using HAL_NVIC_EnablelRQ() (+) In CRYP
IRQ handler, call HAL_CRYP_IRQHandler()

c. Incase of using DMA to control data transfer (e.qg.
HAL_AES_ECB_Encrypt_ DMA())

- Enable the DMAX interface clock using _ DMAx_CLK_ENABLE()

- Configure and enable two DMA streams one for managing data transfer
from memory to peripheral (input stream) and another stream for managing
data transfer from peripheral to memory (output stream)

- Associate the initialized DMA handle to the CRYP DMA handle using
__HAL_LINKDMA()

- Configure the priority and enable the NVIC for the transfer complete
interrupt on the two DMA Streams. The output stream should have higher
priority than the input stream HAL_NVIC_SetPriority() and
HAL_NVIC_EnablelRQ()

2. Initialize the CRYP HAL using HAL_CRYP_Init(). This function configures mainly:

a. The data type: 1-bit, 8-bit, 16-bit and 32-bit

b. The key size: 128, 192 and 256. This parameter is relevant only for AES

c.  The encryption/decryption key. Its size depends on the algorithm used for
encryption/decryption

d. The initialization vector (counter). It is not used ECB mode.

3. Three processing (encryption/decryption) functions are available:

a. Polling mode: encryption and decryption APIs are blocking functions i.e. they
process the data and wait till the processing is finished e.qg.
HAL_CRYPEx_AESGCM_Encrypt()

b. Interrupt mode: encryption and decryption APIs are not blocking functions i.e.
they process the data under interrupt e.g. HAL_CRYPEx_AESGCM_Encrypt_IT()

c. DMA mode: encryption and decryption APIs are not blocking functions i.e. the
data transfer is ensured by DMA e.g. HAL_CRYPEXx_AESGCM_Encrypt DMA()

4. When the processing function is called at first time after HAL_CRYP_lInit() the CRYP
peripheral is initialized and processes the buffer in input. At second call, the
processing function performs an append of the already processed buffer. When a new
data block is to be processed, call HAL_CRYP_lInit() then the processing function.

5. In AES-GCM and AES-CCM modes are an authenticated encryption algorithms which
provide authentication messages. HAL_AES GCM_Finish() and
HAL_AES_CCM_Finish() are used to provide those authentication messages. Call
those functions after the processing ones (polling, interrupt or DMA). e.g. in AES-CCM
mode call HAL_CRYPEx_AESCCM_Encrypt() to encrypt the plain data then call
HAL_CRYPEx_AESCCM_Finish() to get the authentication message @note: For
CCM Encrypt/Decrypt API's, only DataType = 8-bit is supported by this version.
@note: The HAL_CRYPEx_AESGCM_xxxx() implementation is limited to 32bits

3
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inputs data length (Plain/Cyphertext, Header) compared with GCM standards
specifications (800-38D).
6. Call HAL_CRYP_Delnit() to deinitialize the CRYP peripheral.

The CRYP Extension HAL driver can be used as follows: (#)Initialize the CRYP low level
resources by implementing the HAL_CRYP_MsplInit(): (##) Enable the CRYP interface
clock using ___ HAL_RCC_CRYP_CLK_ENABLE() (##) In case of using interrupts (e.qg.
HAL_CRYPExX_AESGCM_Encrypt_IT()) (+++) Configure the CRYP interrupt priority using
HAL_NVIC_SetPriority() (+++) Enable the CRYP IRQ handler using
HAL_NVIC_EnablelRQ()

. In CRYP IRQ handler, call HAL_CRYP_IRQHandler()

a.

oo

In case of using DMA to control data transfer (e.qg.

HAL_AES_ECB_Encrypt_ DMA())

- Enable the DMAX interface clock using _ DMAx_CLK_ENABLE()

- Configure and enable two DMA streams one for managing data transfer
from memory to peripheral (input stream) and another stream for managing
data transfer from peripheral to memory (output stream)

- Associate the initialized DMA handle to the CRYP DMA handle using
__HAL_LINKDMA()

- Configure the priority and enable the NVIC for the transfer complete
interrupt on the two DMA Streams. The output stream should have higher
priority than the input stream HAL_NVIC_SetPriority() and
HAL_NVIC_EnablelRQ() (#)Initialize the CRYP HAL using
HAL_CRYP_Init(). This function configures mainly:

The data type: 1-bit, 8-bit, 16-bit and 32-bit

The key size: 128, 192 and 256. This parameter is relevant only for AES

The encryption/decryption key. Its size depends on the algorithm used for

encryption/decryption

The initialization vector (counter). It is not used ECB mode. (#)Three processing

(encryption/decryption) functions are available:

Polling mode: encryption and decryption APIs are blocking functions i.e. they
process the data and wait till the processing is finished e.qg.

HAL_CRYPEx_AESGCM_Encrypt()

Interrupt mode: encryption and decryption APIs are not blocking functions i.e.
they process the data under interrupt e.g. HAL_CRYPEx_AESGCM_Encrypt_IT()
DMA mode: encryption and decryption APIs are not blocking functions i.e. the
data transfer is ensured by DMA e.g. HAL_CRYPExX_AESGCM_Encrypt DMA()

(#)When the processing function is called at first time after HAL_CRYP_Init() the

CRYP peripheral is initialized and processes the buffer in input. At second call,

the processing function performs an append of the already processed buffer.

When a new data block is to be processed, call HAL_CRYP_Init() then the

processing function. (#)In AES-GCM and AES-CCM modes are an authenticated

encryption algorithms which provide authentication messages.

HAL_AES_GCM_Finish() and HAL_AES_CCM_Finish() are used to provide

those authentication messages. Call those functions after the processing ones

(polling, interrupt or DMA). e.g. in AES-CCM mode call

HAL_CRYPEx_AESCCM_Encrypt() to encrypt the plain data then call

HAL_CRYPEx_AESCCM_Finish() to get the authentication message @note: For

CCM Encrypt/Decrypt API's, only DataType = 8-bit is supported by this version.

@note: The HAL_CRYPEx_AESGCM_xxxx() implementation is limited to 32bits

inputs data length (Plain/Cyphertext, Header) compared with GCM standards

specifications (800-38D). (#)Call HAL_CRYP_Delnit() to deinitialize the CRYP
peripheral.
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11.1.2 Extended AES processing functions
This section provides functions allowing to:

o Encrypt plaintext using AES-128/192/256 using GCM and CCM chaining modes
. Decrypt cyphertext using AES-128/192/256 using GCM and CCM chaining modes
. Finish the processing. This function is available only for GCM and CCM

Three processing methods are available:

o Polling mode
. Interrupt mode
o DMA mode

This section contains the following APIs:

HAL_CRYPEX_AESCCM_Encrypt()
HAL_CRYPEx_AESGCM_Encrypt()
HAL_CRYPEx_AESGCM_Decrypt()
HAL_CRYPEX_AESGCM_Finish()
HAL_CRYPEX_AESCCM_Finish()
HAL_CRYPEx_AESCCM_Decrypt()
HAL_CRYPEx_AESGCM_Encrypt_IT()
HAL_CRYPEX_AESCCM_Encrypt_IT()
HAL_CRYPEx_AESGCM_Decrypt_IT()
HAL_CRYPEx_AESCCM_Decrypt_IT()
HAL_CRYPEX_AESGCM_Encrypt_DMA()
HAL_CRYPEX_AESCCM_Encrypt_DMA()
HAL_CRYPEx_AESGCM_Decrypt_DMA()
HAL_CRYPEx_AESCCM_Decrypt_DMA()

11.1.3 CRYPEXx IRQ handler management
This section provides CRYPEXx IRQ handler function.
This section contains the following APIs:
¢ HAL_CRYPEx_GCMCCM_IRQHandler()

11.1.4  HAL_CRYPEx_AESCCM_Encrypt

Function Name HAL_StatusTypeDef HAL_CRYPEx_AESCCM_Encrypt
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
Size, uint8_t * pCypherData, uint32_t Timeout)

Function Description Initializes the CRYP peripheral in AES CCM encryption mode then
encrypt pPlainData.

Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pPlainData: Pointer to the plaintext buffer
e Size: Length of the plaintext buffer, must be a multiple of 16
e pCypherData: Pointer to the cyphertext buffer
e Timeout: Timeout duration
Return values e  HAL status

11.1.5  HAL_CRYPEx_AESGCM_Encrypt
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11.1.6

11.1.7

11.1.8

198/900

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYPEx_AESGCM_Encrypt
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
Size, uint8_t * pCypherData, uint32_t Timeout)

Initializes the CRYP peripheral in AES GCM encryption mode then
encrypt pPlainData.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
pPlainData: Pointer to the plaintext buffer

Size: Length of the plaintext buffer, must be a multiple of 16
pCypherData: Pointer to the cyphertext buffer

Timeout: Timeout duration

. HAL status

HAL_CRYPEx_AESGCM_Decrypt

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYPEx_AESGCM_Decrypt
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6_t Size, uint8_t * pPlainData, uint32_t Timeout)

Initializes the CRYP peripheral in AES GCM decryption mode then
decrypted pCypherData.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pCypherData: Pointer to the cyphertext buffer

e  Size: Length of the cyphertext buffer, must be a multiple of
16

e pPlainData: Pointer to the plaintext buffer

e Timeout: Timeout duration

. HAL status

HAL_CRYPEx_AESGCM_Finish

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYPEx_AESGCM_Finish
(CRYP_HandleTypeDef * hcryp, uint32_t Size, uint8_t *
AuthTag, uint32_t Timeout)

Computes the authentication TAG.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e  Size: Total length of the plain/cyphertext buffer

e AuthTag: Pointer to the authentication buffer

e Timeout: Timeout duration

° HAL status

HAL_CRYPEx_AESCCM_Finish

Function Name

Function Description

HAL_StatusTypeDef HAL_CRYPEx_AESCCM_Finish
(CRYP_HandleTypeDef * hcryp, uint8_t * AuthTag, uint32_t
Timeout)

Computes the authentication TAG for AES CCM mode.
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Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e AuthTag: Pointer to the authentication buffer
e Timeout: Timeout duration
Return values . HAL status
Notes e  This APl is called after
HAL_AES_CCM_Encrypt()/HAL_AES_CCM_Decrypt()
11.1.9 HAL_CRYPEx_AESCCM_Decrypt
Function Name HAL_StatusTypeDef HAL_CRYPEXx_AESCCM_Decrypt
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6_t Size, uint8_t * pPlainData, uint32_t Timeout)
Function Description Initializes the CRYP peripheral in AES CCM decryption mode then
decrypted pCypherData.
Parameters e hcryp: pointerto a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pPlainData: Pointer to the plaintext buffer
e  Size: Length of the plaintext buffer, must be a multiple of 16
e pCypherData: Pointer to the cyphertext buffer
e Timeout: Timeout duration
Return values e  HAL status
11.1.10 HAL_CRYPEx_AESGCM_Encrypt_IT
Function Name HAL_StatusTypeDef HAL_CRYPEx_AESGCM_Encrypt_IT
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
Size, uint8_t * pCypherData)
Function Description Initializes the CRYP peripheral in AES GCM encryption mode
using IT.
Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pPlainData: Pointer to the plaintext buffer
e  Size: Length of the plaintext buffer, must be a multiple of 16
e pCypherData: Pointer to the cyphertext buffer
Return values . HAL status
11.1.11 HAL_CRYPEx_AESCCM_Encrypt_IT

3

Function Name

Function Description

Parameters

HAL_StatusTypeDef HAL_CRYPEx_AESCCM_Encrypt_IT
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
Size, uint8_t * pCypherData)

Initializes the CRYP peripheral in AES CCM encryption mode
using interrupt.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pPlainData: Pointer to the plaintext buffer

e Size: Length of the plaintext buffer, must be a multiple of 16
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11.1.12

11.1.13

11.1.14

11.1.15

200/900

Return values

e pCypherData: Pointer to the cyphertext buffer
. HAL status

HAL_CRYPEx_AESGCM_Decrypt_IT

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYPEx_AESGCM_Decrypt_IT
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6_t Size, uint8_t * pPlainData)

Initializes the CRYP peripheral in AES GCM decryption mode
using IT.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pCypherData: Pointer to the cyphertext buffer

e  Size: Length of the cyphertext buffer, must be a multiple of
16

e pPlainData: Pointer to the plaintext buffer

. HAL status

HAL_CRYPEx_AESCCM_Decrypt_IT

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYPEx_AESCCM_Decrypt_IT
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6_t Size, uint8_t * pPlainData)

Initializes the CRYP peripheral in AES CCM decryption mode
using interrupt then decrypted pCypherData.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pCypherData: Pointer to the cyphertext buffer

e  Size: Length of the plaintext buffer, must be a multiple of 16

e pPlainData: Pointer to the plaintext buffer

. HAL status

HAL_CRYPEx_AESGCM_Encrypt_DMA

Function Name

Function Description

Parameters

Return values

HAL_StatusTypeDef HAL_CRYPEx_AESGCM_Encrypt_ DMA
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
Size, uint8_t * pCypherData)

Initializes the CRYP peripheral in AES GCM encryption mode
using DMA.

e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module

e pPlainData: Pointer to the plaintext buffer

e Size: Length of the plaintext buffer, must be a multiple of 16

e pCypherData: Pointer to the cyphertext buffer

° HAL status

HAL_CRYPEx_AESCCM_Encrypt_DMA
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Function Name HAL_StatusTypeDef HAL_CRYPEx_AESCCM_Encrypt_ DMA
(CRYP_HandleTypeDef * hcryp, uint8_t * pPlainData, uint16_t
Size, uint8_t * pCypherData)

Function Description Initializes the CRYP peripheral in AES CCM encryption mode
using interrupt.

Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pPlainData: Pointer to the plaintext buffer
e  Size: Length of the plaintext buffer, must be a multiple of 16
e pCypherData: Pointer to the cyphertext buffer

Return values . HAL status

11.1.16 HAL_CRYPEx_AESGCM_Decrypt_ DMA

Function Name HAL_StatusTypeDef HAL_CRYPEx_AESGCM_Decrypt_ DMA
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6_t Size, uint8_t * pPlainData)

Function Description Initializes the CRYP peripheral in AES GCM decryption mode
using DMA.

Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pCypherData: Pointer to the cyphertext buffer.
e  Size: Length of the cyphertext buffer, must be a multiple of
16
e pPlainData: Pointer to the plaintext buffer

Return values . HAL status

11.1.17 HAL_CRYPEx_AESCCM_Decrypt DMA

Function Name HAL_StatusTypeDef HAL_CRYPEx_AESCCM_Decrypt_ DMA
(CRYP_HandleTypeDef * hcryp, uint8_t * pCypherData,
uintl6 _t Size, uint8_t * pPlainData)

Function Description Initializes the CRYP peripheral in AES CCM decryption mode
using DMA then decrypted pCypherData.

Parameters e hcryp: pointer to a CRYP_HandleTypeDef structure that
contains the configuration information for CRYP module
e pCypherData: Pointer to the cyphertext buffer
e  Size: Length of the plaintext buffer, must be a multiple of 16
e pPlainData: Pointer to the plaintext buffer

Return values . HAL status

11.1.18 HAL_CRYPEx_GCMCCM_IRQHandler

Function Name void HAL_CRYPEx_GCMCCM_IRQHandler
(CRYP_HandleTypeDef * hcryp)

Function Description  This function handles CRYPEX interrupt request.

Parameters e hcryp: pointer to a CRYPEx_HandleTypeDef structure that
contains the configuration information for CRYP module

3

DOCID025834 Rev 2 201/900




HAL CRYP Extension Driver

UM1725

11.2
11.2.1
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Return values ° None

CRYPEx Firmware driver defines

CRYPEX

CRYP AlgoModeDirection
CRYP_CR_ALGOMODE_AES_GCM_ENCRYPT
CRYP_CR_ALGOMODE_AES GCM_DECRYPT
CRYP_CR_ALGOMODE_AES CCM_ENCRYPT
CRYP_CR_ALGOMODE_AES CCM_DECRYPT
CRYP PhaseConfig

CRYP_PHASE_INIT

CRYP_PHASE_HEADER
CRYP_PHASE_PAYLOAD
CRYP_PHASE_FINAL

CRYP Exported Macros
__HAL_CRYP_SET_PHASE Description:

e  Set the phase: Init, header, payload, final.

Parameters:
e _ HANDLE__ : specifies the CRYP handle.
e  PHASE_ :The phase.

Return value:

. None
CRYPEXx_Private_define
CRYPEx_TIMEOUT_VALUE
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12 HAL DAC Generic Driver
12.1 DAC Firmware driver registers structures
12.1.1 DAC_HandleTypeDef
Data Fields
e DAC_TypeDef * Instance
e  IOHAL_DAC_StateTypeDef State
e HAL_LockTypeDef Lock
e DMA_HandleTypeDef * DMA_Handlel
¢ DMA_HandleTypeDef * DMA_Handle2
e O uint32_t ErrorCode
Field Documentation
o DAC _TypeDef* DAC_HandleTypeDef::Instance
Register base address
e  IOHAL_DAC_StateTypeDef DAC_HandleTypeDef::State
DAC communication state
e HAL_LockTypeDef DAC_HandleTypeDef::Lock
DAC locking object
¢ DMA_HandleTypeDef* DAC_HandleTypeDef::DMA_Handlel
Pointer DMA handler for channel 1
¢ DMA_HandleTypeDef* DAC_HandleTypeDef::DMA_Handle2
Pointer DMA handler for channel 2
e |0 uint32_t DAC_HandleTypeDef::ErrorCode
DAC Error code
12.1.2 DAC_ChannelConfTypeDef

3

Data Fields

e uint32_t DAC_Trigger
e uint32_t DAC_OutputBuffer

Field Documentation
e uint32_t DAC_ChannelConfTypeDef::DAC_Trigger

Specifies the external trigger for the selected DAC channel. This parameter can be a

value of DAC_trigger_selection

e uint32_t DAC_ChannelConfTypeDef::DAC_OutputBuffer
Specifies whether the DAC channel output buffer is enabled or disabled. This
parameter can be a value of DAC_output_buffer
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12.2
12.2.1

204/900

DAC Firmware driver API description

DAC Peripheral features

DAC Channels

The device integrates two 12-bit Digital Analog Converters that can be used independently
or simultaneously (dual mode):

1. DAC channell with DAC_OUT1 (PA4) as output
2. DAC channel2 with DAC_OUT?2 (PA5) as output
DAC Triggers

Digital to Analog conversion can be non-triggered using DAC_TRIGGER_NONE and
DAC_OUT1/DAC_OUT2 is available once writing to DHRX register.

Digital to Analog conversion can be triggered by:

1. External event: EXTI Line 9 (any GPIOx_Pin9) using DAC_TRIGGER_EXT _IT9. The
used pin (GPIOx_Pin9) must be configured in input mode.

2.  Timers TRGO: TIM2, TIM4, TIM5, TIM6, TIM7 and TIM8
(DAC_TRIGGER_T2_TRGO, DAC_TRIGGER_T4_TRGO...)

3.  Software using DAC_TRIGGER_SOFTWARE

DAC Buffer mode feature

Each DAC channel integrates an output buffer that can be used to reduce the output
impedance, and to drive external loads directly without having to add an external
operational amplifier. To enable, the output buffer use sConfig.DAC_OutputBuffer =
DAC_OUTPUTBUFFER_ENABLE;

Refer to the device datasheet for more details about output impedance value with
and without output buffer.

DAC wave generation feature

Both DAC channels can be used to generate
1. Noise wave

2.  Triangle wave

DAC data format

The DAC data format can be:

1.  8-bit right alignment using DAC_ALIGN_8B_R
2. 12-bit left alignment using DAC_ALIGN_12B L
3. 12-bit right alignment using DAC_ALIGN_12B_R
DAC data value to voltage correspondence

The analog output voltage on each DAC channel pin is determined by the following
equation: DAC_OUTx = VREF+ * DOR / 4095 with DOR is the Data Output Register VEF+
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is the input voltage reference (refer to the device datasheet) e.g. To set DAC_OUT1 to
0.7V, use Assuming that VREF+ = 3.3V, DAC_OUT1 = (3.3 * 868) / 4095 = 0.7V

DMA requests

A DMAL1 request can be generated when an external trigger (but not a software trigger)
occurs if DMA1 requests are enabled using HAL_DAC_Start DMA()

DMAL requests are mapped as following:

1. DAC channell : mapped on DMAL Stream5 channel7 which must be already
configured

2.  DAC channel2 : mapped on DMA1 Stream6 channel7 which must be already
configured For Dual mode and specific signal (Triangle and noise) generation please
refer to Extension Features Driver description

How to use this driver

DAC APB clock must be enabled to get write access to DAC registers using
HAL_DAC_Init()

Configure DAC_OUTx (DAC_OUT1: PA4, DAC_OUT2: PA5) in analog mode.
Configure the DAC channel using HAL_DAC_ConfigChannel() function.

Enable the DAC channel using HAL_DAC_Start() or HAL_DAC_Start_ DMA functions

Polling mode IO operation

. Start the DAC peripheral using HAL_DAC_Start()
. To read the DAC last data output value, use the HAL_DAC_GetValue() function.
o Stop the DAC peripheral using HAL_DAC_Stop()

DMA mode IO operation

. Start the DAC peripheral using HAL_DAC_Start DMA(), at this stage the user specify
the length of data to be transferred at each end of conversion

. At The end of data transfer HAL_DAC_ConvCpltCallbackCh1()or
HAL_DAC_ConvCpltCallbackCh2() function is executed and user can add his own
code by customization of function pointer HAL_DAC_ConvCpltCallbackCh1l or
HAL_DAC_ConvCpltCallbackCh2

. In case of transfer Error, HAL_DAC _ErrorCallbackCh1() function is executed and
user can add his own code by customization of function pointer
HAL_DAC_ErrorCallbackCh1l

) Stop the DAC peripheral using HAL_DAC_Stop_DMA()

DAC HAL driver macros list

Below the list of most used macros in DAC HAL driver.

__HAL DAC_ENABLE : Enable the DAC peripheral

_ HAL_DAC_DISABLE : Disable the DAC peripheral

_ HAL _DAC_CLEAR_FLAG: Clear the DAC's pending flags
__HAL DAC_GET_FLAG: Get the selected DAC's flag status
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You can refer to the DAC HAL driver header file for more useful macros

Initialization and de-initialization functions
This section provides functions allowing to:

. Initialize and configure the DAC.
) De-initialize the DAC.

This section contains the following APIs:

HAL_DAC_Init()
HAL_DAC_Delnit()
HAL_DAC_Msplnit()
HAL_DAC_MspDelnit()

IO operation functions
This section provides functions allowing to:

Start conversion.

Stop conversion.

Start conversion and enable DMA transfer.
Stop conversion and disable DMA transfer.
Get result of conversion.

This section contains the following APIs:

HAL_DAC_Start()

HAL_DAC_Stop()
HAL_DAC_Start_DMA()
HAL_DAC_Stop_DMA()
HAL_DAC_GetValue()
HAL_DAC_IRQHandler()
HAL_DAC_ConvCpltCallbackCh1()
HAL_DAC_ConvHalfCpltCallbackCh1()
HAL_DAC_ErrorCallbackCh1()
HAL_DAC_DMAUnderrunCallbackCh1()

Peripheral Control functions
This section provides functions allowing to:

. Configure channels.
. Set the specified data holding register value for DAC channel.

This section contains the following APIs:

e HAL_DAC_ConfigChannel()

e HAL_DAC_SetValue()

Peripheral State and Errors functions
This subsection provides functions allowing to

) Check the DAC state.
. Check the DAC Errors.
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This section contains the following APIs:

HAL_DAC_GetState()
HAL_DAC_GetError()
HAL_DAC_IRQHandler()
HAL_DAC_ConvCpltCallbackCh1()
HAL_DAC_ConvHalfCpltCallbackCh1()
HAL_DAC_ErrorCallbackCh1()
HAL_DAC_DMAUnNderrunCallbackCh1()

12.2.7  HAL_DAC_lInit

Function Name HAL_StatusTypeDef HAL_DAC_Init (DAC_HandleTypeDef *
hdac)

Function Description Initializes the DAC peripheral according to the specified
parameters in the DAC_InitStruct.

Parameters e hdac: pointerto a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.

Return values ° HAL status

12.2.8 HAL_DAC_Delnit

Function Name HAL_StatusTypeDef HAL_DAC_Delnit (DAC_HandleTypeDef *
hdac)

Function Description Deinitializes the DAC peripheral registers to their default reset
values.

Parameters e hdac: pointerto a DAC_HandleTypeDef structure that

contains the configuration information for the specified DAC.

Return values . HAL status

12.2.9 HAL_DAC_Msplnit
Function Name void HAL_DAC_Msplnit (DAC_HandleTypeDef * hdac)
Function Description  Initializes the DAC MSP.

Parameters e hdac: pointerto a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.

Return values . None

12.2.10 HAL_DAC_MspDelnit
Function Name void HAL_DAC_MspDelnit (DAC_HandleTypeDef * hdac)
Function Description  Delnitializes the DAC MSP.

Parameters e hdac: pointerto a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.

Return values . None

12.2.11 HAL_DAC_Start

3
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Function Name

Function Description

Parameters

Return values

HAL_DAC_Stop

Function Name

Function Description

Parameters

Return values

HAL_DAC_Start_ DMA

Function Name

Function Description

Parameters

Return values

HAL_DAC_Stop_DMA

HAL_StatusTypeDef HAL_DAC_Start (DAC_HandleTypeDef *
hdac, uint32_t Channel)

Enables DAC and starts conversion of channel.

hdac: pointer to a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.
Channel: The selected DAC channel. This parameter can be
one of the following values: DAC_CHANNEL_1: DAC
Channell selectedDAC_CHANNEL_2: DAC Channel2
selected

HAL status

HAL_StatusTypeDef HAL_DAC_Stop (DAC_HandleTypeDef *
hdac, uint32_t Channel)

Disables DAC and stop conversion of channel.

hdac: pointer to a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.
Channel: The selected DAC channel. This parameter can be
one of the following values: DAC_CHANNEL_1: DAC
Channell selectedDAC_CHANNEL_2: DAC Channel2
selected

HAL status

HAL_StatusTypeDef HAL_DAC_Start DMA
(DAC_HandleTypeDef * hdac, uint32_t Channel, uint32_t *
pData, uint32_t Length, uint32_t Alignment)

Enables DAC and starts conversion of channel.

hdac: pointer to a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.
Channel: The selected DAC channel. This parameter can be
one of the following values: DAC_CHANNEL_1: DAC
Channell selectedDAC_CHANNEL_2: DAC Channel2
selected

pData: The destination peripheral Buffer address.

Length: The length of data to be transferred from memory to
DAC peripheral

Alignment: Specifies the data alignment for DAC channel.
This parameter can be one of the following values:
DAC_ALIGN_8B_R: 8bit right data alignment
selectedDAC_ALIGN_12B_L: 12bit left data alignment
selectedDAC_ALIGN_12B_R: 12bit right data alignment
selected

HAL status

3
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Function Name HAL_StatusTypeDef HAL_DAC_Stop_DMA
(DAC_HandleTypeDef * hdac, uint32_t Channel)
Function Description ~ Disables DAC and stop conversion of channel.
Parameters e hdac: pointerto a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.
e Channel: The selected DAC channel. This parameter can be
one of the following values: DAC_CHANNEL_1: DAC
Channell selectedDAC_CHANNEL_2: DAC Channel2
selected
Return values . HAL status
12.2.15 HAL_DAC_GetValue
Function Name uint32_t HAL_DAC_GetValue (DAC_HandleTypeDef * hdac,
uint32_t Channel)
Function Description  Returns the last data output value of the selected DAC channel.
Parameters e hdac: pointerto a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.
e Channel: The selected DAC channel. This parameter can be
one of the following values: DAC_CHANNEL_1: DAC
Channell selectedDAC_CHANNEL_2: DAC Channel2
selected
Return values e  The selected DAC channel data output value.
12.2.16 HAL_DAC_IRQHandler
Function Name void HAL_DAC_IRQHandler (DAC_HandleTypeDef * hdac)
Function Description Handles DAC interrupt request.
Parameters e hdac: pointerto a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.
Return values . None
12.2.17 HAL_DAC_ConvCpltCallbackCh1l
Function Name void HAL_DAC_ConvCpltCallbackCh1 (DAC_HandleTypeDef *
hdac)
Function Description ~ Conversion complete callback in non blocking mode for Channell.
Parameters e hdac: pointerto a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.
Return values . None
12.2.18 HAL_DAC_ConvHalfCpltCallbackCh1l

3

Function Name void HAL_DAC_ConvHalfCpltCallbackCh1
(DAC_HandleTypeDef * hdac)

Function Description ~ Conversion half DMA transfer callback in non blocking mode for
Channell.
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Parameters e hdac: pointer to a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.

Return values . None

HAL_DAC_ErrorCallbackChl

Function Name void HAL_DAC_ErrorCallbackCh1l (DAC_HandleTypeDef *
hdac)

Function Description  Error DAC callback for Channell.

Parameters e hdac: pointer to a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.

Return values ° None

HAL_DAC_DMAUnNderrunCallbackCh1

Function Name void HAL_DAC_DMAUnderrunCallbackCh1
(DAC_HandleTypeDef * hdac)

Function Description DMA underrun DAC callback for channell.

Parameters e hdac: pointerto a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.

Return values . None

HAL_DAC_ConfigChannel

Function Name HAL_StatusTypeDef HAL_DAC_ConfigChannel
(DAC_HandleTypeDef * hdac, DAC_ChannelConfTypeDef *
sConfig, uint32_t Channel)

Function Description ~ Configures the selected DAC channel.

Parameters e hdac: pointerto a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.
e sConfig: DAC configuration structure.
e Channel: The selected DAC channel. This parameter can be
one of the following values: DAC_CHANNEL_1: DAC
Channell selectedDAC_CHANNEL_2: DAC Channel2
selected

Return values . HAL status

HAL_DAC_SetValue

Function Name HAL_StatusTypeDef HAL_DAC_SetValue
(DAC_HandleTypeDef * hdac, uint32_t Channel, uint32_t
Alignment, uint32_t Data)

Function Description  Set the specified data holding register value for DAC channel.

Parameters e hdac: pointerto a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.
e Channel: The selected DAC channel. This parameter can be
one of the following values: DAC_CHANNEL_1: DAC
Channell selectedDAC_CHANNEL_2: DAC Channel2
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selected

e Alignment: Specifies the data alignment. This parameter
can be one of the following values: DAC_ALIGN_8B_R: 8bit
right data alignment selectedDAC_ALIGN_12B_L: 12bit left
data alignment selectedDAC_ALIGN_12B_R: 12bit right data
alignment selected

e Data: Data to be loaded in the selected data holding register.

Return values ° HAL status

HAL_DAC_GetState

Function Name HAL_DAC_StateTypeDef HAL_DAC_GetState
(DAC_HandleTypeDef * hdac)

Function Description  return the DAC state

Parameters e hdac: pointerto a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.

Return values ° HAL state

HAL_DAC_GetError
Function Name uint32_t HAL_DAC_GetError (DAC_HandleTypeDef * hdac)
Function Description Return the DAC error code.

Parameters e hdac: pointer to a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.

Return values . DAC Error Code

HAL_DAC_IRQHandler
Function Name void HAL_DAC_IRQHandler (DAC_HandleTypeDef * hdac)
Function Description ~ Handles DAC interrupt request.

Parameters e hdac: pointerto a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.

Return values . None

HAL_DAC_ConvCpltCallbackChl

Function Name void HAL_DAC_ConvCpltCallbackCh1 (DAC_HandleTypeDef *
hdac)

Function Description ~ Conversion complete callback in non blocking mode for Channell.

Parameters e hdac: pointerto a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.

Return values . None

HAL_DAC_ConvHalfCpltCallbackCh1

Function Name void HAL_DAC_ConvHalfCpltCallbackCh1
(DAC_HandleTypeDef * hdac)
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Function Description ~ Conversion half DMA transfer callback in non blocking mode for
Channell.

Parameters e hdac: pointerto a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.

Return values . None

HAL_DAC_ErrorCallbackChl

Function Name void HAL_DAC_ErrorCallbackChl (DAC_HandleTypeDef *
hdac)

Function Description Error DAC callback for Channell.

Parameters e hdac: pointer to a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.

Return values ° None

HAL_DAC_DMAUnNderrunCallbackCh1

Function Name void HAL_DAC_DMAUnderrunCallbackCh1
(DAC_HandleTypeDef * hdac)

Function Description DMA underrun DAC callback for channell.

Parameters e hdac: pointerto a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.

Return values . None

DAC Firmware driver defines

DAC

DAC Channel Selection

DAC_CHANNEL_1

DAC_CHANNEL_2

DAC Data Alignment

DAC_ALIGN_12B_R

DAC_ALIGN_12B_L

DAC_ALIGN_8B_R

DAC Error Code

HAL_DAC_ERROR_NONE No error
HAL_DAC_ERROR_DMAUNDERRUNCH1 DAC channell DAM underrun error
HAL_DAC_ERROR_DMAUNDERRUNCH2 DAC channel2 DAM underrun error
HAL_DAC_ERROR_DMA DMA error

DAC Exported Macros

_ HAL DAC_RESET HANDLE_STATE Description:

3
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__HAL_DAC_ENABLE

__HAL_DAC_DISABLE

__HAL_DAC_ENABLE_IT

__HAL_DAC_DISABLE_IT

__HAL_DAC_GET_IT_SOURCE

3

. Reset DAC handle state.

Parameters:

e _ HANDLE__ : specifies the DAC handle.

Return value:

e None

Description:

e Enable the DAC channel.

Parameters:

e _ HANDLE_ : specifies the DAC handle.
__DAC_Channel__: specifies the DAC
channel

Return value:

. None

Description:

e Disable the DAC channel.

Parameters:

e  HANDLE_ : specifies the DAC handle

e _ DAC_Channel__: specifies the DAC
channel.

Return value:
. None
Description:

e Enable the DAC interrupt.

Parameters:

e _ HANDLE__ : specifies the DAC handle

e _ INTERRUPT__: specifies the DAC
interrupt.

Return value:
. None
Description:

e Disable the DAC interrupt.

Parameters:

e  HANDLE__ : specifies the DAC handle

e _ INTERRUPT__: specifies the DAC
interrupt.

Return value:
° None
Description:

e  Checks if the specified DAC interrupt
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__HAL_DAC_GET_FLAG

__HAL_DAC_CLEAR_FLAG

DAC Flags Definition
DAC_FLAG_DMAUDR1
DAC_FLAG_DMAUDR2
DAC IT Definition
DAC_IT_DMAUDR1

DOCID025834 Rev 2

source is enabled or disabled.

Parameters:
e  HANDLE__:DAC handle
e _ INTERRUPT__: DAC interrupt source to

check This parameter can be any

combination of the following values:

— DAC_IT_DMAUDRL1: DAC channel 1
DMA underrun interrupt

— DAC_IT_DMAUDRZ2: DAC channel 2
DMA underrun interrupt

Return value:
e  State: of interruption (SET or RESET)
Description:

e  Getthe selected DAC's flag status.

Parameters:
e _ HANDLE__ : specifies the DAC handle.
e  FLAG_ : specifies the flag to clear. This

parameter can be any combination of the

following values:

- DAC_FLAG_DMAUDRI1: DMA
underrun 1 flag

- DAC_FLAG_DMAUDR2: DMA
underrun 2 flag

Return value:

. None

Description:

e  Clear the DAC's flag.

Parameters:
e _ HANDLE__ : specifies the DAC handle.
e  FLAG__ : specifies the flag to clear. This

parameter can be any combination of the

following values:

- DAC_FLAG_DMAUDRI1: DMA
underrun 1 flag

- DAC_FLAG_DMAUDR2: DMA
underrun 2 flag

Return value:

. None
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DAC_IT_DMAUDR2
DAC Output Buffer
DAC_OUTPUTBUFFER_ENABLE
DAC_OUTPUTBUFFER_DISABLE
DAC Private Macros

IS DAC_DATA

IS_DAC_ALIGN

IS DAC_CHANNEL
IS_DAC_OUTPUT_BUFFER_STATE
IS_DAC_TRIGGER

DAC_DHR12R1_ALIGNMENT Description:
e Set DHR12R1 alignment.
Parameters:
e _ ALIGNMENT__: specifies the DAC
alignment

Return value:

. None
DAC_DHR12R2_ALIGNMENT Description:
e Set DHR12R2 alignment.
Parameters:
e _ ALIGNMENT__: specifies the DAC
alignment

Return value:

. None
DAC_DHR12RD_ALIGNMENT Description:
e Set DHR12RD alignment.
Parameters:
e _ ALIGNMENT__: specifies the DAC
alignment

Return value:
. None
DAC Trigger Selection

DAC_TRIGGER_NONE Conversion is automatic once the DAC1_DHRXxxXx
register has been loaded, and not by external trigger

DAC_TRIGGER_T2 _TRGO TIM2 TRGO selected as external conversion trigger for

DAC channel
DAC_TRIGGER_T4_TRGO TIM4 TRGO selected as external conversion trigger for
DAC channel
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DAC_TRIGGER_T5_TRGO

DAC_TRIGGER_T6_TRGO

DAC_TRIGGER_T7_TRGO

DAC_TRIGGER_T8_TRGO

DAC_TRIGGER_EXT_IT9

TIM5 TRGO selected as external conversion trigger for
DAC channel

TIM6 TRGO selected as external conversion trigger for
DAC channel

TIM7 TRGO selected as external conversion trigger for
DAC channel

TIM8 TRGO selected as external conversion trigger for
DAC channel

EXTI Line9 event selected as external conversion trigger
for DAC channel

DAC_TRIGGER_SOFTWARE Conversion started by software trigger for DAC channel

3
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13 HAL DAC Extension Driver
13.1 DACEXx Firmware driver APl description
13.1.1 How to use this driver
o When Dual mode is enabled (i.e DAC Channell and Channel2 are used
simultaneously) : Use HAL_DACEx_DualGetValue() to get digital data to be converted
and use HAL_DACEXx_DualSetValue() to set digital value to converted simultaneously
in Channel 1 and Channel 2.
. Use HAL_DACEXx_TriangleWaveGenerate() to generate Triangle signal.
. Use HAL_DACEXx_NoiseWaveGenerate() to generate Noise signal.
13.1.2 Extended features functions
This section provides functions allowing to:
. Start conversion.
. Stop conversion.
. Start conversion and enable DMA transfer.
. Stop conversion and disable DMA transfer.
. Get result of conversion.
. Get result of dual mode conversion.
This section contains the following APIs:
e HAL_DACEXx_DualGetValue()
e HAL_DACEXx_TriangleWaveGenerate()
e HAL_DACEx_NoiseWaveGenerate()
e HAL_DACEx_DualSetValue()
e HAL_DACEx_ConvCpltCallbackCh2()
¢ HAL_DACEx_ConvHalfCpltCallbackCh2()
e HAL_DACEX_ErrorCallbackCh2()
¢ HAL_DACEx_DMAUnNnderrunCallbackCh2()
13.1.3 HAL_DACEx_DualGetValue
Function Name uint32_t HAL_DACEx_DualGetValue (DAC_HandleTypeDef *
hdac)
Function Description ~ Returns the last data output value of the selected DAC channel.
Parameters e hdac: pointerto a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.
Return values e The selected DAC channel data output value.
13.1.4 HAL_DACEx_TriangleWaveGenerate

3

Function Name HAL_StatusTypeDef HAL_DACEXx_TriangleWaveGenerate
(DAC_HandleTypeDef * hdac, uint32_t Channel, uint32_t
Amplitude)

Function Description Enables or disables the selected DAC channel wave generation.
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Parameters

Return values

hdac: pointer to a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.
Channel: The selected DAC channel. This parameter can be
one of the following values: DAC_CHANNEL_1/
DAC_CHANNEL_2

Amplitude: Select max triangle amplitude. This parameter
can be one of the following values:
DAC_TRIANGLEAMPLITUDE_1: Select max triangle
amplitude of 1DAC_TRIANGLEAMPLITUDE_3: Select max
triangle amplitude of 3DAC_TRIANGLEAMPLITUDE_7:
Select max triangle amplitude of
7DAC_TRIANGLEAMPLITUDE_15: Select max triangle
amplitude of 15DAC_TRIANGLEAMPLITUDE_31: Select max
triangle amplitude of 31DAC_TRIANGLEAMPLITUDE_63:
Select max triangle amplitude of
63DAC_TRIANGLEAMPLITUDE_127: Select max triangle
amplitude of 127DAC_TRIANGLEAMPLITUDE_255: Select
max triangle amplitude of
255DAC_TRIANGLEAMPLITUDE_511: Select max triangle
amplitude of 511DAC_TRIANGLEAMPLITUDE_1023: Select
max triangle amplitude of
1023DAC_TRIANGLEAMPLITUDE_2047: Select max triangle
amplitude of 2047DAC_TRIANGLEAMPLITUDE_4095: Select
max triangle amplitude of 4095

HAL status

HAL_DACEx_NoiseWaveGenerate

HAL_StatusTypeDef HAL_DACEx_NoiseWaveGenerate
(DAC_HandleTypeDef * hdac, uint32_t Channel, uint32_t
Amplitude)

Function Name

Function Description

Parameters

Enables or disables the selected DAC channel wave generation.

hdac: pointer to a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.
Channel: The selected DAC channel. This parameter can be
one of the following values: DAC_CHANNEL_1/
DAC_CHANNEL_2

Amplitude: Unmask DAC channel LFSR for noise wave
generation. This parameter can be one of the following
values: DAC_LFSRUNMASK_BITO: Unmask DAC channel
LFSR bit0 for noise wave
generationDAC_LFSRUNMASK_BITS1_0: Unmask DAC
channel LFSR bit[1:0] for noise wave
generationDAC_LFSRUNMASK_BITS2_0: Unmask DAC
channel LFSR bit[2:0] for noise wave
generationDAC_LFSRUNMASK_BITS3_0: Unmask DAC
channel LFSR bit[3:0] for noise wave
generationDAC_LFSRUNMASK_BITS4_0: Unmask DAC
channel LFSR bit[4:0] for noise wave
generationDAC_LFSRUNMASK_BITS5_0: Unmask DAC
channel LFSR bit[5:0] for noise wave
generationDAC_LFSRUNMASK_BITS6_0: Unmask DAC
channel LFSR bit[6:0] for noise wave
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generationDAC_LFSRUNMASK_ BITS7_0: Unmask DAC
channel LFSR bit[7:0] for noise wave
generationDAC_LFSRUNMASK_BITS8_0: Unmask DAC
channel LFSR bit[8:0] for noise wave
generationDAC_LFSRUNMASK_BITS9 0: Unmask DAC
channel LFSR bit[9:0] for noise wave
generationDAC_LFSRUNMASK_BITS10_0: Unmask DAC
channel LFSR bit[10:0] for noise wave
generationDAC_LFSRUNMASK BITS11 0: Unmask DAC
channel LFSR bit[11:0] for noise wave generation

Return values ° HAL status

HAL_DACEx_DualSetValue

Function Name HAL_StatusTypeDef HAL_DACEx_DualSetValue
(DAC_HandleTypeDef * hdac, uint32_t Alignment, uint32_t
Datal, uint32_t Data2)

Function Description  Set the specified data holding register value for dual DAC channel.

Parameters e hdac: pointerto a DAC_HandleTypeDef structure that

contains the configuration information for the specified DAC.

e Alignment: Specifies the data alignment for dual channel
DAC. This parameter can be one of the following values:
DAC_ALIGN_8B_R: 8bit right data alignment selected
DAC_ALIGN_12B_L: 12bit left data alignment selected
DAC_ALIGN_12B_R: 12bit right data alignment selected

. Datal: Data for DAC Channel2 to be loaded in the selected
data holding register.

e Data2: Data for DAC Channell to be loaded in the selected
data holding register.

Return values . HAL status

Notes e Indual mode, a unique register access is required to write in
both DAC channels at the same time.

HAL_DACEx_ConvCpltCallbackCh2

Function Name void HAL_DACEx_ConvCpltCallbackCh2
(DAC_HandleTypeDef * hdac)

Function Description ~ Conversion complete callback in non blocking mode for Channel2.

Parameters e hdac: pointerto a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.

Return values . None

HAL_DACEx_ConvHalfCpltCallbackCh?2

Function Name void HAL_DACEx_ConvHalfCpltCallbackCh2
(DAC_HandleTypeDef * hdac)

Function Description  Conversion half DMA transfer callback in non blocking mode for

Channel2.
Parameters e hdac: pointerto a DAC_HandleTypeDef structure that
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contains the configuration information for the specified DAC.

Return values ° None

HAL_DACEx_ErrorCallbackCh2

Function Name void HAL_DACEx_ErrorCallbackCh2 (DAC_HandleTypeDef *
hdac)

Function Description ~ Error DAC callback for Channel2.

Parameters e hdac: pointerto a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.

Return values ° None

HAL_DACEx_DMAUnderrunCallbackCh2

Function Name void HAL_DACEx_DMAUnderrunCallbackCh2
(DAC_HandleTypeDef * hdac)

Function Description DMA underrun DAC callback for channel?2.

Parameters e hdac: pointer to a DAC_HandleTypeDef structure that
contains the configuration information for the specified DAC.

Return values ° None

DACEx Firmware driver defines

DACEXx

DAC LFS Run Mask Triangle Amplitude

DAC_LFSRUNMASK_BITO Unmask DAC channel LFSR bitO for noise wave
generation

DAC_LFSRUNMASK BITS1 0 Unmask DAC channel LFSR bit[1:0] for noise wave
generation

DAC_LFSRUNMASK _BITS2_0 Unmask DAC channel LFSR bit[2:0] for noise wave
generation

DAC_LFSRUNMASK BITS3 0 Unmask DAC channel LFSR bit[3:0] for noise wave
generation

DAC_LFSRUNMASK_BITS4 0 Unmask DAC channel LFSR bit[4:0] for noise wave
generation

DAC_LFSRUNMASK_BITS5 0 Unmask DAC channel LFSR bit[5:0] for noise wave
generation

DAC_LFSRUNMASK _BITS6_0 Unmask DAC channel LFSR bit[6:0] for noise wave
generation

DAC_LFSRUNMASK _BITS7_0 Unmask DAC channel LFSR bit[7:0] for noise wave
generation

DAC_LFSRUNMASK _BITS8 0 Unmask DAC channel LFSR bit[8:0] for noise wave
generation

DAC_LFSRUNMASK_BITS9 0 Unmask DAC channel LFSR bit[9:0] for noise wave
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DAC_LFSRUNMASK_BITS10_0

DAC_LFSRUNMASK_BITS11_0

DAC_TRIANGLEAMPLITUDE_1
DAC_TRIANGLEAMPLITUDE_3
DAC_TRIANGLEAMPLITUDE_7
DAC_TRIANGLEAMPLITUDE_15
DAC_TRIANGLEAMPLITUDE_31
DAC_TRIANGLEAMPLITUDE_63
DAC_TRIANGLEAMPLITUDE_127
DAC_TRIANGLEAMPLITUDE_255
DAC_TRIANGLEAMPLITUDE_511
DAC_TRIANGLEAMPLITUDE_1023
DAC_TRIANGLEAMPLITUDE_2047
DAC_TRIANGLEAMPLITUDE_4095
DAC Private Macros

generation

Unmask DAC channel LFSR bit[10:0] for noise

wave generation

Unmask DAC channel LFSR bit[11:0] for noise

wave generation

Select max triangle amplitude of 1
Select max triangle amplitude of 3
Select max triangle amplitude of 7
Select max triangle amplitude of 15
Select max triangle amplitude of 31
Select max triangle amplitude of 63
Select max triangle amplitude of 127
Select max triangle amplitude of 255
Select max triangle amplitude of 511
Select max triangle amplitude of 1023
Select max triangle amplitude of 2047

Select max triangle amplitude of 4095

IS_ DAC_LFSR_UNMASK_TRIANGLE_AMPLITUDE
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14.1
14.1.1

14.2
14.2.1
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DCMI Firmware driver registers structures

DCMI_HandleTypeDef

Data Fields

DCMI_TypeDef * Instance
DCMI_InitTypeDef Init
HAL_LockTypeDef Lock

__ IO HAL_DCMI_StateTypeDef State
__lO uint32_t XferCount

__ 10 uint32_t XferSize

uint32_t XferTransferNumber
uint32_t pBuffPtr
DMA_HandleTypeDef * DMA_Handle
__ 10 uint32_t ErrorCode

Field Documentation

e DCMI_TypeDef* DCMI_HandleTypeDef::Instance
DCMI Register base address

e DCMIL_InitTypeDef DCMI_HandleTypeDef::Init
DCMI parameters

e HAL_LockTypeDef DCMI_HandleTypeDef::Lock
DCMI locking object

e _ IOHAL_DCMI_StateTypeDef DCMI_HandleTypeDef::State
DCMI state

e |0 uint32_t DCMI_HandleTypeDef:: XferCount
DMA transfer counter

e |0 uint32_t DCMI_HandleTypeDef::XferSize

DMA transfer size

e Uuint32_t DCMI_HandleTypeDef::XferTransferNumber
DMA transfer number

e uint32_t DCMI_HandleTypeDef::pBuffPtr
Pointer to DMA output buffer

¢ DMA_HandleTypeDef* DCMI_HandleTypeDef::DMA_Handle
Pointer to the DMA handler

e _ |0 uint32_t DCMI_HandleTypeDef::ErrorCode
DCMI Error code

DCMI Firmware driver API description

How to use this driver

The sequence below describes how to use this driver to capture image from a camera
module connected to the DCMI Interface. This sequence does not take into account the
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configuration of the camera module, which should be made before to configure and enable
the DCMI to capture images.

1.  Program the required configuration through following parameters: horizontal and
vertical polarity, pixel clock polarity, Capture Rate, Synchronization Mode, code of the
frame delimiter and data width using HAL_DCMI_Init() function.

2. Configure the DMA2_Stream1 channell to transfer Data from DCMI DR register to
the destination memory buffer.

3. Program the required configuration through following parameters: DCMI mode,
destination memory Buffer address and the data length and enable capture using
HAL_DCMI_Start DMA() function.

4.  Optionally, configure and Enable the CROP feature to select a rectangular window
from the received image using HAL_DCMI_ConfigCrop() and
HAL_DCMI_EnableCROP() functions

5.  The capture can be stopped using HAL_DCMI_Stop() function.

6.  To control DCMI state you can use the function HAL_DCMI_GetState().

DCMI HAL driver macros list
Below the list of most used macros in DCMI HAL driver.

__HAL_DCMI_ENABLE: Enable the DCMI peripheral.

__HAL_DCMI_DISABLE: Disable the DCMI peripheral.

_ HAL_DCMI_GET_FLAG: Get the DCMI pending flags.
__HAL_DCMI_CLEAR_FLAG: Clear the DCMI pending flags.
__HAL_DCMI_ENABLE_IT: Enable the specified DCMI interrupts.
__HAL_DCMI_DISABLE_IT: Disable the specified DCMI interrupts.

_ HAL_DCMI_GET_IT_SOURCE: Check whether the specified DCMI interrupt has
occurred or not.

You can refer to the DCMI HAL driver header file for more useful macros

Initialization and Configuration functions
This section provides functions allowing to:

. Initialize and configure the DCMI
. De-initialize the DCMI

This section contains the following APIs:

HAL_DCMI_Init()
HAL_DCMI_Delnit()
HAL_DCMI_Msplnit()
HAL_DCMI_MspDelnit()

IO operation functions
This section provides functions allowing to:

. Configure destination address and data length and Enables DCMI DMA request and
enables DCMI capture

. Stop the DCMI capture.

. Handles DCMI interrupt request.

This section contains the following APIs:
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HAL_DCMI_Start_
HAL_DCMI_Stop()
HAL_DCMI_IRQHandler()
HAL_DCMI_ErrorCallback()
HAL_DCMI_LineEventCallback()
HAL_DCMI_VsyncEventCallback()
HAL_DCMI_FrameEventCallback()

DMA()

Peripheral Control functions

This section provides functions allowing to:

. Co